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ABSTRACT

In the context of 5G/5G+, securing wireless links becomes crucial due to the services
offered by the applications running on these networks. Since some of these applications
have mission-critical data with low-latency constraints, a slight delay in the reception
could have undesirable effects—for instance, autonomous vehicles, unmanned aerial
vehicles, and the industrial internet of things. The low-latency constraints of these ap-
plications attract a plethora of attacks, mainly jamming attacks since these attacks are
easy to execute. Moreover, radio architecture advancements have also created a new
class of jammers, known as reactive jammers. Unlike a traditional jammer, a reactive
jammer may monitor the network for possible countermeasures and change its attack-
ing strategies based on its observations. While countermeasures like frequency hopping
are known to provide reliable communication amidst traditional jamming attacks, us-
ing them against reactive jammers might not offer the anticipated outcome. Thus, this
thesis aims to provide new mitigation strategies against reactive jammers to facilitate
reliable, low-latency communication to the victim with the help of a nearby full-duplex
helper. Under the framework of fast-forward full-duplex strategies, we design constel-
lations for the victim and the helper that minimize the error rates at the destination. In
particular, we solve optimal constellations at the victim and the helper, subject to av-
erage energy constraints at the victim and the helper, under various channel conditions
and radio architectures at the full-duplex helper. In addition to minimizing the error
rates, we also analyze the covertness of our proposed schemes in deceiving a family of

countermeasure detectors deployed by the reactive jammer.

il
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CHAPTER 1

INTRODUCTION

1.1 Overview

Communication has been an integral part of human lives since its inception. However,
Marconi’s experiment in 1895 laid the foundation and framework for the communica-
tion system we experience today. Since then, wireless communication has evolved at an
unprecedented rate and is an essential aspect of our lives, thanks to a large number of
connected devices around us. Technologies, such as polar codes [4, /5], Multiple-Input
Multiple-Output (MIMO) [6-8]], carrier aggregation [9]], millimetre-wave [[10], and non-
orthogonal multiple access [|11,|12]] have greatly enhanced the quality and widespread
connectivity of wireless communication. Because of these advancements, the vision of

the internet of everything seems realizable.

The Mathematical Theory of Communication by Shannon [13]] states that given a
sufficiently long time and a sufficient number of channel usage, one can nearly achieve
an error-free data transmission, where the channel capacity governs the transmission
rate. However, the latency constraints in the 5G/5G+ wireless networks limit long
transmission time and the number of channel usage. In particular, virtual/augmented
reality (AR), public safety, factory automation, and autonomous vehicles have latency
requirements of less than one-millisecond [[14]]. Thus, it is needless to say that latency is
probably one of the most influential performance measures of 5G/5G+ [[15]. Amongst
the various use cases of low-latency applications, specific applications have strict la-
tency constraints, and even a delay of a few milliseconds can have catastrophic effects.
For instance, a self-driving car on the road must recognize other vehicles, pedestrians,
bikes, and other objects from other vehicles or base stations in real-time. Therefore,
while it is crucial to design physical layer solutions that provide reliable low-latency
communication of symbols, securing these applications against adversaries is equally
essential. In particular, it is necessary to secure these applications from adversaries

which introduce a delay in the received messages at the intended base station. Denial of
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Figure 1.1: Pictorial representation of jamming.

Service (DoS) attack is a well-known threat wherein an adversary blocks a source from
accessing the network using a radio built with off-the-shelf components [16]. One such
specific form of DOS attack is the jamming attack, wherein the adversary injects jam-
ming energy on the victim’s frequency, thereby reducing the effective Signal-to-Noise
Ratio (SNR) at the base station below the required threshold. As a result, the base sta-
tion may not decode the victim’s symbols at the first attempt, thus requiring multiple
retransmissions leading to deadline violations. Jamming attacks are more preferred at-
tack models due to the following reasons. Firstly, jamming attacks can be launched
easily. For instance, a small USB dongle worth $10 is capable of emitting a jamming
power of 100mW in 20MHz bandwidth below 6GHz. Such devices can easily disrupt
the WiFi services in offices and homes [17]]. Further, software defined radios such as
USRP and WARP are more powerful and give more flexibility to the jammer. Secondly,
jamming attacks can only be mitigated at the physical layer. This is because, during the
jamming attack, the receiver is unable to decode the bits at the lower layers. Thus, any
mitigation scheme at medium access control layer or higher are incapable of addressing
the jamming attacks. Further, besides hampering decoding process at the destination,
a jamming attacker can prohibit a legitimate user to access the network by keeping the
channel busy. Thus, addressing jamming attacks on low-latency communication is cru-
cial since the victim node must ensure timely delivery of symbols after implementing

the countermeasures.

There are limited countermeasures against the jamming attacks. Thus, an attacker



can leverage on these vulnerabilities to disrupt the communication. [18,/19] proposed
Frequency Hopping (FH) based schemes to mitigate jamming attacks for Wireless Large
Area Network (WLAN). In particular, [[18]] proposed FH based scheme for WiFi net-
works against all types of jammers and [19] proposed adaptive FH and window dwelling
based countermeasures against reactive jammers [20]. Further, [21,22] proposed Direct
Sequence Spread Spectrum (DSSS) based countermeasures against constant jamming
attacks and frequency-sweeping jamming attacks [23|]. Furthermore, [24-27]] proposed
MIMO mitigation schemes against reactive jamming attacks and constant jamming
attacks. In particular, the solutions proposed in [24,25] projected the received sig-
nal on a subspace orthogonal to the jamming signal. Whereas, the solution proposed
in [26,27] used multi-channel ratio decoding and jamming resilient synchronization.
Further, [28,,29] proposed the use of an alternative road side unit to relay the traffic
from the jammed region in vehicular networks. [30] proposed random channel hopping

against primary user enumalation attack [31].

It is worthwhile to note that in most of the mitigation schemes discussed above,
the victim vacates the jammed band and operates on a different frequency band, i.e.,
FH. Now consider a cognitive jamming adversary who besides jamming, can also mea-
sure the average energy level on the jammed band. As a result, if the victim node
uses FH, then, it might detect the countermeasure owing to a significant drop in the
average energy level of the jammed band. The detection may compel the adversary to
execute the jamming attack on another frequency bands thereby guaranteeing degra-
dation in the network performance, especially in a crowded network that do not have
unused frequencies. Therefore, in order to mitigate this cognitive jamming adversary, a
new framework is required to facilitate reliable communication of low-latency symbols
of the victim node, and to engage the adversary to the jammed frequency band. This
implies that the framework should force the adversary to observe identical network
conditions before and after its implementation. If the mitigation scheme succeeds in
achieving this objective, then we refer it as a covert scheme. This is because the threat
model resembles the conventional setting of covert communication wherein the legiti-
mate nodes must communicate with each other without getting noticed by a third-party
warden [32]. Thus, the notion of cognitive jamming adversaries opens up problems on
how to design countermeasures that ensure that the victim’s symbols reliably reach the

base station within the deadline, amidst the presence of a cognitive jamming adversary.
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Figure 1.2: Pictorial depiction of cognitive jamming.

1.2 Objective and Scope of the Thesis

Consider a crowded wireless network wherein a number of nodes intend to communi-
cate with a base station using Frequency Division Duplex (FDD) mode. The network is
crowded since the nodes have used all the uplink frequencies, and no unused frequency
is available. As shown in Fig. let Alice be a single-antenna transmitter node, who
wants to communicate her low-latency symbols to Bob on a frequency band centred
around f4p. Now, consider a reactive Full-Duplex Cognitive Adversary (FDCA), Dave,
who wants to jam Alice’s symbol to Bob. Due to Dave’s sophisticated radio hardware,
he is able to observe the network for possible countermeasures and based on his ob-
servations, he may change his attacking strategy. A straightforward reactive attacking
strategy would be to randomly choose a frequency band and pour the jamming energy
on it, thus, ensuring guaranteed degradation in the networks performance. Therefore,
while it is necessary for Alice to communicate her low-latency symbols to Bob, the
implemented countermeasure must be such that Dave is always engaged on the jammed

band.

Within this network, also consider a node nearby Alice, Charlie, who is commu-
nicating his symbols to Bob on a frequency band centred around fop. Charlie is a
Full-Duplex (FD) radio enabled node, capable of instantaneous manipulation of incom-
ing symbols. The data requirements of Alice and Charlie are heterogeneous, such that
Charlie transmits his symbols with arbitrary data-rate with relaxed latency constraints,
whereas, Alice transmits her symbols with low data-rate. Towards mitigating the jam-
ming attack from a reactive FDCA, this research explores possible solutions wherein

Charlie assists Alice in evading jamming attack from Dave, while adhering to the strict
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Figure 1.3: System model for jamming attack by a cognitive adversary.

latency constraints on Alice’s symbols, subject to various channel conditions, the type
of countermeasure detectors deployed by Dave, and Charlie’s ability to instantaneously

manipulate the incoming symbols. Through this research, we explore:

1. New mitigation strategies against reactive FDCA to facilitate reliable, low-latency

communication to the victim with the help of a nearby FD helper.

2. New constellations designs for the victim and the helper that minimize the error
rates at the base station. In particular, we design optimal constellations at the
victim and the helper, subject to average energy constraints at the victim and the
helper, under various channel conditions and also under various radio architec-

tures at the FD helper node.

3. The ability of the proposed constellation designs in deceiving a family of coun-

termeasure detectors deployed by the reactive cognitive jammer.

A detailed discussion on various types of jamming attacks, FD radios, cognitive

radios, and FDCA is given in Chapter 2]

1.3 Contributions and Outline of the Thesis

The main contributions of this thesis in mitigating reactive jamming attacks are as fol-

lows.

Chapter 3] addresses a DoS attack on low-latency communication by an FDCA,

armed with a perfect FD radio, such that it can simultaneously measure the average

5



energy level on the victim’s frequency band besides jamming it. Thus, the FDCA can
detect FH-based countermeasures and subsequently change the target frequency band.
To mitigate the adversary, we propose a fast-forward framework wherein the victim
node seeks the assistance of a helper node in its vicinity to relay its symbols to the base
station. In this chapter, we propose two cooperative relaying schemes: semi-coherent
fast-forward half-duplex and semi-coherent fast-forward full-duplex relaying schemes,
wherein the helper node can either work in Half-Duplex (HD) or FD mode depending
on the distance between the helper and the jammer. In both schemes, the helper nodes
instantaneously multiplex the victim’s messages to its messages and forward them to
the base station. In the former scheme, the victim continues its transmission on the
jammed band, whereas the helper node overhears the victim’s frequency band to mul-
tiplex their information in its frequency band. In the latter scheme, the victim and the
helper node cooperatively pour fractions of their energies on both frequency bands to
reliably communicate their messages on the helper’s frequency band. Assuming the
channel between the helper and the base station is slow-fading, this chapter presents
an extensive analysis of the choice of the energy-splitting factor between the frequency
bands, besides proving that both schemes successfully engage the adversary on the

jammed frequency band. Contents of this chapter are published in [33-35].

With potential applications to short-packet communication in fast-fading channels,
in Chapter ] we address the transmission of low-latency messages in fast-fading chan-
nels under the presence of an FDCA. Unlike the adversary in Chapter 3, the FDCA
in this chapter scans all the frequency bands to detect FH and repetition-coding across
frequency based countermeasures. Subsequently, the adversary changes its target fre-
quency band if it detects a countermeasure. To facilitate reliable communication amidst
a strong adversary, we propose a non-coherent fast-forward full-duplex relaying scheme
wherein the victim uses a helper in its vicinity to fast-forward its messages to the base
station, in addition to ensuring that the countermeasures are undetected by the FDCA.
Towards designing the constellations for the proposed scheme, we identify that existing
non-coherent constellations for fast-fading channels are not applicable owing to the co-
operative nature of the fast-forward scheme. As a result, we formulate an optimization
problem of designing the non-coherent constellations at the victim and the helper such
that the symbol-error probability at the base station is minimized. We theoretically an-

alyze the optimization problem and propose several strategies to compute near-optimal



constellations based on the helper’s data-rate and fast-forwarding abilities. We show
that the proposed constellations provide near-optimal error performance and help the
victim evade jamming. Finally, we also prove the efficacy of the proposed schemes
in deceiving the countermeasure detectors at the jammer. Contents of this chapter are

published in [[36-40]].

In Chapter [5] we also examine a reactive jamming attack by an FDCA on the low-
latency messages of a victim. However, in addition to the countermeasure detection
mechanisms in Chapter [3] and Chapter 4] the FDCA in this chapter also measures the
average energy level on all the frequency bands and changes its target frequency in
an event of a detection. We highlight that the existing schemes against FDCA use re-
lays with instantaneous FD radios to evade the attack. However, due to the limitation of
the radio architecture of the FD helper, instantaneous forwarding may not be possible in
practice, thereby leading to increased decoding complexity at the base station and a high
detection probability at the adversary. Pointing at this drawback, we propose a delay-
aware cooperative framework wherein the victim seeks assistance from a delay-aware
FD helper to forward its messages to the base station within the latency constraints.
In particular, we first model the processing delay at the helper based on its hardware
architecture, and then propose two low-complexity mitigation schemes, wherein the
victim and the helper share their uplink frequencies using appropriate energy-splitting
factors. For both the schemes, we solve the optimization problems of computing the
near-optimal energy-splitting factors that minimize the joint error rates at the base sta-
tion. Finally, through rigorous analytical and simulation results, we show that the pro-
posed schemes facilitate the victim in evading the jamming attack whilst deceiving the

FDCA.

Finally, Chapter[6] concludes the works presented in Chapter[3] @] and[5] and discuss

the possible directions of the future research.
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CHAPTER 2

BACKGROUND

In this chapter, we discuss the background of the thesis, starting from a survey on jam-
ming attacks on wireless communication in Sec. We then introduce the basic work-
ing of the FD radios and the various Self-Interference Cancellation (SIC) techniques
used to mitigate the Self-Interference (SI) in Sec.[2.2] Further, in Sec[2.3] we first dis-
cuss the working principle of Cognitive Radio (CRs) and then the need for FDCRs in

the current wireless scenario. Finally, in Sec.[2.3.3] we discuss the notion of FDCA.

2.1 Wireless Jamming Attacks: A Survey

As already mentioned, the objective of a jamming adversary (also referred to as jammer)
is to disrupt either the legitimate transmission or the reception (or both in some cases)
by injecting unwanted noise using off-the-shelf radio devices. Thus, a jammer might
continuously inject unwanted noise on a legitimate wireless link between two nodes
to keep the link busy and degrade its performance. However, this jamming technique
is energy inefficient from a jammer’s viewpoint. However, the jammer can improve
its energy efficiency by opportunistically pouring its jamming energy only when the
target node transmits. Based on these attributes, a jammer can be categorised into five

categories [41]:
1. Constant jammer;
2. Intermittent jammer;
3. Reactive jammer;

4. Adaptive jammer;

5. Intelligent jammer.



Here, the first four of the five jammers attack the physical layer of the protocol stack.
In contrast, an intelligent jammer leverages the vulnerabilities in the higher layers of
the protocol stack. In the subsequent sections, we will discuss these jamming attack

models and their respective countermeasures in detail.

2.1.1 Constant Jammer

As already mentioned, a constant jammer continuously injects jamming noise on the
legitimate link to reduce the SNR below the required threshold at the destination. Thus,
requiring multiple retransmission from the sender node. Moreover, due to persistent
jamming energy on the wireless link, a legitimate node always finds the link busy, thus,
unable to access the link. Therefore, a constant jammer can degrade the communication
between two legitimate nodes without specific channel information. However, due to

constant injection of jamming energy, the constant jammer is energy inefficient.

In order to mitigate the constant jammer, one must first detect the presence of the
jammer [41]], [42]. There are several methods to detect the presence of a jammer, such
as Received Signal Strength (RSS), Carrier Sensing Time (CST), and Packet Error Rate
(PER). The RSS detector first collects several samples over a given observation period
and computes the overall energy. The RSS detector then compares the cumulative en-
ergy to a predefined threshold. Since the received energy at the destination where the
RSS detector is deployed is directly proportional to the jamming energy, the RSS detec-
tor decides the presence of the jammer when the cumulative energy is greater than the
predefined threshold. Alternatively, one can also measure CST to determine the pres-
ence of a jammer. The basic idea behind CST measurement is that constant jamming
energy keeps the channel busy, resulting in high CST. Additionally, one can also mea-
sure the number of unsuccessful packets decoded at the destination, denoted by PER.
Generally, in the absence of jammer, PER is relatively low. Further, [43]] showed that
even in a very crowded network, PER greater that 0.2 is very unlikely. However, in
the presence of the constant jammer, the receiver is overwhelmed by the jamming en-
ergy, resulting in PER close to one [43]]. This serves as a detection mechanism at the

destination.

On detecting the presence of the jammer, the legitimate nodes can deploy mitigation
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techniques to curb jamming. FH [18,/44,45] is a well known technique to mitigate the
jamming attack, wherein the victim node moves out of the jammed band and changes its
carrier frequency based on a pseudo-random sequence, pre-shared between the victim

and the destination.

2.1.2 Intermittent Jammer

Unlike the constant jammer, an intermittent jammer transmits the jamming signal in
bursts [46]. Thus, an intermittent jammer transmits the jamming signal only for a spe-
cific time and keeps silent for the rest of the time. As a result, an intermittent jammer is
more energy efficient than a constant jammer. Although this helps the jammer to save
more energy, the jamming efficiency of the jammer degrades. Thus, from the jammer’s
viewpoint, it must choose an appropriate jamming duration that effectively degrades the

performance of the legitimate nodes.

Similar to the constant jammer, one can use the RSS, CST, and PER-based tech-
niques to detect the presence of the intermittent jammer. Further, one can again use FH

to mitigate an intermittent jammer after the detection.

2.1.3 Reactive Jammer

A reactive jammer is an advanced version of the intermittent jammer as it first senses the
transmission from the target node and then jams it [20,47]. Thus, unlike the intermittent
jammer, which injects a jamming signal regardless of the transmission from the target
node, a reactive jammer is more efficient in terms of energy and jamming. However,

the jamming efficiency of the reactive adversary depends upon its sensing accuracy.

Detecting a reactive jammer is complex compared to the constant and the intermit-
tent jammer. In particular, since the reactive jammer only transmits when it detects a
transmission from the target node, the target node can still access the wireless channel.
As a result, one cannot use CST-based techniques to detect the presence of the reactive
jammer. However, RSS and PER-based techniques can still detect the presence of the

reactive jammer.

One can use FH to effectively mitigate the reactive jammer, as discussed in the
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previous section. Besides FH, if the target node transmits its signal such that its com-
munication is oblivious to the reactive jammer, the jammer will be unable to detect,
thus, will be unable to jam the target node. DSSS [48]] is a wideband transmission tech-
nique wherein the signal is transmitted such that its power spectral density is close to
the noise floor. Thus, if the target node transmits its signal using DSSS, the reactive

jammer cannot detect the signal transmission.

2.1.4 Adaptive Jammer

Adaptive jammers are an intelligent class of jamming adversaries that regulate their
jamming energy based on the knowledge of RSS between the target node and the des-
tination [[19]]. As a result, if the RSS between the target node and the destination is
relatively good, the jammer pours more jamming energy to disrupt communication.
However, when the link between the target node and the destination is in a deep fade,
a small or zero jamming energy is required to jam the link. Thus, as compared to its
previous counterparts, the adaptive jammer is more energy and jamming-efficient. Nev-
ertheless, it is essential to note that, since obtaining RSS is challenging for the jammer,

adaptive jamming models serve as a robust baseline attack model.

Detecting an adaptive adversary poses serious challenges as the jammer continu-
ously changes its jamming energy based on RSS knowledge. Further, CST-based tech-
niques are ineffective in detecting an adaptive jammer similar to the reactive jammer.
However, [49] proposed a combination of RSS and PER-based detection technique. In
this joint detection method, a high RSS and PER indicate an adaptive jammer’s pres-

ence.

Towards mitigating an adaptive jammer, [19]] proposed two mitigation schemes: 1)
channel surfing and ii) spatial retreating. Unlike FH, in the channel surfing method, the
target node and the destination move to a completely different transmission band. How-
ever, in the target spatial retreating solution, the target node moves out of the jammed

area to escape the jamming. This requires the target node to localize the jammer [50].
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2.1.5 Intelligent Jammer

Intelligent jammer leverages on the vulnerabilities of the upper layers of the protocols
to jam the control packets instead of the data packets. Thus, an intelligent jammer is
much stronger than all the previous jammers. Further, an intelligent jammer is more
energy-and jamming-efficient. Within the framework of intelligent jammers, there are
various types of jammers depending upon the control packets they jam, such as Request
To Send (RTS) jammer, Clear To Send (CTS) jammer, and Acknowledgement (ACK)
jammer. These attacks can be detected by monitoring the abnormalities in RTS, CTS,
or ACK frames at the destination. [51] proposed a protocol hopping approach based on

the game-theoretic framework to evade the intelligent jamming attack.

Unlike the above jammers, this thesis introduces a new type of constant jammer with
sophisticated radio devices that may take reactive measures against countermeasures.
Thus, the jammer presented in this thesis lies in the intersection of the constant and
reactive jammer. In this direction, in the following sections, we discuss two significant
technological advancements in radio architecture, i.e., FD radio and CR, that might

enable a jammer to execute more powerful jamming attacks soon.

2.2 Full-Duplex Radios

In-band FD is a promising technique that allows a radio device to simultaneously trans-
mit and receive on the same frequency band during the same time. Thus, besides nearly
doubling the throughput of the network at the physical layer, FD radios have the poten-
tial to solve other problems at the higher layers [52]. However, a major bottleneck in
implementing FD radios is the SI, i.e., the interference from the transmitting antenna at
its receiving antenna. Since in an FD radio, both transmitting and the receiving anten-
nas are physically close, there exist a significant interference at the receiving antenna
from the transmitting antenna [53]. Several researchers have proposed various SIC
techniques in physical, analogue, and digital domains to reduce the level of SI close to
the noise floor [52/[54H59]. Fig. [2.1] depicts the block diagram of FD transceiver with

different of SIC at various stages.

As discussed above, the SIC modules employed by an FD radio are classified into
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Figure 2.1: Block diagram of FD transceiver showing three types of SIC, as depicted in [1].

three categories,

1. Propagation domain cancellation,
2. Analogue domain cancellation,

3. Digital domain cancellation.

In the subsequent sections, we will discuss these cancellations in detail.

2.2.1 Propagation Domain Cancellation

Propagation domain cancellations aim at cancelling the SI signal before it enters the
receive chain. The basic idea is to electromagnetically isolate the transmit and the re-
ceived signals before the receive chain. Performing SIC at early stages reduces the
need to use hardware with a huge dynamic range in the receiver chain. Propaga-
tion domain cancellation in separate antenna systems is achieved via a combination of
cross-polarization [[60,61]], path-loss [52,53,/60,62,63] and antenna directionality [61].

Whereas in a shared antenna system, SIC is achieved using a circulator.
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As enumerated in [52,53,/60,62,63], increasing the path loss between the transmit
and the receive antennas of FD radios results in decreased SI. Several methods increase
the path loss, such as increasing the distance between the two antennas and placing an
absorbing shield between the two antennas. However, increasing the path loss is gov-
erned by the device’s form factor. Another method to achieve SIC is cross-polarization,
wherein the transmit and receive antennas of the FD radio use different polarization
methods for transmission and reception [[60,61]]. Similarly, directional transmit and
receive antennas are used such that their nulls are aligned [52,58,/61,62]. Although
propagation domain cancellation cancel the dominant Line of Sight (LOS) component
of the SI, the reflected SI from the nearby scatters still dominant. It is important to note
that, due to the stochastic nature of the channel, it is difficult to cancel the reflected
SI using propagation domain cancellation techniques. Therefore, propagation domain

cancellation techniques are used with analogue and digital cancellation techniques.

2.2.2 Analogue Domain Cancellation

Analogue cancellation techniques are used to suppress the SI before the Analogue-to-
Digital-Converter (ADC) of the receive chain. Analogue cancellation can be performed
before the Low Noise Amplifier (LNA) or after the LNA (as shown in Fig. 2.1). If the
cancellation is applied before the LNA, the outgoing signal from the transmit antenna
is tapped, processed in the analogue domain, and finally subtracted from the received
signal. As an alternate option, the outgoing signal can be tapped and processed in the
digital domain and then converted back to the analogue domain. The converted signal
is then used for interference cancellation [53,64,65]]. Further, it is advantageous to tap
the outgoing signal close to the transmit antenna as it captures the non-linearities of
the high power amplifier distortion and the oscillator phase noise. Similarly, perform-
ing cancellation close to the receive antenna reduces the need for high dynamic range

circuitry in the receive chain.

The SI channel between a transmit and receive antenna pair can be modelled for
narrowband signals using a gain and a delay. For separate antenna systems, this gain and
delay are used for cancellation. If the FD radio knows the channel, it will continuously
tune the gain and the delay based on the reflection. However, when the FD radio is

unaware of the channel knowledge, the adjustment is made once during the system
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design, or calibration [[5253,57,60].

In the case of wideband signals, it is advisable to tap the transmit signal in the digital
domain as it facilitates the use of adaptive digital filters and eliminates the need for an
analogue filter for each transmit and receive-antenna pair of the FD radio [[65]]. Thus, to
eliminate the SI for wideband signal, the signal has to be further processed in the digital

domain, where adaptive Digital Signal Processing (DSP) techniques are implemented.

2.2.3 Digital Domain Cancellation

The digital domain cancellation module of the SIC is employed after the ADC, wherein
we use sophisticated DSP techniques to cancel the residual SI after the propagation
domain and analogue cancellation. The main advantage of using DSP techniques is
their ease of implementation [66-69]. Towards cancelling the SI in the digital domain,
a discrete-time baseband equivalent model capturing everything between the Digital-
to-Analogue Converter (DAC) and the ADC, including the propagation domain and
analogue domain cancellations, is created. These models also capture the inter-antenna

and intra-antenna interferences [70,[71]].

In digital domain cancellation, the FD radio first estimates the partially suppressed
SI after the first two stages of the SIC. Using the knowledge of the transmit signal, it
then creates an estimate of the interfering signal and subtracts it from the digital copy of
the received signal [72]]. However, a non-zero SI persists due to the channel estimation
error and distortions due to the high power amplifier. Here, the nonlinearity due to the
high power amplifier can be modelled as polynomial functions [[73]]. Further, estimating

the polynomial parameters, some of these nonlinearities can be suppressed [57,74,75].

In addition to the above advancements in the SIC of the FD radios, [57]] investigated
SIC for WiFi protocols. Using a 80MHz WiFi 802.11ac signal with maximum transmit
power of 20dBm, [57]] demonstrated that their design cancels the SI close to the noise
floor, such that the residual SI increased the noise floor by almost 1dB. In addition to
this, [57]] also showed that SI increases as the transmit power increases. Further, the FD

radio achieved an throughput gain of 1.8 x compared to the standard HD mode.

Recently, [76] proposed a construct-and-forward FD relaying scheme to increase

the network throughput and coverage. For WiFi Orthogonal Frequency Division Mul-
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tiplexing (OFDM) symbols it was shown that the forwarded OFDM symbols and the
reflected symbols do not interfere with each other as long as multipath reflections are

within the duration of cyclic prefix, i.e., 400ns for WiFi symbols and 4.69us for LTE.

Having discussed the basics of the FD radios, we discuss CR, another important

radio technology, in the next section.

2.3 Full-Duplex Cognitive Radios: A Survey

Due to a large number of connected devices, the need to optimally utilize the licensed
spectrum has gained a lot of attention from academia and industry. In the static spectrum
access paradigm, each licensed user (also known as the Primary User (PU)) is allocated
a dedicated channel, such that the unlicensed users (also known as the Secondary Users
(SUs)) are prohibited to use these channels even if the PU is not using the channel. Thus,
under the static spectrum access paradigm, the wireless spectrum is under utilised [2]].
In order to accommodate the constantly increasing connected devices, it is imperative
to optimally utilise the licensed spectrum. In the last decade, CR [77-79] have gained
significant attention as a promising technology capable of replacing the static spectrum
access with the dynamic spectrum access. In the subsequent sections, we first discuss

CR in detail and then the need for FD-CR in the current regimes.

2.3.1 Cognitive Radios

First proposed in [[80,81], CRs are the devices that opportunistically use the under-
utilised spectrum. An interconnection of CRs is referred to as the Cognitive Radio
Network (CRN). The basic principle of CRs is to sense the empty spectrum bands, also
referred to as white spaces or spectrum holes. Formally, a white space is a licensed band
allocated to a PU at a geographical location at a given time, but not being used by it.
Based on the idea of dynamic spectrum sharing using CRs, IEEE 802.22 was developed

to facilitate sharing of the unused television spectrum at a geographical location [82,83]].

Typically, CRs follow a four stage process to detect and utilize white spaces. The

four stages of the white space exploitation cycle are as follows:
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1. Spectrum sensing: During this stage, the SU monitors the activities of the PU

while searching for the white spaces.

2. Spectrum decision: Based on various parameters, such as Quality of Service

(Qo0S), the SU selects the best available channels [[84]].

3. Spectrum mobility: If the resource being used by the SU is required by the PU,
the SU vacates the white space and starts using another white space. This ensures

seamless connectivity of both, the PU and the SU.

4. Spectrum sharing: Since there could be multiple CRs in the network, coordi-
nation between the SUs is important in order to avoid collision. The spectrum
sharing depends on the spectrum availability and the QoS requirements of the

users.
Typically, CRNs are classified into three categories:
1. Interweave network: When the PU is ideal, the SU opportunistically transmit in

the white spaces.

2. Overlay network: In this method, the SUs has the knowledge of the PU’s mes-
sages and the encoder. This information is exploited to cancel the interference at
the secondary receiver. Moreover, the SU can use a fraction of its power to relay

the PU’s messages.

3. Underlay network: In this paradigm, the SU transmits simultaneously along
with the PU, such that the total interference level to the PU is bounded within

acceptable limits.

2.3.2 Need for Full-Duplex Cognitive Radios

Existing CRNs deploy HD-CR for white space exploitation. However, it is known that

HD systems operate on orthogonal time/frequency resources. Thus, in time-domain,
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Figure 2.2: Dynamic spectrum management for an interweave network as depicted in [2, 3.

HD-CR use two time slots. During the first time slot, they sense the white space and in
the second time slot they access the spectrum. As a result, HD-CR waste a significant
time in sensing the white spaces, leaving only a small fraction of time for its trans-
mission. Along the similar lines, in frequency domain, HD-CR require two orthogonal
frequency bands, one each for sensing and access. Further, during the transmission
phase, the HD-CR cannot sense the white space, this increases the risk of interference

to the PU.

Having listed the disadvantages of HD-CRs, we now highlight the advantages of
using FD-CRs over HD-CRs.

1. Since FD-CRs can simultaneously sense and transmit on the same band at the
same time, it can continuously monitor the transmission from the PU, thus, re-

ducing the interference to the PU [85].

2. Due to in-band sensing and transmission, FD-CRs experience improved spectral

efficiency as compared to HD-CRs.

3. The transmission operation in FD-CRs is not interrupted by the sensing operation.

Therefore, SUs in FD-CRNSs enjoy improved data-rates.

4. FD-CRs greatly reduce the collision between the SU and PU due to simultaneous

transmission and sensing operation. However, in HD-CRs, the sensing operation

19



is halted during the transmission operation, thus increasing the probability of

collision [|86,/87].

5. The SUs in FD-CRs can harvest energy while sensing without interrupting the
transmission operation [88]. Whereas, in HD-CRs, SU cannot harvest energy

during sensing.

2.3.3 Full-Duplex Cognitive Radios as Adversaries: A Big Picture

The previous sections discuss FD radios from a legitimate user’s viewpoint. In par-
ticular, FD radios are used to increase the network’s range [[76]] and throughput [S7].
Moreover, the advantages of FD-CRs have already been listed in the previous section.
However, besides aiding the network, FD radios are also used to degrade the network’s
performance [[89-91]. Thus, FDCA pose a significant threat to the next generation of
wireless communication. Moreover, with advancements in the SIC cancellation mod-
els of the FD radios, the current state-of-art mitigation scheme might not be sufficient
against FDCA. Thus, it becomes imperative to envisage new threats from an FDCA and

propose COI'l’GSpOl’ldiIlg countermeasures.

Consider a victim node with low-latency messages being jammed by a FDCA armed
with an FD and a CR. In particular, the FDCA is such that, besides jamming a given fre-
quency band of interest, it may also monitor the network for possible countermeasures
based on existing techniques. Due to advancements in the radio architecture of the FD
radios, it is indeed realistic to envisage the presence of an FDCA in next-generation
networks. Since the adversary can observe the network, if the victim node deploys tra-
ditional jamming mitigation such as FH, it might detect the countermeasure owing to
a significant drop in the energy levels on the victim’s band. Consequently, this may
compel the adversary to execute the jamming attack on another frequency band, guar-
anteeing degradation in the network performance, especially on crowded networks with
no unused frequencies. Thus, using FD and cognitive radios at the jamming adver-
sary opens up problems on how to design countermeasures that ensure that the victim’s

symbols reliably reach the destination within the deadline amidst an FDCA.

20



CHAPTER 3

Fast-Forward Mitigation Schemes for Reactive

Adpversaries for Slow-Fading Channels

3.1 Introduction

The discussions in Chapter[Z] indicate that, in the presence of FDCA, if the victim node
deploys traditional jamming mitigation such as FH, then it would create a frequency
hole in the jammed band. Since the adversary has the capability to explicitly monitor
the jammed band, it would detect an FH type of countermeasure owing to a significant
drop in the energy levels. As a consequence, this may compel the adversary to execute
the jamming attack on another frequency band thereby guaranteeing degradation in the
network performance, especially on crowded networks that do not have any unused
frequencies. Therefore, in order to mitigate this cognitive adversary, a new counter-
measure is required to facilitate reliable communication of low-latency messages of the
victim node, and to engage the adversary to the jammed frequency band. This implies
that the countermeasure should force the adversary to measure the same energy levels
in the jammed band thereby deceiving the adversary to believe that FH type of coun-
termeasures have not been applied. If the countermeasure succeeds in achieving this

objective, then it is considered as a covert scheme.

3.1.1 Contributions

The main contributions of this chapter are as follows:

1. In Sec. [3.2] we envisage a strong threat model on low-latency communication
using a FDCA. A salient feature of the adversary is that it can jam a specific
frequency band while simultaneously measuring the average energy level on the

jammed band.



2. To mitigate this threat model, we propose a fast-forward framework wherein vic-
tim node forwards its messages to the base station with the help of an adjacent
HD/FD helper node. Assuming slow-fading channel between the helper and the
base station, and considering the jammer’s distance from the helper node, we use
Semi-Coherent Fast-Forward Half-Duplex (SC-F2HD) and Semi-Coherent Fast-
Forward Full-Duplex (SC-F2FD) relaying scheme. In Sec. [3.3] we discuss the
SC-F2HD relaying scheme, wherein the victim continues its transmission on the
jammed band, whereas the helper node is asked to overhear the victim’s frequency

band to multiplex their information in its frequency band.

3. In Sec. 3.4 we discuss SC-F2FD relaying scheme, wherein the victim and the
helper node use an energy-splitting factor o € (0, 1) to cooperatively pour frac-
tion of their energy on both frequency bands so as to reliably communicate their
messages on the helper’s frequency band. We present strong analytical results on
the choice of «, that minimises the joint error performance of the victim and the

helper node.

4. Through rigorous mathematical analysis and simulation results, we show the im-
provement in the victim’s performance after implementing the scheme. Further,
in Sec. we also show that both schemes successfully engage the adversary on

the jammed frequency band.

3.1.2 Related Works

The practical challenges in implementing FD radios are discussed in [92] and the ref-
erences within. While SIC techniques are discussed in [52,/54,72,93]], the problems
related to modelling the residualSI after the interference cancellation process are dis-
cussed in [76,94,95]. Specifically, [64] experimentally showed that the SI channel is
Rayleigh or Ricean fading distributed for different parts of the path. With respect to the
use of FD radios for instantaneous manipulation, [76,/89,90] studied the feasibility of
using an FD radio as a fast-forward radio in order to modify the transmitted symbol of a
source node. In particular, the results on instantaneous manipulation are experimentally
proven in [76] using the OFDM framework. Several applications of FD radios are also

studied in cognitive radio networks [84,96] by [97-99], wherein the FD radios play the
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Figure 3.1: The network model for cognitive jamming, where Dave can jam and measure

role of secondary users by simultaneously transmitting signals and also scanning a wide
range of frequency bands in the frequency-spectrum. In the literature, FD radios are also
used in adversarial network models, wherein they aid the legitimate users in improving
the secrecy capacity in presence of an eavesdropper [100-103]]. Recently, [91] intro-
duced an FD cognitive reactive jammer that jams multiple frequencies in the network
with adaptive decision making capability. However, they use FH as a mitigation strat-
egy owing to a number of unused frequencies in the network. As a result, fast-forward

relay nodes are irrelevant in their set up.

3.2 System Model

Consider a crowded wireless network wherein a number of nodes intend to commu-
nicate with a base-station using a FDD mode. The network as crowded since all the
available uplink frequencies have been used by the nodes, hence no unused frequencies
are available. To capture an instantiation of this model, consider the network model as
shown in Fig. 3.1} which comprises two nodes, namely Alice and Charlie, that com-
municate with the base-station, namely Bob, on two separate frequency bands f4p and
fos, respectively. Let the network requirements of Alice and Charlie are heteroge-
neous, i.e., Alice has low data-rate messages with strict latency constraints, whereas

Charlie has arbitrary data-rate messages without low-latency constraints. Since low-
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latency constraints are usually accompanied with low data-rate messages (e.g., control
channel messages (PUCCH) in 5G [104, Section 6.3.2]), Alice uses low-rate signalling.
On the other hand, Charlie uses arbitrary data-rates with no latency constraints (e.g.,
shared channel messages (PUSCH) in 5G [[104, Section 6.3.1]) since it has to tolerate
acceptable degradation in its performance for cooperating with Alice. In this network,
the communication between Alice and Bob is disrupted due to the presence of an FD
cognitive adversary, Dave, who jams the uplink frequency of Alice-to-Bob link, i.e.,
fan, by injecting jamming energy, thereby making Bob unavailable to Alice. Specif-
ically, due to the cognitive nature of Dave, he can also measure the average energy
levels on f4p. To incorporate a strong adversarial model, a perfect FD radio is assumed
at Dave, as a result, he can explicitly measure the average energy contributed by Alice
alone. Although FH is effective against DoS attacks, it cannot be used as a countermea-
sure in our network model since there are no unused frequencies. Furthermore, even
if there are unused frequencies, when Alice hops out of f4p, the average energy level
on fap drops. As a result, since Dave is consistently monitoring the average energy
levels on f4p, he might suspect a countermeasure, and as a consequence, he may inject
jamming energy on another frequency band thereby guaranteeing degradation of the
network performance. Therefore, while Alice has to necessarily hop to a different fre-
quency band in order to communicate her low-latency messages, she must also ensure

that Dave does not experience a surge or dip in the average energy levels on fp.

To mitigate the cognitive adversary, we synthesize cooperative strategies that as-
sist Alice in evading the jamming attack, and also forces Dave to measure the same
energy levels. To facilitate this, we assume that Charlie is in the vicinity of Alice,
and moreover, he is capable of operating in both HD as well as FD mode. Further-
more, we assume that the FD radio at Charlie is capable of instantaneous manipula-
tion in a fast-forward mode [76]]. In the following sections, we propose two strategies,
namely: the Semi-Coherent Fast-Forward Half-Duplex (SC-F2HD) relying scheme and
the Semi-Coherent Fast-Forward Full-Duplex (SC-F2FD) relaying scheme. We refer to
our countermeasures as semi-coherent because Charlie decodes Alice’s message using
non-coherent detection as part of the decode-and-forward protocol in both the schemes.
However, when decoding Alice’s and Charlie’s messages, Bob uses coherent detection
in the SC-F2HD scheme, whereas a combination of coherent and non-coherent detec-

tion in the SC-F2FD scheme.
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3.3 Semi-Coherent Fast-Forward Half-Duplex Relaying

Scheme

In this scheme, Bob directs Alice to continue her transmission on f4g. Since Charlie
is in the vicinity of Alice, Bob directs Charlie to overhear Alice’s transmitted symbol
on f4p, decode the transmitted bit, and then instantaneously embed the decoded bit in
his transmission on fog. Since the Alice-to-Bob channel is under attack, we refrain the
use of pilots on fp owing to a possible pilot contamination attack by Dave. Therefore,
Alice uses non-coherent amplitude shift keying. Since Charlie embeds Alice’s bit in his
symbol, Bob receives a multiplexed symbol from Charlie, and then attempts to jointly
decode the symbols of Alice and Charlie. It is worthwhile to note that, while Alice
continues to communicate on f g, the corresponding received symbols are not utilized
by Bob for decoding. However, the ongoing communication on f,4p compels Dave
to measure the same average energy on f4p even after the implementation of the SC-

F2HD scheme. In the next section, we explain the baseband signal model for SC-F2HD.

3.3.1 Signal Model: SC-F2HD Relaying Scheme

In this scheme, Alice uses On-Off Keying (OOK) denoted by S4 = {0, 1}, whereas
Charlie uses PSK constellation S¢ = {e‘%(j+%) 7=0,1,2,...,. M — 1 }, where ¢ =
\/—_1 ,and M is the size of the PSK constellation. Among various constellations for non-
coherent detection, we consider OOK since the rate requirements on the low-latency
messages is usually low. However, for Charlie, since any pilot-assisted coherent modu-
lation can be applied, we choose PSK for its circular structure. Let z € Sy denote the
information symbol transmitted by Alice, and let rc 4 denote the received symbol at
Charlie on f4p, given as, 7c.ap = hacx + nc, where, hc is the baseband channel
between Alice and Charlie distributed as CN (0, 0% ) and nc ~ CN(0, N,) is the Ad-
ditive White Gaussian Noise (AWGN) at Charlie. Using non-coherent energy detection,
Charlie decides to transmit y € S¢, if £ = 0, or el ar y, if £ = 1, where 7 is the decoded

symbol at Charlie. Based on Charlie’s transmitted symbol, the received symbol at Bob
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on fopis

hcy + ng, ifr=0,2=0;
hege'ity +ng, ifz=0,%=1;

rg = (3.1
hcpy + ng, ifz=1,2=0;

hepe'sty +np, ifr=11&=1;
\

where hep ~ CN (0, 0% ) is the channel between Charlie and Bob such that o2 5 = 1,
and ng ~ CN (0, N,) is the AWGN at Bob. Due to the proximity of Alice and Charlie,
0%¢ > 025 to capture higher Signal-to-Noise Ratio (SNR) in the Alice-to-Charlie link
compared to Charlie-to-Bob link. Also assume that Bob has the knowledge of hcp

owing to the use of pilots on f¢p.

3.3.2 Error Performance: SC-F2HD Relaying Scheme

Charlie uses non-coherent energy detection to decode Alice’s symbols, where he com-
pares the two likelihoods i.e., f (r¢ ap|z = 0),and f (r¢ ap|z = 1), where, f(r¢ ap|z =
i) is the Probability Density Function (PDF) of the received symbol r¢ 45 conditioned

1
on z € S4. Comparing the likelihoods, the optimal detection threshold is 7, 2
0

Q0,481,488 In (QO,AB

_ _ 2 .
GO m a AB), where (g ap = N,, and ; 4 = N, + 0%, are the vari-

ance of the received symbols corresponding to + = 0 and x = 1, respectively. Using
this decoding method, let ®¢; yp and ®;o yp denote the probabilities with which Char-
lie decodes Alice’s bit 0 as bit 1, and bit 1 as bit 0, respectively. Consequently, let
Dooap = 1 — Poy up and @1y yp = 1 — Py up, denote the probability of correctly de-
coding bit 0 and bit 1, respectively. The following proposition presents the expressions

for the cross-over probabilities.

__"HD __"HD
Proposition 1. ¢ yp = e 042, and O1opp =1 — e 145,

Proof. Using non-coherent energy detection, ®g; yp is given by

2
*‘Tc,AB ‘
1 o 9045
Qo,aB

<1llx=0

(I)Ol,HD = Pr 3
~|re.an]
1 Q
e 1,AB
Q1,AB

2 Q0,488 4B Qo.aB — o HD
:Pr{|rcﬁAB| > ln( )}:e 20,AB
Qo,aB — Q1 aB O aB
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gHD (7’3\ r=0,y= €L%(j+%)y hC’B) = Dgo upfo,rp (7’3\ w = €L2ﬁ(j+%), hCB> +

D1, upfo,HD (7’3| w = 6%0%)6%, hCB> (3.3)

gHD (T‘B| r=1y= €L%(j+%)7 hCB) = (I)IO,HDfl,HD (TB\ w = 6L%<j+%)a hCB> +

cbll,HDfl,HD <7"B| w = eb%(ﬂ%)é%, hCB> (3.4)

__"HD
Similarly, it can shown that ®1oyp =1 —e 145, n

To perform joint decoding of the multiplexed symbols of OOK and M-PSK, Bob

uses a joint Maximum A Posteriori (MAP) decoder given as

R R Lz—”(jJrl)
1,7 =arg max gup | re|r =4,y =MV hop), (3.2)

),

where ¢ € Sy, and j € {0,...,M — 1}, and gup(-) for various realizations of ¢ is

_lrg=hopwl?

given in (3:3) and (34), such that, foup (rp|w, hep) = (7N,) e No , and

_lrg—hgpwl?
fiup (75| w, hep) = (TN,) " te Mo

With possible inclusion of error at Charlie, the likelihood function gyp(-) for each
value of 7 is a Gaussian mixture, weighted by respective probabilities of correct and er-
roneous detection at Charlie. Using the above decoder, the simulation results showcas-
ing the average error performance of Alice and Charlie before and after implementing
SC-F2HD relaying scheme are presented. To present the results, we use 4-PSK at Char-
lie. Due to the vicinity of Alice and Charlie, we assume 0%, = 4, thereby providing
a 10log;,(0%.) ~ 6 dB improvement in the SNR compared to that of Charlie-to-Bob
channel. In general, it is intuitive to expect the performance of the SC-F2HD scheme to
degrade as the channel quality between Alice and Charlie also degrades. This is because
the proposed strategy relies on correct decoding of information symbols at Charlie with
an overwhelming probability. We use SNR = N%, to capture various values of the noise
variance at Charlie and Bob. In Fig. we present the error performance of Alice
and Charlie before and after implementing SC-F2HD scheme. When implementing
SC-F2HD scheme, we assume that the jamming energy injected by Dave introduces

negligible interference at Charlie on f,5. The plots show that the performance of Alice
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Figure 3.2: Average error performance of Alice and Charlie prior and after SC-F2HD relaying
scheme for various SNR values.

improves substantially after implementing SC-F2HD scheme. In contrast, the error per-
formance of Charlie degrades, and this is because Bob jointly decodes from an 8-PSK

constellation instead of a 4-PSK constellation.

It is clear that SC-F2HD scheme allows Alice to overcome jamming without switch-
ing to a different frequency. However, since Dave’s location is arbitrary, the assumption
of zero leakage of Dave’s jamming energy at Charlie will not hold in some cases. To
explain this, in Fig.[3.3] we plot the error performance of Alice at Bob by incorporating
non-zero interference from Dave at Charlie. With negligible interference from Dave,
the performance of Alice is not affected. However, as the interference energy increases,
Charlie starts introducing error in decoding bit 0 as bit 1, which in turn propagates to
Bob. In particular, for some special values of interference from Dave, we observe that
the error probability increases with SNR. This behaviour is attributed to the fact that
probability of decoding bit O as bit 1 at Charlie increases with SNR since the threshold
for energy detection does not account for interference. Overall, this limitation urges
us to design a countermeasure such that the effect of jamming energy of Dave on its
performance is inconsequential. In the next section, we propose the second mitigation

scheme.
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Figure 3.3: Average error performance of Alice in the SC-F2HD scheme with increasing inter-
ference (Ipgye) from Dave at Charlie.

3.4 Semi-Coherent Fast-Forward Full-Duplex Relaying

Scheme

SC-F2FD is a cooperative strategy, akin to SC-F2HD, wherein Charlie instantaneously
relays Alice’s information to Bob by embedding them into his message. However, in
contrast to SC-F2HD, Alice switches her frequency to fop, and therefore, Charlie need
not listen to f4 5. While the relaying strategy is executed on fop by using a fraction of
their energies, the residual fraction of their energies are used on f4p in order to engage
the attacker. Fig. [3.4]depicts the SC-F2FD relaying scheme wherein Bob directs Alice
to transmit her OOK bit with energy levels {0, 1 —a} in the uplink frequency of Charlie,
i.e., fop, such that o € (0, 1), whereas Charlie continues his communication on fcp.
Since Charlie has an FD radio, he is capable of in-band communication. Thus, Charlie
non-coherently decodes Alice’s OOK symbols. If the decoded bit is 0, Charlie transmits
his original PSK symbol as it is, whereas if the decoded bit is 1, Charlie introduces a
rotation to the PSK symbol and also scales the PSK symbol with \/a. As a result,
Bob receives a multiplexed symbol on fop comprising information symbols of both
Alice and Charlie. Due to the underlying multiple access channel (MAC) on fcp, Bob

receives a linear combination of the transmitted symbols from both Alice and Charlie.
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Figure 3.4: Network model depicting SC-F2FD relaying scheme. Alice and Charlie use 1 — «
and « fractions of their energies on the frequency band fcp, respectively. Con-
currently, Alice and Charlie also pour o and 1 — « fraction of their energy on the

frequency band f4p, respectively. SI at Charlie is ~ CA (0, A%)

In the next section, we discuss the baseband signal model for the communication on

fen.

3.4.1 Signal Model: SC-F2FD Relaying Scheme

When the network implements SC-F2FD, Charlie listens to the transmitted signal of
Alice in the band f-p while transmitting his signal to Bob in the same band. The un-
derlying constellations used at Alice and Charlie are the same as discussed in Sec.[3.3.1]
However, in this case, Alice transmits her bits with energy levels 0 and 1 — «. There-
fore, the received symbol at Charlie is r¢.cp = V1= ahacr + ne + heo, where hoe
is the SI channel at Charlie and h 4¢, =, and n¢ are already defined in Sec. Upon
switching to fop, Alice refrains from transmitting pilot symbols in order to satisfy low-
latency constraints on her messages. As a result, using non-coherent energy detection,
the decoded bit z at Charlie defines the outgoing symbol from Charlie, i.e., Charlie
transmits y € S¢, when £ = 0, and \/&#ﬁy, when © = 1, where y is Charlie’s PSK

symbol. Thus, the symbol received at Bob is given as

(hepy + np, ifx=0,2=0; (3.5a)
Vahege iy + ng, ifr=02=1; (3.5b)

e V1 — ahag + hepy + np, ifr=1,1=0; (3.5¢)
(V1 — ahap +Vahege' iy +ng, ifr=11i=1; (3.5d)
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where hap ~ CN(0,1) is the baseband channel from Alice to Bob on fcp, whereas
hep and np are as defined in the SC-F2HD relaying scheme. Unlike the case of SC-
F2HD, in this scheme, Alice’s information is embedded in Charlie’s symbol using ro-
tation as well as the scaling operation. In addition, Bob also receives the symbol trans-

mitted by Alice superimposed with the symbol transmitted by Charlie.

With perfect knowledge of h¢op, Bob jointly decodes Alice’s and Charlie’s symbols
in the band fop. Owing to the use of energy-splitting factor o and no knowledge
of hap, Bob observes variation in the variance of the received symbol as well as the
constellation used by Charlie. Specifically, from (3.5a) — (3.5d), we note that when
Alice transmits bit 1, the noise variance of the received symbol is higher when compared
to the case when bit 0 is transmitted, i.e., Ng; > Npg, where Ng; = N, + (1 — «a)
and Ngog = N,. Therefore, this framework necessitates using a combination of non-
coherent and coherent detection mechanism on fog. For example, consider a 4-PSK
constellation used by Charlie, for which all possible multiplexed symbols received at
Bob are shown in Fig. When Alice transmits bit 0, and Charlie transmits y € S¢
assuming he does not introduce a decoding error, then Bob receives a symbol with
noise variance Npg = N, centred around y. However, if Charlie makes a decoding
error (z # &), then Bob will receive a symbol centred around \/ae*37y, but with the
same noise variance Npgo. Similarly, the centres of symbols received at Bob when
Alice transmits bit 1 are 3 and \/ae*37y, for erroneous and non-erroneous decision at
Charlie, respectively, wherein the corresponding noise variance is Ng; = N, + (1 —«).
Therefore, the received constellation at Bob is S U \/Eebﬁ Sc C C. For example, for

a 4-PSK constellation used by Charlie, Bob receives a 16 point constellation.

3.4.2 Error Performance at Charlie

In this section, we discuss the non-coherent decoding strategy at Charlie, which uses an
FD radio, to instantaneously embed Alice’s information symbol in its message. Given
that a practical FD radio is limited by its SI, we use the well known first-order ap-
proximation [76]], [105] by modelling the SI channel as Rayleigh distribution [[106].
According to the SC-F2FD protocol, Charlie transmits a symbol with energy «, or
energy 1 depending on the decoded bit from Alice. Therefore, with uniform distri-

bution on the OOK symbols, the average outgoing energy from Charlie is ”Ta With
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A € (0,1) denoting the parameter of the SI cancellation technique, we model the SI
channel at Charlie as hce ~ CN (0, HO‘ +—>=). Using the above probabilistic model on
the SI, we are now ready to study the error performance of non-coherent detection at
Charlie. Similar to the discussion in Sec.|3.3.2] we can derive the error performance
at Charlie when using the SC-F2FD scheme. However, the major difference between
the two schemes is that Charlie operates in the FD mode. Also, Alice transmits bit
1 with energy 1 — a. Due to these differences, the threshold for energy detection

changes as Charlie witnesses SI from his transmit antenna. Therefore, the new en-

ergy threshold at Charlie is 7., = Qo008 |y <g‘i CB) where, Qoo = N, + )\(Ha

Qo,cBS21,cB

and Qo = N, + 054.(1 — a) + )\HLQQ) are the effective noise variance of the re-
ceived baseband symbol when Alice transmits bit 0 and bit 1, respectively. Using the
non-coherent energy detection method, let ®¢; yp and ®;¢ rp denote the probabilities
with which Charlie decodes Alice’s bit 0 as bit 1, and bit 1 as bit 0, respectively. Con-
sequently, let oo pp = 1 — @1 pp and @13 pp = 1 — P10 Fp, denote the probability of
correctly decoding bit 0 and bit 1, respectively. The following proposition presents the
expressions for the cross-over probabilities, which can be proved along the similar lines
of Proposition [I]

__"FD __"FD
Proposition 2. ®y; pp =e .05, and Pppp =1 — e “1.0B,

With b £ g(ﬁ’%, it is straightforward to show that b > 1, and it is a decreasing
function of «. In the rest of this section, we present results to analyse the behaviour of

@0071:‘]3, (I)OI,FD’ @1071:‘[), and @1171:‘]3 as a function of a.

Lemma 1. The error expressions at Charlie are such that ®1orp < ®11rp, for a €

A
AC—N02 and (1)00 FD > @01 JFD Vo € (0 1)

(0,v), where v = o

7 1

Proof. For the first part, the ratio of ®;opp and ®y; pp is €108 — 1 = (h)*=T — 1.

For b = 2, (b)ﬁ —1 =1, 1e., ®190rp = P11 pp. Further, for increasing values of

b, (b)ﬁ — 1 decreases. This implies that ®;ppp < ®13pp for b > 2. Finally, b > 2
No

implies that o < v £ UACT This completes the first part of lemma.
Tac

T

Similarly, for the second part, the ratio of ®¢y pp and @y pp is e“0.c5 —1 = (b)% —
1. Since b > 1, it is straightforward to prove that (b)% — 1 > 1.71 using the definition

of e. Therefore, ®gp rp > Po1 rp. This completes the proof. O]
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g (TB\ r=0,y= eb%(ﬁ%); hCB) = ®go,rpf, 1y (7’3\ t= 6L2Vﬂ(j+%>7 hCB> +

CDOLFDfO,FD <7“B| t = ﬁebi%(ﬂ%)dﬁ, hCB) (37)

g (TB| r=1y= €L2ﬁ(j+%); hCB) = ®yorpf, oy (TB\ t= 6%(#%), hCB) +

@11 7t 5p (TB| = \/aeb%(jJr%)@L%,hCB) (3.8)

Lemma 2. @10’1:‘]:) > q)Ol,FDy fOl" any O<a<l

"FD
Proof. The ratio of ®1p and Py pp is €0.05 — ﬁ = (b)>1 —b. Since b > 1, we

can prove (b)% — b > 1.71 using the definition of e. Therefore, ®19rp > Po1pp. U

Lemma 3. &y, pp decreases with increasing « in the interval (0, 1).

__"FD _1
Proof. ®11pp = e "1.08 = (%) I=?  As stated earlier, with increasing «, b decreases.

1 ] ]
For decreasing b, (%) '* also decreases. Therefore, ®1; pp decreases with o. This

completes the proof. O

From the above lemma, we note that ®;( yp is an increasing function of o € (0, 1).
In the next subsection, we present the MAP decoding metric for the SC-F2FD scheme,

and discuss the challenges in characterizing the error performance of the MAP decoder.

3.4.3 Error Performance at Bob

Similar to the SC-F2HD scheme, Bob uses a joint MAP decoder to decode Alice’s
and Charlie’s symbols simultaneously. The joint MAP decoder for SC-F2FD relaying

scheme is given as
2 A . 2n (541
i,] = arg max gy, (rBI T=1i,y=eM (7+3), hcg) ; (3.6)
17]

where i € Sy and j € {0,1,...,M — 1}, and g, () is the conditional PDF given by
lrg—haopt|?
(377 and (3:8), such that £, (rp|t, hep) = (TNpo) ‘e~ “Noo, where Npo = N,

_lrp=hcpt)?

and f (TB|t, hC’B) = <7TN31)716 Np1 , Wwhere Np :NO+(1 —O{).

1,FD
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Using the joint MAP decoder defined in (3.6), one needs to compute the pairwise
error events between the symbols (i, 7), V(i,j) € {0,1} x {0,1,..., M — 1}, and then
compute the average of each error event over h¢p to obtain an upper bound on the av-
erage error. However, note that g, (+) is a Gaussian mixture, and therefore, computing
the error events from the Gaussian mixture is non-trivial. To circumvent this problem,
we propose an approximation of the joint MAP decoder that provides a near-optimal

solution.

3.5 SC-F2FD Joint Dominant Decoder

Using [[107], a joint MAP decoder can be approximated to obtain a Joint MAX (JMAX)

decoder as

5,3’ = arg max gm (7’B| x=1,y= e‘%(ﬁ%), hCB) , (3.9

),

where the likelihood function gy, (+), is such that it considers only the maximum of the
two components in the Gaussian mixture. From Lemma |1, we have ®9rp < @11 5p
Va € (0,v), and o1 pp < Poorp Vo € (0,1). Therefore, we further approximate
@3.9), for a € (0, 1), to obtain the SC-F2FD Joint Dominant decoder.

Definition 1. An approximation on (3.9) using Lemma (I} gives us the SC-F2FD JD
decoder defined as

e . 2m (541
i,j = agmax g, (rp v =i,y = 04 ) (3.10)
,L’]
s . ®oopp — B rCBL hopl® 211,FD _irp=vaye' S hop?
where, the conditional PDF g,(-) is —~2e Npo and —+—e Np1
7TNBO 7TNBl

for x =0 and x = 1, respectively.

Due to this approximation, the decoder decodes to one of the 8 points shown in
Fig. [3.5b instead of 16 points shown in Fig. [3.5af In Fig. 3.5b] black dots are the
symbols that occur with probability ®(, pp, centred around y € S¢ with noise variance
Npo = N,, whereas, the red diamonds are the symbols received with probability ®1; pp
centred around ' € \/56‘% Se with higher noise variance Ng; = N,+1—«. In the rest

of the section, we compute the pairwise error probability expression using the decoder
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Figure 3.5: Constellations diagrams in the SC-F2FD scheme.

in (3.10).

3.5.1 Probability of Error using SC-F2FD JD Decoder

Using the JD decoder defined in (3.10)), a transmitted pair (i, j) can be decoded as (7, 7),
wherei € {0,1},and j € {0,1,..., M —1}. Let V; ;) ;5 be the event (1,7) # (i, 7).

then a pair (i, j) is incorrectly decoded as (i, 7) if

8a (TB’$ =i,y = €L2ﬁw(j+%),h03>

ga (TB| T = gvy = 6L2ﬁ(;+%)7h03>

L

V=@ <1. 3.11)

Therefore, the probability of decoding a pair (0, 7) to (7, j) at Bob is given by

Pr [(O,j) — (;J)} = ®go,rp Pr V(O,j)—)(%,j) < 1‘ B = Tgo]

+ @1 Pr [ Vo) < 1‘ rp=rh]. (12)

where 7, and r, are rz when z = 0;4 = 0, and # = 0;& = 1, respectively in (3-3a)

and (3.5b). Similarly, if Alice and Charlie choose a pair (1, 7), then the probability of
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decoding (1, 5) as (7, j) is given as

Pr[(1,5) = (1,5)] = Prorp Pr | Vi 65 < 1‘ "B = “fo] i

D110 Pr [ Vg ) < 1‘ rp=rhi|. G.13)

where r}po, and 7’1/’1 are rg whenx = 1;2 = 0, and z = 1; 2 = 1, respectively in (3.5¢)

and (3.5d). Therefore, the overall probability of error for 2) symbols conditioned on

the knowledge of h¢p is given as

Pr(error|hog) = ﬁ Z Pr ((2, ) # (G, j)( (z’,j)) , (3.14)

where Pr ((i,j) # (1,7 )‘ (1,7 )) is the conditional probability that Bob decodes a trans-
mitted pair (i, j) as (¢, j). Furthermore, from the union bound in (3.12) and (3-13), we
have Pr ((i,j) # (i,j)‘ (, )) < Dz Pr ((4,5) = (i, 7)). In the following the-

orem, we present a high SNR approximation for Pr(error|hcp).

Theorem 1. For N, < 1, the union bound on (3.14) is given by:

Pr(error|hep) < Pe joint = Pr((0,1) — (1,1))+

Pr((1,1) — (0,1)) + Pr((1,1) — (1,2)). (3.15)

Proof. First, Pr ((z 5) # (0, j)‘ (0, j)> is upper bounded as, Pr ((z ) # (0, j)] (0, j))
2Pr((0,5) — (1,7)). Note that the pair (0, 1) has two nearest neighbours, i.e., (1, 1)
or (1,0), where 1’ and 0 are the rotated and scaled version of symbol j = 1 and j = 0,
respectively, as seen in Fig. Therefore, we have 2 Pr((0,5) — (1,7)). Due to
symmetric constellation and the fact that the contribution of rest of terms is insignifi-

cant at high SNR, we apply the same bound on the rest of the terms to obtain

M—

H

Pr( (0 j)( (o,j)) < 2M (Pr((0,1) — (1,1))). (3.16)

Jj=0

Similarly, Pr ( (7, ) # (1,7)| (1,7)) < 2Pr((1,5) = (0,5)) + 2Pr((1,5) = (1, {j +
1} modulo M)). Again, neglecting the contribution of insignificant terms at high SNR
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and exploiting the symmetry of the constellation we have

M-1
S™ e ((9) # (1.)] (1,9)) < 2M (Pr((1,1) = (0,1))) +
=0
2M (Pr((1,1) = (1,2))). (3.17)
Finally, substituting (3.16)) and (3.17)) in (3.14)), we get (3.15). O

Among the three terms in (3.15)), the third term is the error between the intra-
constellation symbols of \/Eebﬁsc (red diamond), where the minimum Euclidean
distance is ¢. In Fig. when « is small, ¢ is small, thus the error between intra-
constellation points dominates (3.15). For larger value of a, ¢ is large but the inter-
constellation distance d between S¢ (black circles) and /'3 S¢ (red diamonds) re-

duces, and therefore, the first two terms of (3.15)) dominate.

Towards deriving the expression for P. juin:, we use (3.12)) to compute Pr((0,1) —
(1,1)), and use (3.13) to compute Pr((1,1) — (0,1)) and Pr((1,1) — (1,2)). Specif-
ically, (i) when computing Pr((0,1) — (1, 1)) using (3.12)), we define P, and Py such
that, P, = Pr | Vo) < 1] rp = 7] and PP = Pr | Vg < 1|7 =1 |,
(ii) when computing Pr((1,1) — (0,1)) using (3.13)), we define, P, and Py such that,
P, = Pr [V(I,I)H(O,l) < 1| rg = rﬁ] and Py = Pr [V(1,1)—>(0,1) < 1| rg = rf’o], and
finally, (iii) when computing Pr((1,1) — (1,2)) using (3.13), we define P and P§ such
that, Py = Pr | Va2 < 1 rs =] and P§ = Pr | Vnooe < 1] =rh).
Furthermore, we notice that when computing P, Py, P, and Py, Marcum-Q functions
will be needed, whereas when computing P; and Py, regular Q functions will be needed.
In the following propositions, we present the expressions for P, P, and Ps, and their

counterparts P, Ps and Ps.

Proposition 3. P, = (), (%, ‘!—f) and P{ = ()4 (%, ‘(f—?), where Q1 (-, -) is the stan-

dard Marcum-Q function, and the parameters n, A, B and o are as defined in the proof

of this proposition.

Proof. Using (3.11)), we can write P; as

2
IrB—y hcBI
oo, pp — LB CBL

e NBo |A’ f
TN U
P, =Pr 50 — <1l|rg =hcpy+np =Q1< ) )
®11,rD — Irp—vae My hopl® o0 90
- N
7TNBl Bl
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where v = |hep|, d = 1—|—a—2\/5(:os%, oo = (/MBo A = 240 apq

2> Npo—Np1’
— NpoNB: Npo®11,FD y2d? . . . .
= Npo—Np, [ln < N1 o011 + o g |- Similarly, using (3.11)), we can write P} as
—y h 2
Doo.FD e,%
N ol
Pr TE P <1 TB:\/ahCBeLMy—’—nB
® _\rB—\/Ec M y hC’B‘2
11,FD6 Np1
7TNBl
c — 1Bl vn _ _vdNp
Thus, Pf = @y (00 , Yo ) where, B = 1R, =

Propositiond. P, = 1—(Q, (@ ﬁ) and PS = 1— Qs (% ﬁ), where oy = /a1,

o1’ o1 o1 2

andn, A, B are as defined in Proposition 3}

Proposition 5. P; = (@ ( %) is the regular () function, and P§ = % where
¢ = 2\/asin 1 18 the distance between two adjacent PSK symbols, and vy is defined

in Proposition 3]

Along the similar lines of the proof of Proposition [3| we can prove the above propo-
sitions using (3.11), and the definitions of P,, Ps, P; and Py§. Substituting the results of
the Proposition 3] Proposition {] and Proposition [5]in (3.15)), we obtain the closed form

expression for P, jin: as
P. joint =Poo,rDP1+Po1 FD Py + P10, P5 + P11, P2+ P10 7D P3s + P11, Fp 3. (3.18)

Further, averaging (3.18) over |hcp|?, we obtain P join £ Ejnep 2 [Pe,J0int] given by

Pe joint = PoorpE g2 [Pi] + PotrpEjney 2 [PY] + ProrpE e [P

1
+ @11 E(he 2 [P2] + Pr1ppEjpep)2 [P3] + ¢10,FD§- (3.19)

The expression for F& Joint 18 @ function of «, where « is the energy-splitting factor
between Alice and Charlie. The value of « for which ?e’ Joint 18 minimised is the opti-
mal value of the energy-splitting factor. In the next section, we show that the optimal
values of « corresponding to the Joint MAP (JMAP) decoder, the Joint MAX (JMAX)

decoder, and the JD decoder are very close.
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3.5.2 Validation of SC-F2FD JD Decoder

In this section, we simulate the average error performance of the JMAP decoder, the
JMAX decoder, and the JD decoder given in (3.6), (3.9), and (3.10), respectively, w.r.t.
«, to show that their error performance exhibit similar nature. For the simulations,
we use the SI parameter A = 107° in addition to the system parameters defined in
Sec.[3.3.1] In Fig.[3.6] for 4- and 8-PSK at 35 dB, the plots show that the joint error
is high at extreme value of . From o = 0, with increasing values of «, Charlie pours
more energy on his transmitted symbols, and thus Bob is less likely to introduce error in
decoding Charlie’s symbol, and at an intermediate value of « close to 1 the joint error of
Alice and Charlie is minimum. We also empirically plot the expression Fe, Joint lven
in (3.19), shown as SC-F2FD JD decoder union bound (bottom right). We observe that
the joint error of all the decoders have a global minima, and the values of « for which
the decoders experience minima is towards larger values of o.. Let o € (0, 1) minimise
(3-19). Analytically computing o' requires computation of E,.,,2 [P] and Ey,.., 2 [Pf]
for I € {1,2,3}, and then setting the derivative of w.r.t. « to 0. However, we
note that P, and Pf, [ € {1,2} are Marcum-Q functions, and the exact expressions on
the averages of these functions are intractable. Therefore, we exploit the dominance of

error terms in (3.19) and compute an approximation to o using an alternate method.

3.5.3 Dominant Error Events and a Near-Optimal Solution

We simplify the expression in (3.19) as

P joint = Eppgp2 [P] + ProppEpap2 [Ps] + PrippEpepy2 [Po] +
1

(I)IO,FD§ + @11 B2 [P5], (3.20)

where we use Lemma [I]and Lemma [2]to apply ®oo rp 1 + $o1rp Py ~ P

Lemma 4. For N, < 1, an approximation for K, 2 [Ps] is given by 2N and an

4Np1+L2
Noo®iien \ V51 NEs )
. . . . Bo®11,FD B1—4YB0O NBI*NBO
approximation on K, 2 [Pr] is given by <NB1‘I’00 FD) (NB1—Npo)*+d?Np:1

Proof. On observing the expression of P in Proposition [3] the parameters of P, are

such that % < ‘({—f Further, due to unavailability of closed form expression on Marcum-
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Figure 3.6: Average error performance of IMAP, JMAX, and JD decoder as a function of o €
(0,1) at 35 dB for 4- and 8-PSK used by Charlie. Each decoder (along with the
union bound in (3:18))) experiences a dip which is close to o = 1.
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(_;(@_my)

Q function, we upper bound P, as e\ *'7° 70 using results in [108]. The bound
_1va)?

becomes tighter when we drop % from the exponent thus, E, 2 [P1] < e( : f’o) .

2, gives

Averaging over |hcp

NBI 2
A (NBO(I)ILFD) NB1=NBo (N1 — Npo)
Np1Poo,rp (Np1

e — Npo)’ + d2Npy

To compute K, 2 [P3] we first use Chernoff bound on P;, and then average it over

\hegl|?. []

After obtaining the closed form expressions on an approximation of E,_ 2 [P]
denoted by, P 4y and Ejp, 2 [P3] denoted by P;,,,, We can compare the two in the

next theorem.

Theorem 2. Let ¢ = cos =, where M is the size of PSK constellation such that (1 —

§2) = uN,, where p. > 1, then we have the inequality P 4,q < P11,5D 3 009 + (13107FD%.

Npi1
2N Npo® Np1—-N Npo—Npi)2
Proof. We first prove that, P 4,y < P g4 OF NG (Ng(iq);;::E) pLe (NB((),IJB\?Bl)zlfj)VBldz.
NB1
Npo®urp \ V1-Npo _ (1—a)
Further, we have an upper bound on P 4,4 as, P qvg < ( Boo.r > T 3acs T
Let1 — a = pN,, then
14p
p < @41 Fp r PN, (3.21)
1 - < = B
e (1 + p)®oo,rp 2 —24/1 — pN,cos 17

_l4p N,
Prawy < (14p)* p

’ 3.22
2 —2y1—pN,cos 3; (3-22)

where the second inequality is applicable from Lemma |z|, D11 pp < Poo pp. Vo Also,

Ps 4.4 1 Tewritten as

. _ (p+ 1)N0
3,avg No(2(1 + P) — 2p(1 — §2)) + 2(1 — §2)’

(3.23)

where ¢ = cos {7. In rest of the proof, we will prove that either (3.21)), or (3.22) is
less than (3.23) considering various values of p, i.e., p = 1, p < 1, and p > 1. For

p =1, (3.22) reduces to élljg by substituting p = 1 and upper bounding (1 — pN,,) by

1. Also (3:23) can be simplified as W

pu>>1, Ny(1+¢?) < 1—¢2 (3.23) can be lower bounded as # Therefore, we

. Further, since, 1 — ¢ = uN,, where

can easily conclude that éll_"g < %% Vo<ac<l.
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For, p < 1, first term in (3.22)) is upper bounded as (1 + p)_HTP < e !, therefore,

1 PNO 1 pNo __ P(1+§)
(3:22) is upper bounded as -5 =2, Further, - 75472 = S5 o 42 . Also, in the

first term in denominator of @, we have the bound N,(2(1 + p) — 2p(1 —¢?)) <

No(2(1 + p)) < 4N,. Thus, (3.23) is lower bounded as (éfu)). We can immediately

infer that 2((”2113) > = 42# when p >> 1 and for p < 1. This completes the case of p < 1.

Finally, we split the case of p > 1 into two parts, namely, (i) 1 < p < 3, and (ii) p > 3.
For 1 < p < 3, the first term of denominator of (3.23)) is upper bounded as 8N,, and
therefore, is lower bounded as ('OH 7 Furthermore, upper bounding (3.22)) on
similar lines gives us (1 + p)fHTp M <(1+p)~ - £. From this discussion we can

14p

conclude that, (1 + p)_% £< 2{’“ This inequality holds good because (1 + p)~ »

is a decreasing function of p and is upper bounded by 1 I

For p > 3, N,(2(1 + p) — 2p(1 — ¢?)) < 2(1 — ¢?), which lower bounds (3.23)
()N, 112 - and (3.22) upper bounded as (1 + p)_ipp s2No - in which the term

4(1-¢2) — T4 2(1—<)
1
1+p) 7 < (& s ,and 2Ne — eNolt9) 2t is now straightforward to prove
4 2(1—¢) 2(1—¢2) I
that 0157” < 92 : )V, 0 < ¢ < 1,and p > 3. Additionally, for same p > 3, and
p < pbut Ny(2(1 + p) — 2p(1 — ¢2)) > 2(1 — ¢?), then (3.23) is lower bounded as
QNO[Q(l(i:)’Q];;(l_CQH > Af}gﬁ)iv;) = 1. Therefore, %ﬂ < 3. Now for p > 3 and also,

p > [, i.e., for larger values of p, (1 + p)_¥ < (1+ p)_l, and (3.22) is upper bounded

by 1% < ... We can clearly see that, ;- < 7, because y > 1. O

As aresult of Theorem 2} we neglect the contribution of Ejy,, 2 [P1] in (3:20). Thus,
we have an expression that only contains the dominant probability events, denoted by

P. 4om given as

_ 1
Pe gom=P11,rD (E\hCBF [Po] + P3,avg) + ®10,¥D (E|hcg|2 [P5] + 5) . (3.24)

Towards optimizing (3.24)), the problem in computing the average of Marcum-Q
functions over |h¢p|? still persists as we have Ej, . .2 [P2] and Eyp,., 2 [Ps] in (324). Us-
ing numerical integration techniques we observed that ®1; pp (E| hosl? [P2] + Psavg) 18
a decreasing function of o, whereas ®1o rp (E‘ hesl? [ P5] + %) is an increasing function
of a. We also note that, the intersection of these terms was close to of. Furthermore,
we observed that we can propose lower bounds on ®4; rp (E|hCB|2 [P] + P37avg) and

®10,6D (Ejne 2 [P5] + 3) that also intersected close to af while retaining their increas-
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ing and decreasing nature, respectively. With this key insight and the fact that the exact
expressions of E, .2 [P2] and Ej, 2 [P5] are unavailable, we propose lower bounds
on the terms, ®41 pp (Elhcs\z [Py] + ng(wg) and ®10pp (Elhch [Ps] + %), and then
prove that the lower bounds are also decreasing and increasing functions of «, respec-
tively. Subsequently, we prove that the lower bounds on ®4; rp (IE| hepl? [P] + Pg’avg>

and ®10 rp (E‘ hesl? [Ps] + %) have a unique intersection. We denote the intersection of

the lower bounds as o*. In that direction, first, we provide a lower bound on E;, . 2 [P5].

Proposition 6. The term Ky, 2 [Ps] is lower bounded as B, [Ps] > Ps,,, such

7avg,
4d%(Npg)?
that P§ == .
2,avg9 " 4d2(Npo)2+Np1(Npo—Np1)*

Proof. Using the results in [108], we lower bound Py by upper bounding the Marcum-

—i (1Al 2
Q function. Therefore, P5 > 1 — ¢ 2 (-5 . Further, we can show that ‘f 3%,

4]
therefore, we bound P5 more tightly as Py > 1 —e 2< "1) . Lastly, to compute the

Ejnepp2 [P5], we average the obtained bound over |h¢ep|?. O

Furthermore, a straightforward lower bound on the coefficient of ®1; pp in (3.24)
is given by Ey; 2 [P2] + Psavg > Psaug- In Lemma [5| we prove that P, is a
decreasing function of «. Similarly, in Lemma [6] we prove that the lower bound on

P10 (Ejnep2 [Ps] + 3) is an increasing function of a.

Lemma 5. The expression for Ps ,,, is a decreasing function of a.

Proof. From Lemma@] we have P .4, and differentiating P 4,y W.I.t. v gives us

1[-N,—1+a(l—sin®Z)] + [(No+1—a) (1 —sin® )]

2 [No—l—l—oz(l—sinz%)}2
The denominator of 3 —=t g always positive. Furthermore, the numerator of M
simplifies to —(N, + 1) sin? Z. Therefore, we conclude that M is always negative
and thus, P3 4,4 1s a decreasmg function. O]

Remark 1. From Lemma @y, pp is a decreasing function, therefore, ®11 vpPs 444 is

a decreasing function.

Lemma 6. Let ¢ = cos(5;), where M is the size of the PSK constellation such that

(1 —¢%) = uN,, where 1> 1. When o € (¢%,1), Py

5 avg LS an increasing function of «,

and when o € (0,?), we have Py, +0.5 = 0.5.
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Figure 3.7: The intersection of ®11 pp 3 4vg and @19 Fp (Pf,av g T 0.5) and the actual minima

of (3.18) at 35 dB.

Proof. When a € (s%,1), we note that d? is an increasing function of «. Also, the term

4N2
2+<N0+(1—dc;))(1fa)2 :

€ (¢%,1), and the term (N, + (1 — «))(1 — «)? is a decreasing function of « € (0, 1),

can be rewritten as, Since d? is an increasing function in

2 ,avg

the fraction °+(1_d°;))(1_0‘)2 is a decreasing function of « in the range o € (¢%,1). This

completes the proof that P, is an increasing function of o when a € (¢2, 1). For the

,avg
4d>N2
No+(1—a))(1—a)2+4uNg

second part, the term Py, 1is upper bounded as 0 By using the

,avg
lower bound d? > 1 — ¢? = N, in the second term of the denominator. Furthermore,
we can upper bound d? in the numerator by 1 — « by using the lower bound ¢ > \/c in

the range o € (0,¢?). Let us also denote (1 — a) = pN,, where p > 0. With that the

upper bound can be written as, N3 (pgi‘; ];f)i TN T P +2‘§ e where p > p since o < ¢?
and 1 — ¢ = uN,. Finally, since p > p >> 1, (3—+2% is negligible, and therefore,
+ 0.5 = 0.5. O

2 ,avg

From Lemma @ we have shown that @11 pp Ps avg and ®15p (Ps,,, + 5) are
indeed decreasing and increasing functions of «, respectively. While we aim to find
the intersection of these functions, it is essential to prove that they intersect at only one

point, that is denoted by a*.

Theorem 3. Let f(o) = [i(a) — fa(a), where Bi(a) = P11 ppPs vy and Po(a) =

D1 Fp (PQC,avg + %), then B(«) has a unique root.
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Figure 3.8: Comparison of average error performance of JMAP and JD decoder for SC-F2FD
and JMAP decoder for SC-F2HD, at high SNRs.

Proof. We can evaluate that, 8, (¢ =0) = @y pp(a = 0)P3a (@ =0) = % and
Ba(a=0) = Pyopp(a = 0) (P§ 4, (@ = 0) 4 3) < 3, where the second inequality is

because, ®o; pp ( = 0) < 1, and from Lemma@, P oo+ 3 ~ 5 for a = 0. Similarly,

1
2
Bi(a=1) = Pupp(a = 1)Psguy (@ =1) = Noe ! and B (@ = 1) = Pippp(a =
1) (P§ g =1)+3) = 3(1—e ). Thus, S = 0) = 1 (@ =0) — B2 (a = 0) >
0,and (o =1) = 51 (e« = 1) — 51 (o = 1) < 0. Finally, it is also evident that 5(«) is

a decreasing function of «, and therefore, it has a unique root. ]

Finally, we compute o* using Newton-Raphson (NR) algorithm [[109]. We present

the simulation results for the SC-F2FD JD decoder in the next section.

3.6 Simulation Results on the Performance of SC-F2FD

Relaying Scheme

We present simulation results on the SC-F2FD relaying scheme, and showcase its ef-
ficacy in combating the cognitive adversary. We use the system model discussed in
Sec. 3.4.1] and use the simulation parameters as in Sec. [3.3] Further, we assume

that Charlie uses 4-PSK constellation and the SI parameter at his receiving antenna
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Figure 3.9: Individual performance using o* as energy-splitting factor: Charlie uses 4-PSK
constellation and has A = 107 as residual SI.

is A = 107°. We first show the accuracy in computing the energy-splitting factor ex-
plained in Sec. In Fig. we plot the expression of ?e, Joint given in (3.19)
as a function of o at 35 dB. The plot shows that Fe, Joint €Xperiences a minima when
a = af. We also plot the lower bounds obtained in Lemma |5/ and Lemma @ to show
that the intersection point (denoted by o*) evaluated via NR algorithm, is close to o .
It is evident that difference between af and o is very small. In the next set of results,
we show that this difference does not have a considerable impact on the overall error

performance.

In Fig. [3.8] we plot the error performance of the SC-F2FD «*-JIMAP decoder given
in (3.2) and the SC-F2FD «*-JD decoder given in (3.10). Here the prefix o denotes
that these decoders are implemented when o, obtained from the NR algorithm, is used
for the SC-F2FD scheme. We also plot ag-JMAP decoder, wherein ap minimises the
joint error of the JMAP decoder. We obtain the value of o using an exhaustive search
that minimises (3.18)). The search resolution for a is 0.001 for 0 < v < 1. The plots
show that the performances of the ap-JMAP decoder and the a*-JMAP decoder almost
overlaps, thus showing the accuracy of a*. We also plot the performance of the a*-JD
decoder, and as expected, it is clear that the JD decoder provides a suboptimal, yet a

near-optimal solution. Finally, we also compare the performance of the SC-F2HD and
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Figure 3.10: Joint error performance at Bob using a*-JMAP decoder for various degree of
residual ST at Charlie.

the SC-F2FD relaying schemes. For SC-F2HD, when the interference from Dave at
Charlie is negligible, SC-F2HD vastly outperforms SC-F2FD relaying scheme. How-
ever, when the interference from Dave is significant, error floor is observed at Bob. In
contrast, SC-F2FD scheme is invariant to the effect of interference from Dave as both

Alice and Charlie operate on fcp.

We also use a*-JMAP decoder to plot the individual error performances of Alice
and Charlie at Bob. In Fig. [3.9) we observe that when Dave jams Alice to prior to
countermeasure, Bob observes an error floor while decoding Alice’s bits. However, af-
ter implementing SC-F2FD, the error performance of Alice drastically improves. On
the contrary, the performance of Charlie degrades after he helps Alice. Therefore, a
trade-off exists between the error performance of the victim node and the helper node.
In the last part of this section, we present simulation results on SC-F2FD when prac-
tical FD radios with non-negligible SI is used. In Fig.[3.10| we plot the average error
performance of Alice and Charlie at Bob when using the a*-JMAP decoder for vari-
ous levels of SI cancellation. It is evident from Fig. that, for lower values of )\,
which captures low residual S, the joint error performance is relatively good. However,
for large A, Charlie introduces decoding errors at his end, which in turn propagates to
Bob. For instance, the plots in Fig. [3.11] show the individual performance of Alice and

Charlie for A = 1072 using a*-JMAP decoder. It is noticed that the performance of
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Figure 3.11: Plots showcasing the effect on the average error performance of Alice and Charlie
when FD radio at Charlie has large residual SI (A = 1079).

Alice improves, however, the performance of Charlie degrades. The reason for such a
behaviour is attributed to large SI, because of which Charlie introduces error in decod-
ing Alice’s bit. Therefore, Alice has to increase her transmission energy which in turn

forces Charlie to operate at lower value of a*.

3.7 Covertness Analysis of the Relaying Schemes

In this section, we show that the proposed countermeasures are effective in engaging
the cognitive attacker on f 45 while facilitating Alice to reliably communicate with Bob
on feop. As a cognitive adversary, Dave uses energy-sensing on f4p to detect a counter-
measure. To model a strong adversary, we assume that the FD radio at Dave offers per-
fect SI cancellation. When no countermeasure is used, let £, = = > | rp.k|” be the
average received energy measured at Dave using a frame containing n symbols, where
rp 1s the k' baseband received symbol at Dave, given by "ok = haprxr + np,
where x, € Sa, npy is the AWGN distributed as CA (0, N,), and hap  is the Alice-
to-Dave channel distributed as CN'(0,1). Note that from weak law of large number,
we have %22:1 |7“D’,.C|2 — Ep in probability, where £45 = N, + % follows from

the statistics of the channel, the variance of AWGN, and uniform distribution on the

48



np.k, if T — O, i’k = 0; (3258.)

FD vV 1— a*hCD,kyk -+ np .k, if T = O, i‘k = 1; (325b)
"Dk = Varhapy +npg, ifop =12, =0 (3.250)

Varhapr +V1—a*hepryr +npr, fxy=1,2,=1; (3.25d)

symbols of the OOK scheme, and the assumption that rp . are statistically independent
across the index k. Due to the enhanced capabilities of Dave, Alice and Charlie are in-
terested in maintaining the average energy of £4p on the jammed band f4 5 when using
the countermeasure. In the SC-F2HD scheme, Alice does not leave f4p, and Charlie
instantaneously embeds Alice’s symbol in his symbol, and forwards the same to Bob on
fep. Thus, after implementing SC-F2HD scheme, Dave continues to measure the av-
erage received energy €45, and therefore SC-F2HD scheme successfully mitigates the

cognitive adversary. In the next section, we discuss the covertness of SC-F2FD scheme.

3.7.1 Covertness of SC-F2FD Relaying Scheme

The covertness analysis for SC-F2FD is non-trivial because Alice and Charlie cooper-
atively pour energy in the band f45 and fop as shown in Fig. We assume that the
SC-F2FD scheme uses the energy-splitting factor of o* that minimizes the error perfor-
mance of the joint decoder. In addition to the SC-F2FD cooperative strategy employed
on fep, Alice and Charlie use the following strategy on f45. Whenever Alice trans-
mits bit 1 in the band fop with energy 1 — «*, she transmits a symbol of energy o*
in the band f45. However, when Alice transmits bit O in the band f-p, no energy is
poured in the band f45 as well. Meanwhile, on f4p, Charlie does not pour any energy
when he decodes bit 0, however, if Charlie decodes bit 1, then he sends any arbitrary
y € v/1—a*Sc. This way, Alice and Charlie cooperatively synthesize a sequence
of OOK symbols on f5. Based on this strategy, after incorporating errors at Char-
lie, the received symbol at Dave is given by (3.254)-(3.25d), where 7 is the decoded
bit by Charlie on the k-th received symbol, hap i is Alice-to-Dave link distributed as
CN(0,1), and hep y is the Charlie-to-Dave link distributed as ~ CN (0,1 4 9), where
the parameter 0 captures the difference in the variance of Charlie-to-Dave link with
respect to the Alice-to-Dave link. We introduce this differential variance in order to

capture the difference in the physical distance between Alice-to-Dave, and Charlie-to-
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Dave. Finally, np j is the complex AWGN at Dave with zero mean and variance /N,.

When implementing the SC-F2FD scheme, using the received signal {r};“,% | k=
1,2,...,n}, the average measured energy across n symbols at Dave is given by &, =
e D (6] ? Let H, and H, be the hypothesis that no countermeasure is used and
SC-F2FD is used, respectively. Since n can be small, we immediately observe that
&, which is a random variable, need not be equal to £45 with probability one. Thus,
given that H, is true, false-alarm event is the event when the measured energy at Dave
is away from £, by an amount €, where the threshold € is Dave’s choice. Similarly,
miss-detection event is the event when the measured energy at Dave is away from 45
by an amount € given that H; is true. Formally, the probabilities of false-alarm and

miss-detection are defined below.

Definition 2. For a given € > 0, the probability of false-alarm and probability of miss-
detection are defined as P = Pr (|E, — Eap| > €), and Pyp = Pr(|E, — Eap| <€),
respectively, where &, and &, is the average measured energy when hypothesis H, is

true and H, is true, respectively.

We now compute P4 and P, in Theorem i and Theorem [3]

Theorem 4. For hypothesis Hy and N, < 1, the PDF of the received energy of n
symbols is approximated as p*" (z) ~ 5= (6(z) + > p_, (})G(k,1)), and hence P4
is approximated as (3.26), where Eap is the average energy expected by Dave, G (-, -)

denotes the PDF of Gamma distribution.

Proof. Let pz x (z,z) be the joint PDF of random variable Z and X on the k' sym-

bol received at Dave. Here, Z refers to the energy received at Dave, X is a discrete
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Bernoulli random variable corresponding to the transmitted symbol of Alice distributed
as X ~ Bernoulli (3). Then the marginal distribution of Z is p(z) = p (z = 0) p (2| z = 0)+
pla=1)p(|z=1).

1

- and o, forz = 0

Since p (2| -) is an exponential distribution with parameters NoTTe

and x = 1, respectively, p(z) is an exponential mixture. We assume N, < 1, there-
fore, p(z) ~ p(z) = 1[0 (z) + Eap(1)], where, §(-) is the Dirac-delta function, and
Exp(¢) = ¢e=?4, is the PDF of exponential distribution with parameter ¢ over support
interval a € [0, 00). Note that Dave receives n i.i.d. symbols to compute the average.
Let p* (z) be the PDF of the average received energy of n i.i.d. symbols, then com-
puting p*" (z) is equivalent to computing n-fold convolution of p (z). Therefore, the

approximation on the PDF of the measured average energy is given as
P (2) = 1 (6(2)+e7?) T §(z) + i " (e72)™* (3.28)
2 2n —~ k
1 " /n
= > (5(2) + ; (k) G(k, 1)) .

This completes the first part of the proof. For the second part, we compute the tail of

kT

p*" () to obtain Pr4 by using the tail distribution of standard Gamma distributions.

O

Theorem 5. For the hypothesis H,, when N, < 1 and o* — 1, then PDF of the aver-
age received energy of n symbols given is upper bounded by q*", such that ¢*" (zw) =
7 (0(zY) + Xy (DG (k, (1 +0) (1 — a*) + a*))). Furthermore, P y;p is approxi-
mated as (3.277)).

Proof. Let Z¥ be the random variable for the instantaneous received energy of k"
symbol at Dave. Further, since the transmitted symbol of Alice along with the flipping
probabilities at Charlie dictate the energy measured in f4p, the marginal PDF of Z¥
isq(2¥) =303 0p (,2) q (2|2, 2) , where p (z,2) = 1P, is the probability
that x is transmitted by Alice and 7 is decoded at Charlie, such that z,z € {0,1},
q (z“" T, i) is the distribution on the energy of symbols given in (3.25a) - (3.25d), and

z¥ is the realization of Z¥. Substituting the respective values in ¢ (z*), yields us an
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exponential mixture given by

o) =3 () e (w)

Sovep lExp (No +(1 +18) (1- a*)) b (Ni)} i
vom 20 (s2) - 0 (e rara =)

For N, <« 1 and o* — 1 we have

FoLx [Exp <No +(1 +18) (1- a*)) e <J\1f>] !
®10,FD [E@’p (

No—lm*> — Bap <No+a*+(11+<9) (1 —a*))} '

We can approximate above expression to (. Thus, an approximation on ¢ (z¢) is given

as,q(z¥) = q(z¥) =1 {(5 (2¥) + Exp <m) } Now, similar to computa-

tion of P4, the n-fold convolution of g (z¥) is given as

{ p(a*+<1+18)(1—a*)>})*n

( Z() 1+8)(1—a*)+a*))).

N =

o <
1
T on

This completes the first part of the proof. Finally, we compute the tail of ¢*" (z¢) to

obtain P,;p by using the tail of standard Gamma functions. O]

The main objective of our countermeasure is to force Dave to measure an average
energy between E4p5 — € and 4 + € with high probability in the band f4p, no matter
which hypothesis is true. This implies that it is desired to have Pry = 1 — Pyp.
Therefore, for SC-F2FD relaying scheme, we maximise P4 + Pj;p, and preferably
drive it to one for any threshold ¢ chosen by Dave. The following proposition proves

that under special conditions, the SC-F2FD scheme maximizes the covertness metric.

Proposition 7. Let the Alice-to-Dave channel and Charlie-to-Dave channel be such

that 0 = 0. Further, for any arbitrary values of n and €, under the condition that
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N, < land o* — 1, we have Ppa + Pyp ~ 1.

Proof. From Theorem [4] and Theorem [3 it is clear that condition NV, < 1 and a* — 1
provides an approximation on Pr4 + Pj/p. By substituting the value 0 = 0, we can
verify that the approximation evaluates to one. Thus, we have Pr4 + Py;p ~ 1. This

completes the proof. ]

Although the above result provides theoretical guarantees on the covertness under
specific constraints, we present simulation results to understand the covertness for arbi-

trary values of 0 and \.

3.7.2 Simulation Results on Covertness

In this section, we validate the covertness of the proposed SC-F2FD scheme through
simulations. To generate the results, we assume that Alice and Charlie use the energy-
splitting factor o*, which is obtained in Sec. Furthermore, we assume Dave’s
position is such that the relative variance in the channels between Alice-to-Dave and
Charlie-to-Dave takes the values 0 € [0,0.5]. Note that larger values of O are irrele-
vant to the SC-F2FD scheme as it implies that Charlie is not in Alice’s vicinity. Thus,
we assume that hap ~ CN(0, 1), whereas hep ~ CN(0,0?% ) with 02, € [1,1.5].
Furthermore, due to the low-latency constraint on Alice, SC-F2FD scheme is employed
only for a short frame, constituting n channel uses. As a result, to detect the counter-

measure, Dave must measure average energy levels using one frame.

When Dave measures average energy on n samples, then the computed values of
Pr4 + Pyp is expected to vary around 1 since the simulation process involves an
ensemble of random channel realizations. The same behaviour is also captured in
Fig. wherein we plot Pr4 + Pj;p as a function of n at SNR = 35 dB. To gen-
erate the plots, we used E4p = % + N,, where N, = 1073, and the threshold margin
¢ = 1073. Furthermore, when plotting the results, we considered FD radios with dif-
ferent values of A at Charlie, which in turn yields different values of o* using the NR
algorithm. With a combination of these simulation parameters, the plots show that
Pr4 + Pyp, has a variation which is within 0.4% around 1. This implies that, even

when Dave witnesses asymmetric channel variance between Alice and Charlie (with

53



‘ ‘
=F-9=0,A=0
-©-0=051=0
“B-0=05x1=10""
-0 =05x1=10"

—e—i) =0.5,A =102 (Analytical) | |

1.004 -

1.003 -

1.002 -

Pra+Pup
=
o
o
=

0.999 -

0.998 ) ' ) ' ¥
200 250 300 350 400 450 500

n

Figure 3.12: Pr4 + Pj/p as a function of n at 35 dB for simulation as well as analytical
expression (from approximation) for various combinations of 0 and .

0 = 0.5), and when Charlie operates with an FD radio of parameter A = 1072, Dave is
unable to detect SC-F2FD with high probability. In the same figure, we also plot the ap-
proximation on Pp 4+ P, p from Theorem and when 0 = 0.5 and A = 10~2. From
the plots, we observe a difference between the approximation and the simulated results
because the approximation on P,;p is applicable when «o* is close to one; however,
with A = 1072, the corresponding value of a* is away from one. Finally, in Fig.
we also plot P4 + Py,p with varying O for a fixed n = 250 and various levels of
residual SI at Charlie. For each A\, we obtain the corresponding o* using NR algorithm,
and for the obtained a*, we observe from the plots that P4 4+ Pj,p is approximately
1 for all 0. Thus, the SC-F2FD scheme ensures that Dave’s measured average energy is

within (€45 — €, E4p + €) with high probability.

3.8 Chapter Summary

This chapter addressed a DoS attack on low-latency communication between Alice and
Bob in a crowded network with no unused frequencies. To execute this attack, Dave
was armed with a perfect FD radio, wherein he was also able to measure the average
energy on the jammed frequency band. As countermeasures, SC-F2HD and SC-F2FD

relaying schemes were proposed. It was shown that SC-F2HD performs well when
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analytical result is approximately 1, the simulated sum fluctuates around 1.

Table 3.1: Comparison between the proposed SC-F2HD and SC-F2FD relaying schemes

Features

SC-F2HD

SC-F2FD

Individual performance
(Upave = 0 at Charlie)

Alice’s performance im-
proves but Charlie’s per-
formance degrades

Alice’s performance im-
proves but Charlie’s per-
formance degrades.

Individual performance
(Upave # 0 at Charlie)

Alice’s performance de-
grades, whereas Charlie’s
performance is unaffected
(same as Ipgye = 0).

Alice’s and Charlie’s per-
formance improves with
increasing SNR; Unaf-
fected by presence of
Dave.

No FD radios thus rela-
tively simple implementa-
tion; No energy-splitting

Complex implementation
due to FD radio; Involves
computation of energy-

Implementation ~ Com- . .
plexity f:omputatlon;. N9 change sphttmg factor; Coqper—
in communicating fre- | ating nodes communicate
quency of cooperating | on fap and fop simulta-
nodes. neously.
Analysis required.
Covertness Implicitly covert. No | Covertness proved

analysis required.

through simulations and
analytical results.
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Dave is far from Charlie, however the error performance at Bob deteriorates as Dave
moves closer to Charlie. In contrast, SC-F2FD scheme is invariant to the location of
Dave with respect to Charlie. Unlike the SC-F2HD scheme, we showed that the SC-
F2FD scheme requires Alice and Charlie to cooperatively pour energies in the frequency
bands f4p and fcp using an appropriate energy-splitting factor o*. Upper bounding the
probability of error using the joint dominant decoder, a rigorous analysis to compute o*
was proposed. The proposed schemes provide near-optimal error performance, and
successfully engages Dave on the jammed frequency. A thorough comparison of the

proposed relaying schemes is also presented in Table [3.1]
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CHAPTER 4

Fast-Forward Mitigation Schemes for Reactive

Adversaries for Fast-Fading Channels

4.1 Introduction

The discussions in Chapter [3] indicate that FDCRs can also scan multiple frequencies
while executing a jam-and-measure attack on the victim’s frequency. Subsequently,
this can allow the adversary to compute a correlation measure between the symbols on
the victim’s frequency and other frequencies thereby detecting repetition coding across
frequencies, such as the FFFD based countermeasures in Chapter 3] Thus, new counter-
measures must be designed to mitigate adversaries which can scan multiple frequencies,
in addition to monitoring the energy level on the jammed frequency band. This chap-
ter points out that the modulation techniques designed as part of the countermeasures
depend on the wireless environment. For instance, in slow-fading channels, coherent
modulation based countermeasures must be designed by allowing the receiver to learn
the Channel State Information (CSI) through pilots. However, acquiring CSI using
pilots is difficult when channel conditions vary rapidly over time. As a result, non-
coherent modulation based countermeasures must be designed when jam-and-measure
attacks are executed in fast-fading channels, thereby allowing the receiver to decode the
information symbols without instantaneous CSI. From the above discussion, we iden-
tify that the countermeasures proposed in Chapter [3] are not applicable for fast-fading
channels, thereby opening up new problem statements in designing non-coherent mod-

ulation based countermeasures.

4.1.1 Contributions

In this chapter, we design non-coherent modulation based countermeasures to mitigate

jamming attacks by FDCAs. Amongst various non-coherent modulation techniques,



we use energy detection based Amplitude Shift Keying (ASK) due to its higher spectral

efficiency. Towards this end, we summarize the contribution of this chapter as follows:

1. We envisage an attack model wherein the adversary uses an FDCA to jam a victim
that has low-latency symbols to communicate with the base station. The salient
feature of the adversary is that it can scan multiple frequencies in the network
while executing a jamming attack on the victim’s frequency. In particular, the
adversary uses an Energy Detector (ED) and a Correlation Detector (CD) to detect

the state-of-art countermeasures. (See Sec. 4.2))

2. As a countermeasure against the proposed threat, we propose a Non-Coherent
FFFD (NC-FFFD) relaying scheme, wherein an FFFD helper assists the victim
by instantaneously fast-forwarding victim’s message along with its message to
the base station. The proposed NC-FFFD scheme also uses a Gold-sequence
based scrambler to cooperatively pour energy on the victim’s frequency in order
to evade detection by ED and CD. With On-Off Keying (OOK) at the victim and
M —ary ASK at the helper, we propose an approximate joint maximum a posteri-
ori decoder to compute the closed-form expression of symbol error probability for
the NC-FFFD scheme. We then formulate an optimization problem of minimiz-
ing the SEP over the victim’s and the helper’s energy levels, subject to a modified
average energy constraint at the helper. Subsequently, we solve the optimization

problem for M = 2 and then generalise it for M/ > 2. (See Sec. {.3] @.4)

3. We also consider the case when fast-forwarding at the helper is not instantaneous,
i.e., imperfect fast-forwarding. Here, we propose Delay Tolerant NC-FFFD (DT
NC-FFFD) scheme, where we solve the optimization problem similar to M >
2 by upper bounding the energy contributed by the victim by a small number.
We show that the error performance of DT NC-FFFD scheme is independent of
the delays introduced due to imperfect fast-forwarding. For all the cases, we
provide strong analytical results and based on these results, we provide a family

of algorithms to obtain near-optimal solutions to the optimization problem. (See

Sec.[4.3)

4. Finally, through various analytical and simulation results, we show that despite
having robust detectors, the adversary cannot detect the proposed mitigating scheme

with high probability. (See Sec.
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4.1.2 Related Work and Novelty

FD radios have found their applications in aiding [34,35,76,/101+103]] as well as degrad-
ing [34,35,89-91]] a network’s performance. Along the lines of [34] and [35], we also
use FD radios at both the adversary and the helper node. However, in contrast, the threat
model of this chapter is stronger than the one in [34] and [35] as it can scan multiple
frequencies to measure correlation between symbols on different frequencies. Further-
more, the FD radio at the helper in this chapter implements non-coherent modulation as
against coherent modulation in [34]] and [35]]. This chapter deals with the constellation
design problem for a NC-FFFD strategy. In literature, [[110-115]] address the problem
of constellation design for point-to-point Single-Input Multiple-Output (SIMO) non-
coherent systems. Further, [116], [[117] study the constellation design for non-coherent
Multiple Access Channel (MAC). However, due to distributed setting, our work cannot
be viewed as a direct extension of [110-117]]. Some preliminary results on the NC-
FFFD scheme have been presented by us in [37]], where we compute the optimal energy
levels at the victim and the helper for M = 2. In addition, the results of this chapter are
generalisable for M > 2. Further, we provide solutions for imperfect fast-forwarding
at the helper and also present an extensive analysis on the covertness of the proposed

schemes.

4.2 System Model

We consider a crowded network wherein multiple nodes communicate with a base sta-
tion on orthogonal frequencies. In the context of this chapter, crowded network implies
that all the nodes use orthogonal frequency bands to communicate with the base station
such that the number of frequency bands is equal to the number of nodes in the network.
Fig.[d.T|captures one simple instantiation of the network where two nearby nodes, Alice
and Charlie communicate with a multi-antenna base station, Bob. The uplink frequen-
cies of Alice and Charlie are centred around f45 and fop, respectively. Alice is a
single-antenna transmitter that has low-rate and low-latency messages to communicate
with Bob. In contrast, Charlie, which is a Fast-Forward Full-Duplex (FFFD) node with
N¢ receive-antennas and a single transmit-antenna, has arbitrary data-rate messages to

communicate with no latency constraints. Here, fast-forwarding [76] refers to Charlie’s
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Figure 4.1: A network model consisting legitimate nodes Alice and Charlie communicating
with Bob, on f4p, and fop, respectively. Dave is the FD cognitive adversary, jam-
ming fap. He also measures the energy level on f4p and computes the correlation
between the symbols on f4p and fop.

capability to instantaneously manipulate the received symbols on its uplink frequency
and then multiplex them along with its information symbols to the base station. The
mobility conditions of the network are such that the wireless channels from Alice to
Bob, and from Charlie to Bob experience fast-fading with a coherence-interval of one
symbol duration. Therefore, both Alice and Charlie use non-coherent Amplitude Shift
Keying (ASK) for uplink communication. In particular, since Alice has low data-rate
messages, she uses the On-Off Keying (OOK) scheme. On the other hand, since Charlie
transmits at arbitrary data-rates, he uses an M-ary ASK scheme, for some M = 2™,

with m > 1.

Within the same network, we also consider an adversary, named Dave, who is a cog-
nitive jamming adversary equipped with an FD radio that constantly jams f45 and also
monitors it to detect any countermeasures. We assume that Dave can learn Alice’s fre-
quency band by listening to the radio resource assignment information broadcast from
the base station [118]. To monitor f4p for any possible countermeasures, Dave uses
an Energy Detector (ED), which measures the average energy level on f45. Further-
more, assuming that Dave does not have the knowledge of helper’s frequency band, he

uses a Correlation Detector (CD) that estimates the correlation between the symbols on
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fap and all other frequencies in the network. To envision a practical adversarial model,
we assume that Dave’s FD radio experiences residual SI. From the above threat model,
we note that Alice cannot use frequency hopping to evade the jamming attack due to
two reasons: (i) the absence of vacant frequency bands in the uplink, and moreover,
(i1) an ED at Dave restricts Alice to completely switch her operating frequency. This
is because, if Alice switches her operating frequency, Dave measures a significant dip
in the energy level of f4p, thereby detecting a countermeasure. Other than frequency
hopping, if Alice implements repetition coding using frequency-diversity techniques,
where she replicates her messages on fap and another frequency (say fop), simulta-
neously, then the CD at Dave detects a high correlation between the symbols on both
the frequencies. Subsequently, a detection by either ED or CD compels Dave to jam
fcp thereby degrading the network’s performance. Therefore, Alice must use a coun-
termeasure that helps her to communicate reliably with Bob while deceiving ED and

CD at Dave.

For ease of understanding, in Table 4.1 we have provided the notations that ap-
pear in the rest of the chapter. In the next section, we present a communication setting
wherein Alice seeks assistance from Charlie to evade the jamming attack whilst deceiv-

ing the ED and the CD at Dave.

Table 4.1: FREQUENTLY OCCURRING NOTATIONS

N¢c  Receive antennas at Charlie Pt Detection threshold between Sy, and Sy-
Np  Receive antennas at Bob A Residual self-interference

M  Charlie’s constellation size a Energy splitting factor

FE4  Alice’s OOK symbol L Number of symbols received at Dave

FE¢c  Charlie’s multiplexed symbol
rc  Ng x 1receive vector at Charlie
Energy received at Charlie corresponding

Ec f,, Avg. transmit energy of Charlie on fop

Q; to Alice’s it symbol Ep 1, Avg. receive energy of Dave on fap

r's Np X 1 receive vector at Bob Dy It" symbol received at Dave

On. Ne x 1 vector of zeros Probability of false-alarm at Dave before
Iy, Ne x N Identity matrix rA implementing the countermeasure.

Sy Sum energy received at Bob on fcp P, Probability of detection at Dave after im-

v Detection threshold at Charlie plementing the countermeasure.
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4.3 Non-Coherent Fast-Forward Full-Duplex Relaying

Figure 4.2: System model of NC-FFFD relaying scheme.

Scheme

In order to help Alice evade the jamming attack, we propose a Non-Coherent Fast-
Forward Full-Duplex (NC-FFFD) relaying scheme, described as follows: Bob directs
Alice to broadcast her OOK symbols on fop with (1 — «) fraction of her energy, where
a € (0,1) is a design parameter. Since Charlie also has symbols to communicate to
Bob, he uses his in-band FD radio to receive Alice’s symbols on fopg, decodes them,
multiplexes them to his symbols, and then fast-forwards them on fop, such that the
average energy of the multiplexed symbols is (1 + «) /2 fraction of his original average
energy. As a result, Bob observes a MAC on fop, and attempts to decode Alice’s and
Charlie’s symbols jointly. To deceive the ED at Dave, the average energy level on f4p
needs to be the same as before implementing the countermeasure. Therefore, Alice
and Charlie use a Gold sequence-based scrambler as a pre-shared key to cooperatively
transmit dummy OOK symbols on f4 5 by using residual /2 and (1 —«)/2 fractions of
their average energies, respectively. Note that the use of dummy OOK symbols on f4p
assists in deceiving the CD at Dave. In the next section, we discuss the signal model

of the NC-FFFD scheme on fcp so as to focus on reliable communication of Alice’s
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symbols with the help of Charlie.

4.3.1 NC-FFFD: Signal Model

Before implementing the NC-FFFD relaying scheme, Alice transmits her OOK symbols
with energy F4 € {0, 1}, such that E4 = 0 and F4 = 1 correspond to symbols i = 0
and ¢ = 1, respectively. Similarly, Charlie transmits his symbols using an M —ary ASK
scheme with average energy 1. When implementing the NC-FFFD relaying scheme, as
illustrated in Fig. Alice transmits her OOK symbols with energy (1 — a)E4, for
some o € (0,1) on fop. With this modification, the average transmit energy of Alice
on fcp, denoted by E4 7., 18 Ea 5., = (1 — )/2. Since Charlie is an in-band FD

radio, the received baseband vector at Charlie on fop is

rc =hyov/ (1 —a)Es+ hee +ng, 4.1)

where hyc ~ CN (0 Neo 012401 N ) 18 No x 1 channel vector. Further, the SI channel of
the FD radio at Charlie [35]] is denoted by hce ~ CN (On,, AEc, s, In.) and ng ~
CN (On,, NoIy,) is the No x 1 Additive White Gaussian Noise (AWGN) vector.

As a salient feature of the NC-FFFD scheme, Charlie uses ro to instantaneously
decode Alice’s information symbol, and then transmits an energy level Ex on fop,
which is a function of Alice’s decoded symbol and its information symbol. If ic and
j € {1,---, M} denote Alice’s decoded symbol and Charlie’s information symbol,

respectively, then the energy level, F- is given by

¢; ific =0,
Eo = (4.2)
n; ific = 1.

Here {¢;,n; | j = 1,---, M}, which represent the set of energy levels corresponding
to different combinations of ic and J, are the parameters under design consideration.
Note that Charlie transmits M energy levels corresponding to each value of ic.. Towards
designing {¢;,7;}, the energy levels are such that, 0 < ¢; < --- < ey, 0 <y < -+ <

N, and €; < n;, if j is odd and €; > 7, if j is even.

Given that Alice contributes an average energy of (1 — «)/2 on fop, Charlie is
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constrained to transmit his multiplexed symbols with an average energy of (1 + «)/2
so that the average energy on fop continues to be unity. Thus, the average energy
constraint on Charlie, denoted by E¢ ., 1s

M
1 14+«
Ec s = bYW Z(Ej +n5) = 5 (4.3)
j=1

Finally, upon transmission of the energy level £ from Charlie, Bob observes a multiple
access channel on fop from Alice and Charlie. Thus, the Nz X 1 receive vector at Bob

is
rB:hAB\/ (1—a)EA+hCB\/EC+nB, (44)

where hyp ~ CN (On,,0%51n,) and hep ~ CN (Op,, 0% 51N, ) are the Alice-to-
Bob link and Charlie-to-Bob link, respectively. Further, ng ~ CA (0 Ngs Nolny,) is the
AWGN vector at Bob. We assume that all the channel realizations and noise samples
are statistically independent. We also assume that only the channel statistics and not
the instantaneous realizations of h 45 and hop are known to Bob. Similarly, only the
channel statistics and not the instantaneous realizations of h 4~ are known to Charlie.
Further, due to the proximity of Alice and Charlie, we assume 0%, > 0% to capture
higher Signal-to-Noise Ratio (SNR) in the Alice-to-Charlie link compared to Charlie-
to-Bob link. Henceforth, throughout the chapter, various noise variance at Charlie and

Bob are given by SNR = N ' and 0% = 025 = 1.

Given that Alice-to-Bob and Charlie-to-Bob channels are non-coherent, Bob must
use rp in (4.4) to jointly decode the information symbols of both Alice and Charlie.
Towards that direction, in the next section, we study the distribution on r g conditioned

on their information symbols.

4.3.2 The Complementary Energy Levels and Distribution of r

Based on the MAC in (4.4)), r 5 is sampled from an underlying multi-dimensional Gaus-
sian distribution whose parameters depend on 7, j, and ic. If e denotes the error event
at Charlie, then, e = 0, if i = %c and e = 1, if i # EC. Recall that for a given 7,

Charlie transmits ¢; or 7); corresponding to ic = 0 and ic = 1, respectively. Therefore,
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Bob receives rp sampled from two different sets with 2)/ multi-dimensional Gaus-
sian distributions corresponding to e = 0 and e = 1. For example, assume that Alice
transmits symbol i = 1, and it gets decoded as i = 0 at Charlie. According to @.2),
Charlie transmits the energy level ¢;, and as a result, each component of rp is sampled
from a circularly symmetric complex Gaussian distribution with mean zero and vari-
ance 1 — a + €; + IN,. On the other hand, if Charlie had decoded the symbol correctly,
each component of rz would be sampled from a circularly symmetric complex Gaus-
sian distribution with mean zero and variance 1 — o +n; + IV,. To obtain these variance
values, we have used the fact that hyg ~ CN (On,, Ing), hop ~ CN (On,, Iy, ), and

ng ~ CN (Oy,, NoIn,). Overall, using (4.4), the distribution of r is given as

)
CN (O, (¢ + N)Iy,) ifi=0,e=0,

CN(ONBy(nj—i_NO)INB) 1fZ:O,e: 1,
rp ~ 4.5)

CN (Oy,, (1 —a+n;+ N,)Ly,) ifi=1e=0,

CN (On,, (1 —a—+e+ N)y,) ifi=1e=1,
\

where we have substituted £4 = 0 and £y, = 1, for+ = 0 and © = 1, respectively,
and 0% = oy = 1 in @4). From (@3], it is clear that the sum of the energy levels
transmitted by Alice and Charlie characterizes all the possible distributions from which

rp is sampled.
We now define an index ¢ that is a one-to-one function of the transmit pair (i, j),

such that

== [(-1)7 (45(1 —4) + 4i(—1)) + (-1)T" = 1)]. (4.6)

DN | —

Since (i,7) € {0,1} x{1,--- , M}, wehave ¢ € {1,---,2M}. We also define two sets
of energy levels, denoted by S = {S; [/ =1,--- ,2M}and S = {S,| ¢ =1,--- ,2M}
that correspond to the sum of energy levels jointly contributed by Alice and Charlie, and
the AWGN at Bob when e = 0 and e = 1, respectively. In particular, the /" element of

S and S are given by

Si= (1= at1;) i+ ¢;(1 — i) + Ny and S¢ = (1— a+ ¢;) i+ 1;(1 — i) + No.(4.7)
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Figure 4.3: Illustration of multiplexing at Charlie and corresponding energy levels received at
Bob.

Since S, corresponds to the sum of energy levels when e = 1, we refer to S as the set
of complementary energy levels. Note that there is one-to-one correspondence between
the elements of S and S, and the distributions in corresponding to e = 0 and
e = 1, respectively. Also, note that S is such that §; < Sy < --- < Sopr1 < Sops. To
exemplify the sum of energy levels that characterises rp at Bob, in Fig.[4.3] we present

the elements of S and S for M = 2, 4.

4.3.3 Joint Maximum A Posteriori (JMAP) decoder for NC-FFFD

Relaying Scheme

Due to the decode-multiplex-and-forward nature of the NC-FFFD scheme, we first com-
pute the error-rates introduced by Charlie while decoding Alice’s symbols, and then
compute the joint error-rates at Bob. Since Alice-to-Charlie link is non-coherent, Char-
lie uses energy detection to decode Alice’s symbols. If f (r¢|7) is the PDF of rc condi-
tioned on the Alice’s symbol, ¢, then the Maximum Likelihood (ML) decision rule for
detection is

rrc

to = arg max In{f (rcli)} = arg min NeIn(m;) + =o- (4.8)

where (r¢|i) ~ CN (O, Q:In.), such that Qy = (A@ + No> is the variance of the
received symbol when i = 0 and ; = (0%0(1 —a)+ )\@ + No) is the variance

of the received symbol, when i = 1. Here, (-) denotes the Hermitian operator. Using
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the first principles, the energy detection threshold at Charlie, denoted by v, is given as,

Ne et In (%2) . Using v, it is straightforward to prove the next theorem that presents

the probability of error at Charlie in decoding Alice’s symbols.

Theorem 6. If P;; denotes the probability of decoding symbol i as symbol k, for i, k =
0,1, then @y , where ~(-,-), T'(+,-), and T'(-) are

Nc,g- Y(Nesgs
= ——% qgnd (I)l() = 1
I'(Ne) I'(Nc)

incomplete lower, incomplete upper, and complete Gamma functions, respectively.
Proof. If Alice transmits symbol 0, then ®o; = Pr (e = 1|i = 0) = Pr (rfrc > v|i = 0).
Since rfr¢ is gamma distributed, it is straightforward to get @, .

Similarly, when Alice transmits symbol 1, we have &1y = Pr(e=1ji=1) =

Pr (rgrc <vli= 1). Thus, we get the expression of ®. [

Lemma 7. The terms ®y, and ®y are increasing functions of « for a given SNR, N¢,

and M.

Proof. Consider the expression of @1y as given in Theorem @ The ratio, v/ can

. In(1+6 01-Q . _y

be rewritten as, =~ = NV, M, where 0 = 1) Differentiating 6 w.r.t. o, We
o ¢ Qo
Nyo? . .

get, —%. Since g_e < 0, as « increases 6 decreases. Further, when 6 de-

(No+ALE2) @

In(14+6) - . . . . .

creases, NC¥ increases. Therefore, QLI is an increasing function of «. Finally,

since vy (NC, Q%) is an increasing function of &-, @y is an increasing function of a.

Using similar argument, we can prove that @, is also an increasing function of ov. [

Along the similar lines of Lemma[7] the following lemma is also straightforward to

prove.

Lemma 8. The terms ®y; and ©yy are decreasing functions of N¢ for a fixed SNR, «,

and ).

Using ®y; and @4, at Charlie, we study the performance of non-coherent decoder at
Bob. Withi € {0,1}and j € {1,2,..., M} denoting Alice’s and Charlie’s information
symbols, respectively, we define a transmit pair as the two-tuple (i, j). Based on rp in

(4.4), the IMAP decoder at Bob is

(r[(2, 7)), (4.9)

1,) = arg max g
’ ie{0,1},je{1, M}
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where g (rp|(7, 7)) is the PDF of rpg, conditioned on ¢ and j. However, note that due
to errors introduced by Charlie in decoding Alice’s symbols, g(-) is a Gaussian mixture

for each realization of i. The conditional PDF of g (rg|(7,j)) fori = 0,1 s

9 (r5|(1,7)) = Pug (r5|(1,)),e = 0) + Pg (rp[(i, ), e = 1), (4.10)
where g (rz|(i,7),e = 0) and g (rp|(i,j), e = 1) are the PDFs given in (#.3)) and i is
the complement of 7. Since solving the error performance of the JMAP decoder using
the Gaussian mixtures in (4.10) is non-trivial, we approximate the JMAP decoder by
only considering the dominant terms in the summation of (4.10) [35] to obtain

(4.11)

%,j:arg max g (rp|(i,j),e=0),

where g (rg|(7,7), e = 0) is the first term on the RHS of {#.10). Henceforth, we refer to
the above decoder as the Joint Dominant (JD) decoder. To showcase the accuracy of the
approximation in (4.1T]), we tabulate the error-rates for arbitrary energy levels and « for
JMAP and JD decoders in Table4.2] We compute the relative-error between error-rates

of JIMAP and JD decoder as,

Pyviap—P . .
“}"DLJD and show that the maximum relative error

MAP

is within 5.55%. Therefore, in the next section, we discuss the error analysis using JD

decoder.

Table 4.2: ERROR-RATES AT BOB WHEN USING JMAP DECODER AND JD DECODER

FOR M = 2
Nec=1,Ng =8
SNR {61, €2, M1, 12, O[} PJMAP PJD I'Cl. CITror
5dB | {0, 1e7%,0.3052, 2.6421, 0.4736} | 3.06 x 107! 3.23 x 107" | 5.55 x 1072
14dB | {0, 1e=%,0.5554, 3.0750, 0.8152} | 8.32 x 1072 8.42 x 1072 | 1.20 x 1072
25dB | {0, le 9, 0.4382, 3.4008,0.9105} | 1.88 x 102 | 190 x 102 | 1.06 x 102
Nec=2,Ng=4
SNR {€1, €2,m1, 12, 0} Prviap Pip rel. error
5dB | {0, le ¢, 0.4334,2.7135,0.5734} | 3.735 x 1071 | 3.782 x 107 | 1.25 x 1072
14dB | {0, 1e=% 0.5353, 3.1645, 0.8499} | 1.32 x 107! 1.33 x 107! | 757 x 1074
25dB | {0, 1e7%,0.3228, 3.6082, 0.9655} | 2.43 x 1072 247 x 1072 | 1.64 x 1072
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4.3.4 Joint Dominant (JD) Decoder for NC-FFFD Relaying Scheme

From (4.6), we observe that there exist a one-to-one correspondence between (i, j) and
(. Thus, the JD decoder in @IT) can be rewritten as, { = arg {IR??;M}g (rp|l,e =0).
Henceforth, a transmit pair jointly chosen by Alice and Charlie will be denoted by
the index ¢ € {1,2,...,2M}. As a consequence, the JD decoder only considers
the likelihood functions corresponding to the 2}/ dominant energy levels in S with
the assumption that no decoding error is introduced by Charlie. Let /Ay~ denotes

A0
the event when Bob incorrectly decodes an index ¢ to ¢* such that ¢ ## ¢*. Then,

Pr (Az_m*) =Pr(g(rgll,e =0) < g(rp|l*,e =0)). To characterize Pr (Ag_m) ,
oAl oAb

one should determine the energy detection threshold between the energy levels corre-

sponding to ¢ and ¢*. Towards this direction, we use the following lemma that computes

the energy detection threshold between S, and Sy-.

Lemma 9. If S, denotes the energy level jointly contributed by Alice and Charlie cor-
responding to the transmitted index ¢ and Sy denotes the energy level corresponding

to the decoded index (* such that { # (*, then the probability of the event A%;g: is

given by Pr (Ag_w) = Pr(rfirg > pos), where the threshold pyy is given by,

Sy S
pee = Npg'=g In (é)

Proof. Bob uses JD decoder and compares the conditional PDF of rp conditioned on ¢

and /* as
H*z’* rHy
| o ()
g(rp|t*,e=0) (7Sp-) " -
Pr Avpser | =P <1l)=P <1
r< %;f) r<§(r3]€,e:0) - ' Py

I‘HI‘ -
=Pr (rgrB > Pe,é*) )

where py - = Si‘fs_fsz (N gln (Sf*> + In ( Pﬁl;)) and P;; and P;«;+ are a priori proba-

bilities of index ¢ and ¢*, respectively. It is straightforward that when : = ¢*, In (P—> =

P,L*,L*
0. Further, since In (i?g) ~ 0 for N > 1, when i # i*, we have In (PP—) =
In (§?O> ~ 0 and In < ) In (géé) ~ 0, for i = 0 and i = 1, respectively. Thus,
pee- = NpgteIn (5£). O

Since S; < Sy--- < Sou—1 < Sau, the set of relevant thresholds for the JD
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decoder are {pys41,¢ = 1,2,...,20M — 1}. Therefore, based on the received energy
rirp, the ID decoder for detecting { can be realized using an energy detector as, (=1,

: H _ _
if po_1p <rprp < pres1, where po; = 0 and paprec = 00.

Using (, the average Symbol Error Probability (SEP), denoted by P, is given by,
P = ﬁ ?fl P.,, where P, = Pr (¢ # (*) is the probability that Bob decodes a
transmitted index ¢ as ¢*, where ¢ # (*. Since, the decision of the energy detector is
based on the received energies at Bob, we notice that sum energy levels can be from S,
when e = 0 or S, when e = 1. Therefore, P., = Pr(e = 0) Pr (¢ # *|e = 0) + Pr(e =

1) Pr (¢ # ¢*|e = 1). Thus, we have

(I)OOPe,Se + (I)()lPe,g[ if €(mod4) < 1,
P.,= ' (4.12)

@11P€755 + (1)10Pe7§£ if OtherWiSC,

where P, s, and P, 3, are the terms associated with erroneous decision in decoding ¢,
when e = 0 and e = 1, respectively. Since rfrp is gamma distributed, we get P, g, as

given in (4.13).

'r@@ﬂﬁ)
NS fort =1,
I'(Np)
o NB; pé71,2> T (NB7 P£,£+1>
Pes, = ( S )y S for2 < ¢ <2M —1 (4.13)
F(NB) F(NB) - ’
pP2M—1,
! <NB’ Q%Z;IQM for¢ =2M
| I'(Np) S

Since Bob uses the same thresholds to compute Pe’ge, we obtain the expression of Pe,@’

by replacing S, by S, in #.13). Finally, substituting (#.12)), @#.13), and corresponding

P 5, in P, we get

e

M
1
P.=— Do P. P, P,
c oM ;1 00 e’S%(4el+(—1)‘f1_1)+ H 6"51%((_1)1*1(4(—1)@1£1+(—1)€1+1_1))

@1 P, 5, +®10P, 3 . (4.14)

$(a0+(-1f1-1) P (a-nlrg+(-nhatio))
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4.4 Optimization of Energy Levels

In this section, we formulate an optimization problem in order to compute the optimal
energy levels at Alice and Charlie. In particular, as given in (.15)), we fix N¢ and Np
and then optimise the energy levels, {¢;,7;}, and o so as to minimise the SEP subject

to the energy constraint in (4.3)).

(4.15)

min
€15 s EMTIL, S TIM &

M= =

subject to: (€j +m;) =M(1+ ),
1

< e <eym <o <mn,0<a<l,

M <.
=l

ej<77jf0rj€{1,3,--- ,2M—1},

€; >7]jf01'j€ {2,4, 72M}

One can solve the above optimization problem by first formulating the Lagrangian and
then solving the system of 2/ 4 2 non-linear equations. Since solving a system of non-
linear equations is complex in general, we use an alternate approach for minimising
P. using its analytical structure, as discussed in the next section. We first discuss the
optimization of energy levels for M/ = 2 and then propose a generalised approach of

M = 2™ such that m > 1.

4.4.1 Optimization of Energy Levels for M/ = 2

The expression of SEP in (4.14) when M = 2 is given as

P. == (P (Pe,s, + Peysy) + P11 (Peysy + Prysy) + P (P.g, + P€7§4) +

o

@y (P53, +P.5,))- (4.16)

Instead of using P, for optimization problem, we use an upper-bound on F., where we

upper-bound Pe,§1 < P67§4 < Pe7§2 < P67§3 <1, such that

P.< P! £ (Poo (Pr,gy +Pesy) + P11 (Prsy+Pesy) +2 (Por + P1o)) . (4.17)

A~ =
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Henceforth, we optimise the energy levels, €1, €5, 771, and 72 and « so as to minimise

P!["| Thus, the modified optimization problem when M = 2 is

min P’ (4.18)

e
€1,€2,71,7)2,%

subject to: €1 + € + 11 + 10 = 2(1 + @),
€1 < é,m <1, 0 <<,

€1 <1 <71y < é€g.

In order to minimise F., it is clear that we must minimise each P, g, for { = 1,--- .4
in (4.18)). Towards this direction, in the next lemma, we show that when ¢; = 0, P, g,
is minimum.

P (Np, %)

T (NB) IS mimmimum wnen €1

Lemma 10. The expression P, g, =

Proof. The expression of P, s, is an upper incomplete Gamma function. Since up-

per incomplete Gamma function is a decreasing function of the second parameter,

r (N B, p;—f) is a decreasing function of '051,—’12. Therefore, P, s, is minimum when '051,—’12

is maximum and pé—f is maximum when S; is minimum. Since S; = ¢; + N,, S is

minimum when €; = 0. This completes the proof. [

r (NB, f’;—j)

Lemma 11. At high SNR, P, 5, < land P, g, ~ T (N,)
B

r(Ng,2L2 .
Proof. We first prove that P, g, < 1. We have P, g, = % The ratio ’;1,—’12
is expressed as, NB%, where k1 = (S7 — S3)/Ss. Further. since S; < So,

In(14x1)
K

2 In(14x1)
g < BlEm) o
2N P12 24k
I'(Ng,-—5 I'(Np,—== I'(Ng,Ng—-L
2+K1 _ ( B’2+“1> ( B 51) ( B. VB +2"v1>
Sran for k > —1. Therefore, (N p) > (V) > (N )

the second inequality is because I' (N B, pé—f) is a decreasing function of ’g—f. Thus,

P12 2Np
F<NB’ 51 ) F(NB’2+H1) _ D(NB,2Np
I'(Ng) — I'(NB) I'(NB)

—1 < K1 < 0. Also, the ratio follows the inequalities

, where

) < 1. Since S; ~ 0 at high SNR, 2/(2 + k;) =

255/(S1 + S2) ~ 2 and therefore, we have the second inequality. This proves the first

v(NB, %2
<F25?1\7;)2 ) <

]

part of Lemma. On similar lines, we can prove that at high SNR, the term

02) 2
T(Nz) - T(NB)

(5. %)
, thus, T(Np) < 1 and therefore, we have P, g, ~

ILater through simulation results, we show that, optimizing gives us near-optimal results.
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Figure 4.4: Variation of P/, its increasing and decreasing terms as a function of 72, when 1,
and « are fixed.

Using the results of Lemma 11} the expression of P! is approximated as

P (BaPes, + 00 (P, +Prs )2 (B01 + B10)). (4.19)
From (4.18) we have 5 variables, resulting in a 5-dimensional search space to find the
optimal set {€y, €5, 71, 72, }. Using the result of Lemma we have ¢; = 0. Further,
rearranging the sum energy constraint, we express €, as a function of 7;, 7., and «,
therefore, e = 2(1+ ) — (1 +12). Thus, the search space is reduced to 3 dimensions.
Through simulations we observe that, when we fix n; and «, P! exhibits unimodal
nature w.r.t. 7),. Similarly, P/ is unimodal w.r.t. o, when we fix 7; and 7). The variation
of P!, the increasing terms of P/, and the decreasing terms of P!/, w.r.t. 7, and « are
shown in Fig. #.4] and Fig. @.5] respectively. Further, we also observe that the unique
mode in both the cases is very close to the intersection of increasing and decreasing
terms of P!. Therefore, in the next two theorems, we prove that the increasing and

decreasing terms of P, w.r.t. 7o and «, have a unique intersection that is close to the

local minima of P..

Theorem 7. For a given 1, and o, the increasing and decreasing terms in P. intersect

only once forng € (m,1 + a — 0.5n).
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Proof. We first determine the increasing and decreasing terms of P!. Towards this
direction, we first analyse the behaviour of each term in @.19), ie., P, g,, P.s,, and

P, s, as a function of 7,, where

P (Np, 22) (Vg %)y (Ve 22) 7 (V5. %)
Popy= ———l Py = Py = — )
B2~ T (Np) ST TN T(N) ST T ()

In(1+k3)
K3

Consider the term P, g,, where the ratio p 23 is given by, Np , where k3 = (Sp —
S3)/Ss. Since Sy < Ss, k3 < 0. leferentlatlng K3 W.L.L. 12 we get —S /S3. Therefore,
as 1) increases, k3 decreases. Since In(1 + k3)/k3 is a decreasing function of k3, as K3
decreases, Npln(1 + k3)/k3 increases. Finally, since WF (Np) is a decreasing
function of po 3/, P. g2 decreases with increasing In(1 + x3)/k3. Therefore, P, g, is

a decreasing function of 7.

(NB,pZB)

On similar lines, we can prove that (—)3 is also a decreasing function of 7,. In

o(ve %) ()

T(Ng) T(Ng)

contrast, the terms, are increasing functions of 7.

To prove that the increasing and decreasing terms intersect only once, we can prove
that the order of increasing and decreasing terms reverses at extreme values of 7, €
(1, (1 + a — 0.57m1)). Thus, we evaluate the sum of decreasing terms at left extreme,

i.e., 7o — m; and right extreme, i.e., 72 — (1 + a — 0.57)

r(Ng, ) T (Vg %)

I + —1
mom T (Np) I (Np)
F(NB,%) F(NB,P“>
lim < 1.
n2—(14+a—0.571) r (NB) r (NB)

Similarly, we evaluate the sum of increasing terms at left extreme and right extremes of

T

I (NB» ”;—;) v <NB7 %“)

I +
mom T (Np) I (Np)
(V) (Ve %)

lim + =
12— (14+a—0.571) r (NB) r (NB)
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Figure 4.5: Variation of P/, its increasing and decreasing terms as a function of «, when 7; and
79 are fixed.

The above discussion is summarised as

F<NB7p;_f) F(NB,%) F(NBJPS_’;) ,Y<Nij§_;4)

+ > + , if 9o —
I'(Np) T (Np) T (Np) I'(Np) A
D(Np, %) T (N %2) T (No%t) 5 (Ns %)
+ < + ifme — (1+a—0.5n,).
T (V5) F(Vs) T (V5) Ty e m)

]

Theorem 8. For a given 1, and 1y, the increasing and decreasing terms in P! intersect

only once for a € (0,1).

Proof. Since « is variable, we recall Lemmato show that ®(; and ®,, are decreasing
function of «. Further, since ®(; and P, are decreasing functions of «, oy and P,
are decreasing functions of «. In addition to these 4 probabilities, P, s,, P, s,, and P, g,
are also functions of « in (@.19). On similar lines of Theorem [7, we prove that, P, g,,
P, s,, and P, s, are decreasing function of «w. Therefore, we observe that ®¢oF. g, +
¢4y (P.s, + P. s,) is a decreasing function of v and since ®gg = 15 ~ 0, whena — 1,
Do Pe 5, + P11 (Pes, + P.sy) =~ 0, when a — 1. Further, 2(®g; + ®10) is an increasing

function of « such that, 2(®¢; + ®19) ~ 0, when o« — 0 and 2(Pg; + P19) =~ 2, when
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a — 1. Therefore, it is straightforward to observe that the increasing and decreasing
terms of P! reverse their orders at extreme values of a. Thus, they have a unique

intersection point. [

In the next section, we use Theorem [7]and Theorem [§]to present a low-complexity
algorithm to solve the optimization problem in (4.18). Using this algorithm, we obtain

a local minima over the variables 7, and « for a given 7);.

Two-Layer Greedy Descent (TLGD) Algorithm

Algorithm 1. Two-Layer Greedy Descent Algorithm

Input: P, from @.19), 0p; > 0, ,, > 0,6, =0
Outpuut: {n7,n;, "}
1 Initialize: 77 <= 0, 72 <= 19, a < a°

2 P? + Pl (a,mi,m0)
3 while true do
4 while true do }
5 Compute 7% using Theorem [7|and obtain P2 < P! (11,15, «)
6 Compute o' using Theorem (8 and obtain P* <— P! (1,19, ')
7 if P — P? > 6p, then
8 | 19 < ni; continue
9 else if P — P/? < —jp, then
10 |« + a'; continue
11 else
12 | |PY— P2 < 6p
13 end
14 P! = min (P%, P?); break
15 end
16 | if (P! — P?) < —{p, then
17 \ 771%771—1—6771,155%]3;;@*%04,77;eng
18 | elseif (P! — P?) > p then
19 | N = — Oy, M5 13, @ < o break
20 else
21 | |P = P2 < dp
22 end . .
23 Ny 4= M1, M5 < N5, o <= o'; break
24 end

In this section, we present Two-Layer Greedy Descent (TLGD) algorithm, as pre-
sented in Algorithm (1| It first fixes N¢, Np, and SNR and then initialise 7; = 0, and
12 and a with arbitrary values 19 and o, respectively. Using the initial values, it com-
putes P° using (#.19) and then obtains 7% and o using Theorem [7| and Theorem

respectively. It then evaluates P, i.e., P/ at {n, n5, a} and P%, i.e., P at {n, s, a'}.

If for a given 7y, |PY — P’?| < dp;, for some dp; > 0, then the algorithm exits the

e

inner while-loop with P! such that P* = min (P, P?) else, the algorithm iteratively
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Figure 4.6: Performance of NC-FFFD using energy levels obtained using TLGD and the ex-
haustive search.

descents in the steepest direction with new values of 7, and «. After traversing several
values of 7;, TLGD finally stops when for a given 7;, the obtained P! is within § Pl
resolution of the previously computed value. The points at which P/ is minimum as
computed by TLGD are given by 77, 5 and o*. We rearrange the constraint in (.18) to
obtain €5 = 2(1+a*) — (n} + n3). Further, from Lemma[10] we have e; = 0, therefore,

€7 = 0. Thus, TLGD computes all the 5 variables, i.e., €], €5, 1], 75, and o*.

In Fig. .6 we plot the error performance of NC-FFFD scheme as a function of
SNR and Np using Monte-Carlo simulations. We assume, 0% 5 = 025 = 1, A = —50
dB, and No = 1. Further, due to vicinity of Alice and Charlie, we assume J%C =4,
thus, providing 6 dB improvement in SNR on Alice-to-Charlie link as compared to
Alice-to-Bob link. We compute the error-rates when the optimal energy levels and
« are obtained using exhaustive search on (4.16). We also compute the error-rates
using the proposed algorithm. For both the scenarios, we observe that the error curves

approximately overlap, indicating the efficacy of the proposed algorithm, as well as our

approach of using (4.18) instead of @.16).

Further, in Fig for same parameters and N = 8, we plot the error performance
of ND-FFFD scheme as a function of SNR for various values of N-. We observe that,

the error performance of NC-FFFD scheme improves as a function of Ng. Finally,
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Figure 4.7: Performance of NC-FFFD for fixed Np = 8 and varying N¢.

for the same parameters and Np = 8, in Fig. 4.8 we show the improvement in Al-
ice’s performance when using NC-FFFD relaying scheme. In terms of feasibility of
implementation, the complexity analysis of TLGD algorithm has been discussed in the

conference proceedings of this work [37].

4.4.2 Optimization of Energy Levels for M > 2

In this section, we provide a solution that computes the optimal energy levels, {¢;,n;},
and the factor o, when M > 2. Since the average transmit energy of Charlie is con-
strained to Ec ¢, increasing the data-rate at Charlie results in degraded joint error
performance as compared to M = 2. One way to improve the error performance is by
using a large number of receive antennas at Bob. Despite this improvement, it is im-
portant to note that the joint error performance is also a function of the SNR of Alice-
to-Charlie link. Therefore, an improved Alice-to-Charlie link can help to improve the
overall performance of the scheme. This is also evident from Fig.[4.7, where we observe
that the error performance of the scheme improves as a function of N¢. This motivates
us to solve P, in @.T5) for optimal {€;,7;}, and o under the assumption that Charlie
has a sufficiently large number of receive-antennas. In this section, we take a similar

approach as that of Sec. #.4.1] by upper bounding the complementary error terms by 1
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Figure 4.8: Alice’s performance when using NC-FFFD scheme for No = 1 and Np = 8.

to obtain an upper bound on P, given by

M M
1
ra L
Fes b= 2M ézzl (I)OOPE’S% (4e1+(-1)f1-1) +£z:1 CI)HPB’S%((A)‘“’2 (1D 2e5+(-1)f2F1-1)) T
1= 2=

M (®g; + Pyp)]. (4.20)

Since P! is a function of .Sy and «, besides N¢, N, and SNR, in the next theorem, we
compute the optimal value of @ € (0, 1), that minimises P, when Sy, -+, Son, Ne,

Npg, and SNR are fixed.

Theorem 9. When Sy, - - - , Sopy are fixed, such that Sy < 1, the optimal value of o €

(0, 1) that minimises P. in @20) is given by, of =1 — S,.

Proof. We will first show that P’ in (@.20) is an increasing function of «. Then, we
compute a lower bound on « considering the feasible energy levels jointly contributed

by Alice and Charlie.

The expression of P in (4.20) is a convex combination of ®qy, Pg1, 1o, and Py;.
Further, we notice that ¢, and ®,; are decreasing functions of « (Lemma. However,
since Sy, - -+ , Sopy are fixed, the coefficients of @y and $,; are independent of «, such
that, Z%Zl Pe.s, < M and Z%:l P.s, < M.

2

5 (a+(-f1-1) (v (a-nf2e+(-nfati1)) —
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Further, since ®y; and ®, are increasing functions of a, it is straightforward that, P is

an increasing function of . This completes the first part of the proof.

Although, we upper bound the energy levels S, by 1, in practice, Bob receives
these energy levels when e = 1 at Charlie. From (4.7), we have, S L(ab+(-nf-1) =

S%<(_1)zl(4(_1)41+(_1)gl+1_1))—<1—Oé). It is important to note that, §%< <0,

A0 +(-1)"1-1)
if S%«_l)el(4(_1)gl+(_1)e1+1_1)) < 1 — a. However, since S, € S are energy lev-
els, S; > 0. Therefore, to achieve g%(4€1+(71)5171) > 0, we must have o« > 1 —
S%((—l)h(4(—1)‘51+(—1)/~’1+1—1))- Therefore, v > max {1 - S%((—Dé’l(4(—1)l1+(—1)51+1—1)) }’
where /1 = 1,---, M. However, we know that, S; < --- < Ss,, thus, we have

OéZl—Sg.

Finally, since P’ in (4.20) is an increasing function of « and « > 1 — S, P! is

minimised when o = af =1 — ;. O

The result of Lemma [§]indicates that ®¢; and ®,, are decreasing functions of N¢.
Further, Sy, / = 1,--- ,2M are independent of N, as a result, each convex combina-
tion in (4.20) decreases as N increases. Therefore, it is straightforward to prove that

P! is a decreasing function of Nc.

Proposition 8. For a fixed o € (0,1), when No — oo, we have ¢y = $19 ~ 0 and

®gy = D11 = 1, we have the following lower bound on P!

1 M M
P > P = — E P + g P,
e = T &appror — oar e’S%<4el+(—1)41_1) 6’5%((_1%2 (4(-1)‘3242+(—1)52+1—1))
=1 lo=1

Motivated by the result of Proposition [] instead of solving (.15)) for a sufficiently
large N¢ using the first principles, we take an alternate approach, where we first com-
pute Sy, - - -, Saps that minimises P, -0, and then compute the respective {¢;, 7, }, and

« using the relation in (4.7)).

Towards computing the optimal Sy, - - - , Sap7, We observe that since an energy level
Sy corresponds to the sum of energies contributed by Alice, Charlie, and the AWGN
at Bob on fop, the sum energies contributed by Alice and Charlie will be S, — N,,.

Furthermore, since the average energy on fcp is 1, we have the following constraint of
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Sg:

1 2M
WZ(S[—NO) == 1 (421)
=1

Finally, we formulate the following optimization problem of computing optimal .Sy so

as to minimise P, q,pr0., Subject to (4.21)).

o args migl P, approx (4.22)
1,77 s0O2M
oM
subject to: (Se—N,)=1,51 < -+ < Sap.

2M
(=1

While (4.22)) can be solved using the first principles, [[110] provides a near-optimal
solution for (4.22)). Therefore, we use the results of [110] to compute S5, - - - , S3,,. In

the next lemma, we prove that, when we use Sy, - - - , Sojs to obtain {ej, nj}, such that

S1,- -+, Sap follows @.21)), {¢;, n,} satisfies (4.3).

Lemma 12. If Sy, --- , Soy are fixed such that (4.21)) is satisfied, then the average

transmit energy of Charlie is given by (4.3).

Proof. From (4.7), S%(4el+(—1)21_1) = €, + N,, and Sé((_nﬁl(4(_1)f1+(_1)41+1_1)) =
1 —a+mn, + N, for i = 0,1, respectively, where ¢; = 1,--- , M. Rearranging and
adding both the equations, we get, S (Sy — N,) = Zé\le (€, + 1m0, + (1 — @)).
Dividing both sides by 2M and rearranging, we get (4.3). O

In the next section, we propose the energy backtracking algorithm, where we first
solve (4.22)) using [[110] to obtain ST, - - - , S3;, and then compute corresponding {e;, 7;|j =
1,---, M}, and . It is important to note that, since Charlie cannot have No — oo,
we must bound the number of receive-antennas at Charlie. Thus, we use a parameter
0 < Agg < 1tobound Ng. Therefore, we compute the minimum number of receive-

antennas at Charlie, such that the relative error between P*

€,approxr and pe,eval is within

Arg, where P* is P. appros €valuated at ST, -+, 53, and P, ., is P, evaluated

e,approxr

at optimal {¢;,n;{j = 1,--- , M}, and c.
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Algorithm 2. Energy Backtracking Algorithm

InPUt: Pe @D’ Pe,appro:r’ ARE > O’ M’ NB’ No
Outpuut: ¢!, - - - ,ejw, n, - ,njw, N(E, af
Compute ST, - - - , 55, using [110] and evaluate P7,,,..-
al =1- 83

=S

M = SL (i)
4 Set: No =1, P epar = 1

*
e,approx Pe,eval

N -

3¢

1=

(j4(-1yi—1) — Vo3

2 L S+

* N

—(1—047)—]\70,]':1,"-

.

5 while

> Agp do

*
e,approx

6 | Substitute S,- -, S5, af, N¢, and Np in (#.14) and obtain P, .,q

*
7 if

e,approx Pe,eval
Pe*,ap TOx

8 | Nc = N¢ + 1; continue

9 else

10 ‘ Né = N¢; break

11 end

12 end

> ARE then

1007 * *

e Pe,apprur

NC-FFFD

- =— -optimal constellation only at Charlie (Np = 2)
—-——--optimal constellation only at Charlie (Np = 8)

5 10 15 20
SNR (dB)

Figure 4.9: Error performance of NC-FFFD when energy levels are computed using EB algo-
rithm for M = 2.
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Figure 4.10: Error performance of NC-FFFD when energy levels are computed using EB algo-
rithm for M = 4.

4.4.3 Energy Backtracking (EB) Algorithm

The Energy Backtracking (EB) Algorithm, first computes energy levels ST, --- ,S3,,
using the semi-analytical results of [[110]. It then computes o, and e;r. and 77} based on
Theorem [9) and the relation in &.7)), respectively. It then sets N = 1 and computes
P, cvais1.e., P, at al, e}, 77; for the given Np. The algorithm increments N until relative

error between the P;appmx and P, ¢yq is within Agp. The algorithm exits the while-
loop when the relative error is less than or equal to Agg. The pseudo-code for the

proposed EB algorithm is given in Algorithm 2]

In Fig. and Fig. we plot the error performance of NC-FFFD relaying
scheme when using the EB Algorithm for M = 2 and M = 4 for various values of
Np. In addition to the simulation parameters assumed above, we assume Agp = 1072
for both the cases. For both the cases, we observe that the error performance improves
as a function of SNR. In Fig. we also plot the performance of NC-FFFD scheme
when Charlie uses optimal energy levels for point-to-point communication obtained us-
ing [110] for Ng = 2, 8. From the plot it is clear that, although Charlie is using optimal
energy levels for point-to-point communication, the corresponding error performance

of NC-FFFD is poor. This reinforces that to minimise F,, energy levels at both the
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Figure 4.11: Ng as a function of SNR for M = 2 and M = 4.

users must be jointly optimised as proposed in Algorithm [2] Finally, in Fig. B.11] we
also plot Ng as a function of SNR, for various combinations of M/ and Nz and observe
that with only tens of antennas at the helper, we can achieve the performance close to

its large-antenna counterpart.

If NC-FFFD scheme provides performance close to P, .., it assumes that fast-
forwarding at Charlie is perfect. Therefore, the symbols on the direct link, i.e., Alice-to-
Bob link and relayed link, i.e., Charlie-to-Bob link, arrive during the same time instant,
thereby resulting in the signal model in (@.4). In the next section, we discuss the case

when fast-forwarding at Charlie is imperfect. In particular, we discuss the consequences

related to this problem and a possible solution.

4.5 Delay-Tolerant NC-FFFD (DT NC-FFFD) Relaying

Scheme

If nT denotes the delay on the relayed link w.r.t. the direct link, such that n > 0 and T'
is the symbol duration, then n7" = 0, when fast-forwarding is perfect. However, when
fast-forwarding is imperfect, n7" # 0 and rp must be a function of n7T". In particular,
when nT" # 0, the symbol received at Bob is a function of Alice’s current symbol,

Charlie’s current symbol, and Alice’s symbol delayed by n’I". Although, Charlie’s cur-
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Figure 4.12: Error performance for nT' = 0and nT =T

rent symbol and Alice’s symbol delayed by n’l" are captured by E, the current symbol
of Alice creates an interference in the symbol decoding, thereby degrading the error
performance. To illustrate this behaviour, we plot the error performance of NC-FFFD
scheme in Fig. when the symbols on the relayed link arrive one symbol period af-
ter the symbols on the direct link. The plot shows that, the error performance degrades
as the energy on the direct link interferes when Bob tries to decode symbols using the

relayed link.

Towards computing the optimal energy levels at Alice and Charlie when nT" # 0,
one can formulate a new signal model, where rp is a function of n’7" and then compute
the optimal energy levels using the first principles. However, we note that, Alice con-
tributes zero and 1 — « energies on the direct link, when she transmits symbol 0 and
symbol 1, respectively. Thus, in order to reduce the interference from the direct link,
we must reduce the term 1 — «. Therefore, if we upper bound the contribution 1 — « by
small value, then we can continue to use the same signal model on rp as given in (4.4),
thereby making NC-FFFD scheme Delay Tolerant. To this end, we propose an upper
boundon 1 — a as, 1 — a < AprN,, where 0 < Apr < 1 is the design parameter.
Since 1 — a < AprN,, we have the relation o« > 1 — AptN,. Further, the result of
Theorem [9] shows that P! is an increasing function of «, therefore, the optimal choice

of o would be, &« = 1 — AprN,. However, since Apy < 1,1 — Sy < 1 — AprN, and
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Figure 4.13: Variation of w as a function of N¢ and a.

therefore, using « = 1 — Apr N, will degrade the error performance. In the following
discussion, we show that we can achieve the same error performance at « = 1 — Apt N,

as achieved in Sec. at « = 1 — S5, by increasing the receive-diversity at Charlie.

Since the terms @y, Po1, P19, and Py, are functions of « and N¢ in P., we show
that one can achieve the same ®g, Py;, P19, and P; at different combinations of «
and N¢. The results of Lemma [/ show that for a fixed N, @y and @4 are increasing
functions of a. Subsequently, from Lemma(g] for a fixed c, ®¢; and @4 are decreasing
functions of N¢. In Fig. we plot m as a function of « for various N¢ at 25
dB and observe that, for No = 1 and o = 0.9003, the average probability of error of
Alice-to-Charlie link is 9.79 x 10~3. However, to obtain the same error performance at

larger , i.e., « = 0.9733, we must use Ng = 4.

Based on the above discussion, in the next section, we propose a variant of EB
algorithm, where we bound the interference from the direct link by Apr N, and obtain

{€;,7n;} and the minimum N, such that the error performance is close to P, qpproz-

4.5.1 Delay Tolerant Energy Backtracking (DT-EB) Algorithm

In the Delay Tolerant Energy Backtracking (DT-EB) algorithm, we obtain the opti-

mal energy levels at Alice and Charlie, such that the energy level on the direct link is
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Figure 4.14: Performance of DT NC-FFFD when energy levels are computed using DT-EB al-
gorithm for M = 2.

bounded by Apr/V,. To facilitate this, we use the EB algorithm with two variations,
i) we set « = 1 — AprN,, instead of & = 1 — 57, ii) the effective SNR to compute

Ia Ty EM is (No + ADT]\/vo>71-

We now demonstrate the performance of DT NC-FFFD scheme. For all simula-
tion purposes, we assume Agp = 1072, and Apr = 107, in addition to simulation
parameters considered in the previous sections. Further, the effective SNR at Bob, de-
noted by SNR., is given by SNR.¢ (dB) = SNR (dB) — log (1 + Apr). In Fig.
and Fig. .15 we plot the error performance of DT NC-FFFD scheme as a function
of SNR. for M = 2 and M = 4, respectively, when Np = 2,4,8,16. From these
plots, we show that the error performance of DT NC-FFFD improves as a function of
SNR.¢. However, to achieve this performance Charlie must use more receive-antennas

as compared to its NC-FFFD counterpart.

In Fig. we plot the optimal receive-antennas at Charlie, denoted by NN, flasa
function of SNR for various combinations of M and Npg, and observe that since « is
a function of N,, the number of receive-antennas required by Charlie is an increasing
function of SNR. Further, it is clear from the plot that we need to mount more receive-
antennas at Charlie for DT NC-FFFD scheme as compared to NC-FFFD scheme. Fur-
thermore, we also plot the error performances of NC-FFFD and DT NC-FFFD schemes
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Figure 4.15: Performance of DT NC-FFFD when energy levels are computed using DT-EB al-
gorithm for M = 4.
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Figure 4.16: Né as a function of SNR for M = 2 and M = 4.
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Figure 4.17: DT NC-FFFD scheme, when nT" = 0 and nT" = T for M = 2, Np = 8§,
ARrg = 1072, and Apt = 10~ L.

in Fig for the case when nT" = 0 and nT" = T, when M = 2 and Ng = 8. From
the plots, we find that, when n’T" = 0, the error performance of NC-FFFD and DT NC-
FFFD exactly overlaps. However, when nT" = T, the error-rates of DT NC-FFFD are
better than the error-rates of NC-FFFD scheme. We also notice a marginal degradation
in the performance of DT NC-FFFD when n’T" = 71" compared to n7" = 0 due to lower

effective SINR in the former case.

4.6 Covertness Analysis of NC-FFFD Relaying Scheme

When communicating in the presence of a reactive jamming adversary, it becomes im-
perative that the communication is covert. In the context of this chapter, covertness is
the ability of Alice and Charlie to communicate without getting detected by Dave’s ED
or CD. Henceforth, we discuss Dave’s capability to detect the proposed countermea-

sures by focusing on the communication over f4p.
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4.6.1 Energy Detector (ED)

After executing the jamming attack, Dave collects a frame of L symbols on f4p5 and
computes their average energy. A countermeasure is detected when the difference be-
tween the computed average energy (after the jamming attack) and the average energy
(before the jamming attack) is greater than the tolerance limit 7gp, where 7gp > Ois a

small number of Dave’s choice.

When no countermeasure is implemented, Dave receives symbols from Alice on
fap. Since Dave has single receive-antenna, the [th symbol received by Dave on f4p
is,rp; = hapyr;+npy, 1 =1,--- L, where, hap; ~ CN (0, 1) is the fading channel
on the /" symbol on Alice-to-Dave link, np; ~ CA <0, NO) is the effective AWGN
at Dave, such that N, = N, + 0%, Where 0%, is the variance of the residual SI at
Dave and N, is the variance of the AWGN at Dave. Further, the scalar z; € {0,1} is
the [** symbol transmitted by Alice. Due to uncoded communication over fast-fading
channel, rp is statistically independent over [. The average energy received by Dave
on fup corresponding to rpy, I € {1,---,L} is given by, Ep ¢,,, where Ep ¢, =
% Zle ‘TDJ’Q. Since h4p,; and the AWGN np; are Random Variables (RV), Ep ¢, ,
is also a RV. Using weak law of large numbers, %EZL: LT pi|* = Eap in probability,
where, 45 = N, +0.5 denotes the expected energy of rp; on f4p, before the jamming
attack. Since low-latency messages typically have short packet-length, Dave cannot
collect a large number of observation samples. Therefore, L is generally small, and with
probability 1, Ep ¢,, # Eap. If Ho and H; denote the hypothesis of no countermeasure
and countermeasure, respectively, then, given H, is true, false-alarm is an event when
Ep ¢, deviates from €45 by an amount greater than 7yp. We now formally define the

probability of false-alarm.

Definition 3. For any Tgp > 0, the probability of false-alarm denoted by, P4 is given

as, Pr(lED,fAB — 5A3| > TED| Ho)

[*" symbol on f4p without any countermeasure, then the RV

If u; denotes the energy of
corresponding to the average energy of L symbols is denoted by, U, = % Zle u;. In

order to compute P4, first we compute the distribution of {/, in the next theorem.

Theorem 10. Given H, is true, ifNO << 1, then the PDF of Uy, i.e., py,(s) is

(%)L Yo (?) % ¢ > 0. [35 Theorem 5]
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From Deﬁnition Prs=Pr (EDJAB > (C/‘AB -+ TED) +Pr (EDyfAB < gAB — TED)-
Therefore, using the PDF of ¢/, from Theorem the closed-form expression of P4

is given by

1 & (I, L(€ap + D)) | v (I, L(Eap — TED))
P““LZ%( R

When using NC-FFFD relaying scheme, at the [ symbol instant, Alice and Charlie
synchronously transmit dummy OOK bit b; € {0, 1} with energies o and 1 — v, respec-
tively, on f4p5, where 0, is the least significant bit of the pre-shared Gold sequence. The
baseband symbol received at Dave is, rp; = hapv/ab+hepi/1 — abj+np,, where,
for [ symbol, hap; ~ CN (0,1) and hep, ~ CN (0, (1 + 9)) are Rayleigh fading
channels for Alice-to-Dave and Charlie-to-Dave links, respectively. Since the location
of Dave can be arbitrary, the variances of Alice-to-Dave and Charlie-to-Dave links are
not identical. Thus, O captures the relative difference in the variance. If F gf}AB denotes
the average energy received at Dave, when Alice and Charlie use NC-FFFD scheme,
then due to change in the signal model, E;’; = # Ep,,. Along the similar lines
of Pr4, we now formally define the probability of detection at Dave when NC-FFFD

scheme is implemented.

Definition 4. If P, denotes the probability of detection at Dave when H, true, then for

any Tgp > 0, Pp = Pr(’EEI;AB EAB{ > TED‘ 7-[1).

Further, if v; denotes the energy of [ received symbol when using the countermea-
sure, then )y, denotes the average energy of L symbols, where, V; = % Zle v;. We

provide the closed-form expression of PDF of v; and V;, in the next theorem.
Theorem 11. When NO << 1 and H, is true, the PDF of Vy, i.e., py, (<), is given by
INE s (I () e hog
— R 4.24
() Z(J RO 429
where ¢ > 0and A = a+ (1 —a)(1 + 0).
Proof. When H; is true, the received symbol at Dave on f4p is given as, rp; =

hapivab + hepiv/1 —ab + npy. Thus, using rp;, the PDF of v, is given as,
1
pu (§) = 3 <Fe Mo 4+ L e No+A), where A = a + (1 — a)(1 + 9). Comput-

No+A
o

ing V), requires us to sum L independent v; random variables each scaled by L, 1i.e.,
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sum of L independent v,, /M random variables. Therefore,

© =2 (me ¥+ Lewix) v L (10 + Lot
v = — —¢€ o — e o ~ — —€ 5
Duy/L(S 2 \ N, N,+ A 2 ¢ A

where, the approximation is because N, << 1. The pdf of V;, is equivalent to com-
puting L-fold convolution (xL) of p,, 1 (<). For simplification, we use the properties of
Laplace transform (.Z[]) and inverse Laplace transform (. ~![-]) to compute the pdf of

Vi, as

() = (uele) " = 27 (£ )] =2 [(i) [1 TG LA f/ffjm] ] |

L
Using binomial expansion we expand [1 + %] and substitute in above to obtain

@.29). 0

Overall, from Definition {] the probability of detection at Dave is given as, Pp =

Pr (ng}AB > Eap + Tep) +Pr (ng}w < €ap — ep). Thus, the probability of miss-

detection, P,,p is given by 1 — P . From the result of Theorem

B 1 /L F(l,£(5A3+TED)) ’Y(Z,L(SAB—TED))
PMD_1—2—L§<Z> A 0 - A 0 . (4.25)

Ideally, a low P4 and a high P allows Dave to detect a countermeasure. However,
the legitimate nodes would like to drive the sum P4 + Py, p close to 1 for any value

OfTED.

Remark 2. If 0 = 0 in £.23), then Ppa + Pryp = 1, for all a € (0,1) and arbitrary
M and TEp.

Although, the above result theoretically guarantees Pr4 + Pjy/p = 1 for specific
value of 0, Fig. shows the simulation results for 0 = 0.1 and 0 = 0.4. Since Alice
and Charlie transmit 0;, with energy « and 1 — «, respectively, the communication on
fap is independent of {¢;,7n;{j = 1,---, M} and only depends on the value of a. In
the previous sections, we have computed the values of « using TLGD algorithm, EB
algorithm, and DT-EB algorithm. Therefore, in Fig. we plot the sum Ppys +Pyp
at Dave as a function of L, when the optimal value of « is computed using TLGD, EB,

and DT-EB algorithm. For SNR = 25 dB, Np = 8§, and Apt = 0.1, we observe that the
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Figure 4.18: Pr4+Parp as afunction of L and O at 25 dB (including the residual SI), Np = 8,
and ADT =0.1.

sum Py + Pjyp =~ 1, despite a large number of samples at Dave. These simulation
results indicate that the ED at Dave is oblivious to the countermeasures implemented

by Alice and Charlie.

4.6.2 Correlation Detector (CD)

In order to prevent Alice and Charlie from using repetitive coding across the frequen-
cies [34] and [35], Dave deploys a CD to capture the correlation between the sym-
bols on the jammed frequency and other frequencies in the network. Amongst several
methods to estimate the correlation, Dave uses a CD that estimates the correlation in
terms of Mutual Information (MI) to capture both, linear as well as non-linear corre-
lation between the samples. However, estimating MI requires estimating the underly-
ing marginal and joint PDFs, which is hard in general. Therefore, Dave needs a non-
parametric method of MI estimation that does not require him to know the underlying
joint and marginal PDFs. KSG estimators [119]] based on k-nearest neighbours (k-NN)
are well known for non-parametric MI estimation for their ease of implementation.
Thus, Dave uses a KSG estimator to detect the proposed countermeasures. Since the
information symbols on the frequency bands other than f-p are implicitly independent
of symbols on f4p, we only focus on estimating the correlation between the symbols
on fap and fop as fop is the helper’s frequency band. In the context of this chapter,

Dave estimates the MI between the energies of the samples on f45 and fcop.

We will first show the effect of transmitting dummy OOK bit b € {0,1} on fag,
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Figure 4.19: Scatter-plots representing the energy pairs received at Dave for SNR = 25 dB,
Np = 8, L = 50, when (a) Dave is not jamming. (b)Alice and Charlie use repet-
itive coding across fap and fop. (c) Alice and Charlie cooperatively use Gold-
sequence. (d) MI before jamming and after using NC-FFFD with Gold-sequence
and with Repetitive coding as a function of L at SNR =25dB, k = 2, and Np = 8.
(e) Pp,cp when NC-FFFD is implemented with repetitive coding and with Gold-
sequence, for L = 150 at 25 dB, N = 8, and k = 2.

from the pre-shared Gold sequence. When no countermeasure is used, and Alice and
Charlie transmit independent symbols on f4p and fc g, respectively, the energy scatter-
plot is as shown in Fig. f.19] (a). If Alice and Charlie use repetitive coding across
the frequencies, the energy samples are clustered only around few centres as shown in
Figd.19] (b). Further, when Alice and Charlie cooperatively use Gold-sequence bits,
the scatter-plot is as shown in Fig. B.19) (c). It can be observed that the scatter-plot
in Fig 4.19| (a) and Fig [4.19] (¢) are more randomised as compared to Fig. .19 (b).
This suggests that, when Alice and Charlie transmits bits from a Gold-sequence based
scrambler on f4p, the observations at Dave are similar to when they were transmitting

independent symbols.

To formally measure the correlation, let U and V' denote the RVs corresponding
to the energy of samples on fap and fcp, respectively. Before the jamming attack,
since Alice and Charlie transmit independent symbols, the MI estimate denoted by,

I(U, V), should be zero. However, due to small number of samples, i.e., L, I(U, V) is
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a small non-zero value which approaches zero as the number of samples increases. In
Fig. (d), for 25 dB, N = 8, and k = 2, we plot the estimated MI at Dave, before
the jamming attack, and after implementing NC-FFFD scheme with repetitive coding
and Gold-sequence. We use 10 iterations for each value of L to compute I (U,V)
before the jamming attack because Dave wants to have a good estimate of MI. However,
after the jamming attack, Dave cannot use multiple iterations for estimating [ (U, V) for
a given L. From Fig. (d), it is clear that the estimated MI for NC-FFFD is high
and an increasing function of L when repetitive coding is used. In contrast, when Gold-
sequence is used, the estimated MI oscillates near the MI estimate before the jamming

attack.

If 7cp denotes the resolution of Dave’s CD, then probability of detection denoted
by, Ppcp is given as, Ppcp = Pr (‘E [fJ(U7 V)} — I:CJ(U, V)) > Tcp 7-[1), where,
E [1: (U, V)] denotes the long term estimate of MI before the jamming attack and

fCJ(U, V') denotes the estimate of MI after implementing NC-FFFD with pre-shared
Gold-sequence bits. In Fig. (e), we plot Ppcp at SNR =25 dB, Np = 8§, and
L = 150 samples, where the optimal value of « is computed using the EB algorithm.
Since 7¢p determines the accuracy of the CD, we assume 0 < 7cp < 0.20, because
a very large resolution results in poor detection. When NC-FFFD is implemented and
Alice uses repetitive coding, Pp cp is close to 1 for the given range of 7¢p. However,
when NC-FFFD is implemented using Gold-sequence bits b, Pp ¢p reduces as a func-
tion of 7cp. Thus, when Alice and Charlie use Gold-sequence bits to transmit on f4p,
the probability of detecting the countermeasure at Dave is small, as the symbols on f4p

and fop are independent by design.

4.7 Chapter Summary

This chapter envisaged a strong FD adversary who injects jamming energy on the low-
latency messages of the victim in a fast-fading environment. Unlike the reactive ad-
versaries in the literature, the adversary in this chapter uses an energy detector and
a correlation detector to prevent the use of any pre-existing countermeasures. Against
this threat model, we have proposed NC-FFFD relaying scheme, where the victim seeks

help from a helper to fast-forward its symbols to the base station. Based on the helper’s
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data-rate we have derived analytical results on the joint error performance, and then
have proposed a family of algorithms to compute the near-optimal energy levels at the
victim and the helper nodes. Further, it was also shown that, with high probability, the
proposed scheme successfully engages the reactive adversary to the jammed frequency.
Overall, this is the first work of its kind to address security threats from a reactive ad-

versary in a fast-fading environment.
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CHAPTER 5

Delay-Aware Full-Duplex Relaying Scheme Against

Reactive Jammers

5.1 Introduction

In the countermeasures proposed in Chapter [3| and [4] it is assumed that the process-
ing delay at the helper in forwarding the victim’s symbols is negligible. Thus, the
victim’s symbols and the multiplexed symbols from the helper reach the destination
during the same time slot. However, when using practical FD radios, the forwarding
process may not be instantaneous, and the processing delay at the helper can be of the
order of several symbol durations. In such cases, the symbols on the two links reach
the destination during different time slots, thereby yieliding a signal model different
from that of Chapter [3] and [, Moreover, if the helper decides to use multiple receive-
antennas to improve the diversity order, the processing delay further increases due to
additional delay contributed by the self-interfernce cancellation (SIC) blocks of the FD
radios [[120]. Thus, using practical FD radios to combat reactive adversaries has the fol-
lowing three consequences: (i) The existing analysis of Chapter [3| and 4] does not hold
as the symbols on the Victim-to-Destination and the Helper-to-Destination links are ob-
served at the destination in an asynchronous fashion, (ii) Due to the processing delay, a
few multiplexed symbols reach the destination after the deadline, thereby violating the
low-latency constraint, and (iii) The symbols on the victim’s and the helper’s frequen-
cies are uncoordinated in energy, resulting in fluctuations in the average energy level of
both the frequencies, thereby increasing the probability of detection by the energy de-
tector. Thus, these limitations of the existing countermeasures motivate us to design new
countermeasures that consider the helper’s practical limitations in facilitating reliable

and low-latency communication of the victim’s symbols.



5.1.1 Contributions

1. To facilitate reliable communication between the victim and the destination, we
propose a framework wherein the victim seeks assistance from an FD helper to
multiplex-and-forward its symbols to the destination in an asynchronous man-
ner, such that the victim and the helper share the helper’s uplink frequency using
an energy-splitting factor « € (0,1). We first model the processing delay at
the helper using the parameter © which is a function of the number of receive-
antennas at the helper and then propose a strategy so that the victim and the
helper cooperatively use their bands to reliably communicate and still not get
detected by the adversary. Since this framework incorporates the delay parame-
ter at the helper, we refer to this framework as the Delay-Aware Semi-Coherent
Multiplex-and-Forward (DASC-MF) mitigation scheme. With On-Off Keying
(OOK) at the victim and M —PSK at the helper, we highlight that due to the
processing delay, the symbols received across several time slots at the destination
are correlated. Thus, the decoding complexity of the optimal decoder is O(4M?),
which makes its implementation challenging. We also show that the symbols re-
ceived at the destination from the victim and the helper are still uncoordinated
in energy, thereby, making the proposed countermeasure susceptible to detection
by the adversary. To circumvent these challenges, we propose 3¢ DASC-MF

scheme, which falls under the framework of DASC-MF as a special case. (See

Sec.[5.3)

2. In the 3¢ DASC-MF scheme, we divide the frame structure into three parts, pa-
rameterized by the processing delay, ©, such that, © < %, where L denotes the
number of symbols transmitted in a frame by the victim. The novel idea of this
strategy is to use two energy-splitting factors, « € (0,1) and 5 € (0, 1) at dif-
ferent portions of the frame. Through an appropriate choice of a, we show that
the correlation across the symbols can be minimized thereby ensuring that sym-
bols at different time slots can be independently decoded and also show improved
energy coordination when compared to the vanilla DASC-MF scheme. For this
strategy, we provide strong analytical results on the error performance, and based
on these results, we provide a near-optimal solution on « and f to the optimiza-

tion problem of minimizing the error-rates. We also show that 3¢ DASC-MF is
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less complex than DASC-MF, and a majority of the symbols transmitted during
3¢ DASC-MF scheme are coordinated in energy. (See Sec. |5.4)

3. When © > é we propose a new countermeasure, referred to as the semi-coherent
multiple access channel (SC-MAC) scheme. As a salient feature of this scheme,
the helper does not decode the victim’s symbols, instead, the victim and the helper
transmit their symbols synchronously to the destination on the helper’s frequency
using an energy-splitting factor, € € (0, 1), thereby, eliminating the need of an FD
radio at the helper. For SC-MAC, we first derive a closed-form expression on the
error-rates and then, formulate an optimization problem of finding near-optimal

values on ¢ that minimizes the error-rates at the destination. (See Sec.[5.5))

4. Finally, through various analytical and simulation results, we show that our schemes
are covert when the adversary measures energy on the victim’s and the helper’s

frequencies. (See Sec.[5.6)

5.1.2 Related Work and Novelty

Although, FD radios have been studied from a legitimate user’s view point [[76|101+-
103]] and from an adversarial view point [89-91], [34,35,37,39.40], this work studies
FD radios from both the viewpoints. The main novelty of this work is the use of delay-

aware FD radios, which has not been addressed in the literature hitherto.

5.2 System Model

We consider a network model, where all the uplink frequencies to the destination are
occupied by the legitimate nodes of the network. As a result, there are no vacant fre-
quencies in the network. Let Alice and Charlie be two legitimate nodes of the network
who communicate with the destination, Bob using orthogonal frequencies. Alice is a
single-antenna transmitter which uses a frequency band centred around f, 5 to commu-
nicate her low data-rate symbols with strict low-latency constraints (e.g., PUCCH in
5G [104]) to Bob. In contrast, Charlie uses a frequency band centred around fop to
communicate his symbols to Bob. A salient feature of Charlie is that he is equipped

with a full-duplex (FD) radio with N¢ receive-antennas and a single transmit-antenna,
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Figure 5.1: A network model depicting legitimate nodes, Alice and Charlie, and the reactive
adversary, Dave.

thus, enabling him to implement FD communication on fcg. Further, Charlie transmits
symbols with arbitrary data-rate and relaxed latency constraints. An instantiation of the
network is as shown in Fig. @ In this network, we also assume the presence of a
jammer, Dave. Unlike traditional jammers, Dave is an FD reactive jammer who intends
to jam Alice’s uplink symbols on f4p [16]] and monitors all the frequencies (including
fap) for possible countermeasures by the legitimate nodes. In context of this chapter,
Dave uses an energy detector (ED) to measure the average energy level of all the fre-
quencies in the network before and after jamming. Thus, if ED measures a significant
fluctuation in the average energy level on any band, it raises the flag. This in turn forbids
Alice from using traditional mitigation techniques, such as FH. Subsequently, a raised
flag by ED compels Dave to jam other frequencies, thereby degrading the network’s
performance. Thus, in the next section, we propose a framework wherein Charlie as-
sists Alice to reliably communicate her messages to Bob without getting detected by

ED on any frequency band.

5.3 Delay-Aware Semi-Coherent Multiplex-and-Forward
Relaying Scheme

As shown in Fig. let Alice has a frame of L symbols to communicate with Bob
within 7" seconds from the generation of the first symbol, where 7' = L/W, such that

W is the bandwidth of communication. Since f4p is jammed by Dave, Alice seeks
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Figure 5.2: System model for DASC-MF scheme, where Charlie takes © symbols to multiplex-
and-forward Alice’s symbols to Bob.

help from Charlie. As part of the protocol, Alice broadcasts her symbols on fcp. Then,
Charlie, uses his FD radio to forward Alice’s symbols to Bob on f-p. Since Charlie
is a legitimate node in the network, he also has symbols to communicate with Bob.
Therefore, he decodes Alice’s symbols, multiplexes her symbols to his symbols, and
forwards them to Bob. However, the time taken by Charlie for this process depends
on his receiver architecture. In particular, this delay is directly proportional to the time
taken by him to cancel his self-interference (SI), which in turn is directly proportional
to the number of receiving antennas, N¢. Therefore, we assume that Charlie requires a
time duration equivalent to that of © symbols to decode, multiplex, and forward Alice’s
symbols, where © is governed by the SIC architecture of Charlie. The top two frames
in Fig. show the symbols transmitted simultaneously by Alice and Charlie on fcp.
The received symbols at Bob, denoted by r ,, are captured by the bottom frame, where
n denotes the time slot index for communication. Further, x,, denotes Alice’s symbol,
and y,, for1 <n < O©andt,, for©® +1 < n < L+ O denote the unmultiplexed and
multiplexed symbols transmitted by Charlie, respectively. Due to delay of © symbols,
rBy is a function of z,, and y,, for 1 < n < ©. In addition, rp, is a function of
Tn_@, Tn, and y,, for © + 1 < n < L. Note that, since the multiplexed symbols, ¢,,
for L +1 < n < L + © are received after the deadline of T seconds, Bob cannot
use these symbols for decoding Alice’s symbols due to latency constraints. Therefore,
Bob only uses the first L symbols received on fop after implementing the proposed

countermeasure to jointly decode Alice’s and Charlie’s symbolsE]

'During implementation, Charlie may decide not to multiplex after the L-th time slot since Alice’s
symbols are no longer used for decoding from r g ,, forn > L
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Figure 5.3: Illustration of symbol transmission in DASC-MF scheme.

Although the above scheme ensures that Alice’s symbols reach Bob within the dead-
line, Dave observes a significant drop in the energy level on f4p, provided Alice uses
her entire energy to communicate on fop. Therefore, to avoid getting detected by
Dave, Alice and Charlie use 1 — o and « fractions of their energies, respectively, to
communicate their messages on fop, where a € (0, 1) is the design parameter un-
der consideration. Subsequently, Alice and Charlie also use o and 1 — « fractions of
their energies, respectively, to cooperatively transmit dummy OOK symbols on f45.
The dummy OOK symbols are sampled from a pre-shared Gold sequence, thus, en-
suring that the average energy level on f4p is the same as it was before implementing
the countermeasure. We highlight that the use of dummy OOK symbols also ensures
that the symbols on f4p and fop are uncorrelated. Fig. illustrates the transmission

strategy by Alice and Charlie on both f45 and fop.

Due to low-latency constraints, Alice avoids the use of pilots for assisting chan-
nel estimation on fop, as a result, the communication on the links Alice-to-Charlie
and Alice-to-Bob are inherently non-coherent. Further, since Alice has low data-rate
symbols, she uses OOK signalling scheme. In contrast, since fop is not under attack,
Charlie uses a coherent signalling scheme. In particular, Charlie uses M —ary PSK to
communicate with Bob. As a result, the proposed scheme is a combination of coherent
and non-coherent communication under a multiple access channel setup. Further, since
this scheme takes into account the delay in processing Alice’s symbols at Charlie, we
refer to the proposed scheme as Delay-Aware Semi-Coherent Multiplex-and-Forward

(DASC-MF) scheme.

In the next section, we discuss the signal model of DASC-MF scheme on fop. A

detailed description of communication on f4p and the analysis on the energy detectors

will be discussed in Sec.
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5.3.1 Signal Model

In the DASC-MF scheme, Alice transmits x,, € {0, 1} scaled by v/1 — a throughout
the entire frame. Since Charlie is equipped with an FD radio with N receive-antennas,

the N¢ x 1 received vector at Charlie is given by
'cn =V 1— OéhAC’,nxn + hCC,n + Wen, 1<n< L, (5.1)

where hac,, ~ CN (On,,0%cIn.) and heey, ~ CN (On,, A2Ty, ) are the No x 1
vectors of fading channel coefficients of Alice-to-Charlie’s link, residual SI of Charlie’s
FD radio, respectively, such that such that Oy, is the N¢ x 1 vector of zeros and I,
is the No x N Identity matrix. Further, wg,, ~ CN (On., N,In.) is the Additive
White Gaussian Noise (AWGN) vector at Charlie. Further, A € [0, 1] denotes the level
of residual SI after the active and passive cancellations at Charlie. Finally, N, = SNR'!

is the variance of each element of the AWGN vector.

Charlie first uses non-coherent energy detection to decode z,, as ,, using the re-
ceived vector, rc,, and then multiplexes the decoded symbol, Z,, to his symbol. How-
ever, due to the use of multiple receive-antennas, Charlie introduces a delay equivalent
to © symbols to decode and multiplex z,, to his current symbol after SIC. Therefore, a
symbol received at Charlie from Alice during the n'* time slot is multiplexed and for-
warded to Bob during the (n+ ©)™ time slot. As aresult, forall 1 <n < ©,ify, € S¢
denotes the original PSK symbol of Charlie to be transmitted at n‘" time slot, such that
Sc = {ea@ V| m =0,..., M — 1}, Charlie transmits /vy, Subsequently, for all

n > © + 1, Charlie transmits the multiplexed symbol, ¢,,, such that

Yn, ifz, ¢ =0, (5.2a)
t, = B
Vaetiy,, ifi, e = 1. (5.2b)

With this transmission strategy, Bob observes a multiple access channel on fop
from Alice and Charlie. We note that Alice’s symbol transmitted during the n'" time
slot is observed at Bob during n'" time symbol on Alice-to-Bob link on 7, and is again
observed as multiplexed symbol from Charlie at (n + ©)™ time symbol on Charlie-to-

Bob link on 75 e, thus, introducing correlation between 75, and rp 0. Overall,
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the received symbol at Bob during n'" time slot is given as

{ V1-— OJLAB,n:L‘n + \/ahC'B,nyn + WpBn, if 1 <n< @, (533)
Bn =
vV 1— ahAB,nxn + hCB,ntn + WBRBn, if © +1 S n S L, (53b)

where hap,, ~ CN(0,0%) and hep,, ~ CN(0,02 ;) are the channel coefficients of
Alice-to-Bob and Charlie-to-Bob links, respectively. Further, wg,, ~ CN(0,N,) is
the AWGN at Bob during the n*" time slot. For the decoding process, we assume that
Bob has the knowledge of h¢p,,. Further, since Charlie is in the vicinity of Alice, we
assume 0%, > 0%p, thus achieving a higher SNR on Alice-to-Charlie link as com-
pared to Alice-to-Bob link. We also assume that all channels and noise realizations are

statistically independent. Finally, for error analysis in the rest of the chapter, we use

2 2
o4 = 0o = L.

5.3.2 Error Analysis at Bob

Since Charlie decodes and multiplexes Alice’s symbols to Bob, in this section, we first
characterise the error introduced by Charlie in decoding Alice’s symbols. We then

compute the joint error-rates at Bob in decoding Alice’s and Charlie’s symbols.

Based on (5.1)), the maximum likelihood (ML) decoder for detection of Alice’s sym-

bols at Charlie is

H
rC,anﬂ

&, = arg max g (ro,|x, =) = arg min N¢ In(7Q;) +

54
i€{0,1} i€{0,1} Q 5D

where g (r¢,,|x,) is the probability density function (PDF) of r¢,, conditioned on z,,

and Q; = o4 (1—a)i+ )\@ + N,. Based on (5.4)), the threshold for energy detection

Qo

Ql>' Finally, using 7, it is straightforward to prove

is given by 7 = Npga-1In (
the next theorem that presents the probability of error at Charlie in decoding Alice’s

symbols.

Theorem 12. If O ; denotes the probability of decoding symbol i as i, for i,i = {0, 1},

v(Nevgr
Cll’ld(bl() = <F(CTQ)1

r(No, &
then &y = u

TTNo) , where T'(-,-) and ~(-,-) denote the lower

and upper incomplete gamma functions, respectively, and I'(-) denotes the complete

gamma function.
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From Theorem 12} we immediately observe the following two remarks.

Remark 3. The terms ®q; and ¢ are increasing functions of o for a given No, SN R,

and ).

Remark 4. The terms ®y; and ©1y are decreasing functions of N¢, for a given o, SN R,

and M.

Based on (5.34) and (5.3b)), the joint maximum a posteriori (MAP) decoder for
DASC-MF scheme is

Z7j7 k) l= argmax gp (rBJu TB,n—@|xn - ia Tpn—6 = j7 Yn

1,05R,

_ o)
Yo = D pop hCB,nf@)y (5.5)

where i,j € {0,1}, k,l € {0, M — 1} and g¢g(.) is the joint PDF of 5, and r5,,_¢
conditioned on x,, and y,, for 1 <n < O and x,,, T,,_o, Yn_e, and y,, forO +1 < n <
L.

Towards decoding Alice’s and Charlie’s symbols, the implementation of the decoder
in (5.3) is complex due to the correlation between the symbols received © symbols
apart. In particular, the complexity of the proposed decoder is O(4M?) as Bob has to
jointly decode two OOK and two PSK symbols. Further, we note that, at any instant
the symbols transmitted by Alice and Charlie are uncoordinated in their energies. For
instance, when Alice transmits bit-0, Alice and Charlie contribute zero and « energies,
respectively. Thus, the resultant sum energy on fop is a. As a result, Dave’s ED that
is monitoring f-p may observe a dip in the average energy level on fop. Therefore, to
circumvent the above problems, in the next section, we propose a variation of DASC-
MF scheme, such that the new scheme is amenable to lower-decoding complexity at
Bob. Further, the new scheme also ensures that despite uncoordinated transmission
from Alice and Charlie, the duration for which Dave’s ED observes a dip in the average

energy level on f-p is small as compared to its previous counterpart.
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5.4 3¢ Delay-Tolerant Semi-Coherent Multiplex-and-

Forward Relaying Scheme

From the discussions in the previous section, we note that Alice’s information symbol,
Tn, 1 < n < L — O is observed twice at Bob during the interval of 7" seconds: once
during the time slot 1 < n < L—© on the Alice-to-Bob link of the MAC and again after
© symbols as t,,, for ©+1 < n < L on the Charlie-to-Bob link of the MAC. Therefore,
if Bob discards Alice’s symbols on Alice-to-Bob link of the MAC for 1 <n < L —©
and treat these symbols as interference, he can still recover these symbols using the
multiplexed symbols ¢,,, © + 1 < n < L. Furthermore, if the interference caused from
Alice’s symbols on the time slots 1 < n < L — O are somehow suppressed, then the
correlation between r ,, and 75 1o can be minimized, thereby ensuring that Charlie’s
symbols on 75 ,, are decoded independent of Charlie’s multiplexed symbols on the other
time slots. Subsequently this would facilitate reduced decoding complexity at Bob. To
facilitate interference suppression, we propose a method of choosing « for the time slots
1 <n < L — 6, such that Charlie would continue to reliably recover Alice’s symbols
for multiplexing process. We note that, since the Alice-to-Bob link of the MAC is non-
coherent, Alice contributes 1 — « and zero energies on this link for z,, = 1 and x,, = 0,
respectively. As a result, the variance of the effective noise at Bob is utmost N, + 1 — «
and N, for x,, = 1 and z,, = 0, respectively. Since N, + 1 — « is a decreasing function
of «, if we increase « close to 1, we can suppress the interference on Alice-to-Bob link
of the MAC, when x,, = 1 is sent from Alice. In particular, if 1 — o = AN,, such that
0 < A < 1, where A is the design parameter, then, N, + 1 — a = N, (1 + A) = N,.
However, we must note that, when « is close to 1, Charlie requires a large N to reliably
decode Alice’s symbols (Remark [3). Therefore, if we indefinitely reduce A to a very
small value to increase « close to 1, N¢ increases which in turn increases the latency
at Charlie. Thus, in our proposed scheme, interference suppression at Bob comes at a

cost of large N¢.

From the above discussion, the transmission scheme for the time slots, 1 < n < L at
Alice and Charlie can be divided into three phases. During Phase-I, 1 < n < O, Alice
and Charlie transmit their symbols scaled by 1 — « and « fractions of their energies,

respectively. Subsequently, during Phase-II, © + 1 < n < L — O, Alice continues to
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transmit her symbols scaled by 1 — « fraction of her energy, however, Charlie scales the
multiplexed symbol by « fraction of his energy as given in (5.2a) - (5.2b). Further, due
to processing delay of © symbols at Charlie, the multiplexed symbols corresponding to
Tn, L —© +1 < n < L, reach Bob after the deadline i.e., after 7" seconds. Therefore,
these symbols cannot be decoded using the multiplexed symbols and instead must be
decoded using the symbols on Alice-to-Bob link of the MAC. Thus, for L—O+1 < n <
L, Bob must jointly decode three symbols, i.e., Alice’s current symbol, x,,, Charlie’s
current symbol, y,,, and multiplexed Alice’s symbol, z,_g. Since these symbols are
transmitted via combination of coherent and non-coherent modulation schemes, Bob
needs distinguishable energy levels for detection when z,, = 0 and x,, = 1 is sent. As
a consequence, for L — © +1 < n < L, we cannot use « = 1 — AN, and instead
use a different energy-splitting factor, 8 € (0, 1). Therefore, we refer to the time slots
L — 0+ 1 < n < L as Phase-III, wherein, Alice and Charlie transmit their symbols
scaled by 1 — 5 and f fraction of their energies, respectively. Here, Charlie only rotates
his PSK symbol by e'37 when he decodes symbol 1 from Alice. It is evident from the
discussions that the maximum delay tolerated by the proposed 3¢p DASC-MF scheme
is £, i.e.,, © < L. This is because, for © > £, only a fraction of Alice’s symbols
are recoverable using Charlie’s multiplexed symbols and a majority of the multiplexed

symbols are received after the deadline, thus, violating the deadline constraint.

Overall, the symbols received at Bob during each phase are tabulated in Table [5.1]
Further, in Fig. the top two frames depict the symbols transmitted by Alice and
Charlie when using the 3¢ DASC-MF scheme. The bottom frame depicts the corre-
sponding symbols received at Bob during each phase. Furthermore, assuming Char-
lie transmits symbols using 4—PSK signalling, the constellation diagrams jointly con-

tributed by Alice and Charlie during each phase at Bob are shown in Fig.[5.5/ [5.61 [5.7]

From the above discussions, it is clear that, the decoding complexities during Phase-
I, Phase-II and Phase-III are O(M), O(2M), and O(4M), respectively. Hence, unlike
DASC-MF scheme, the worst-case complexity of 3¢ DASC-MF is linear in M. Further,
since ais close to 1, for 1 < n < L — O, the energy level on fop is solely controlled
by Charlie and only the last © symbols out of the L symbols received at Bob are unco-
ordinated in energy. In particular, in 3¢) DASC-MF scheme, £ fraction of symbols are

uncoordinated in energy, whereas, in traditional DASC-MF scheme, the entire frame of
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Charlie’s Tx frame after multiplexing Alice’s symbols

Frame Rx at Bob on fcp

rB1 oo rB.o rB.ot1 oo oo oo TB, olrs.L_e11 o e rB.L

PHASE-I PHASE-II PHASE-III
Figure 5.4: Frame model for the 3¢) DASC-MF scheme.

Table 5.1: SYMBOLS TRANSMITTED IN EACH PHASE

Alice-to-Bob link Charlie-to-Bob link
Phase-I V1 —ax, Vay,
Yn if 2,_o =0,
V ]_ - axn tn - us
Phase-II { \/aeLﬁyn if Z,_0 = 1.
n if 2,,_¢ =0,
V 1 - 51'71 Sp = \/By T °
Phase-II1 VBery, if i, ¢ = 1.

L symbols are uncoordinated in energy. Hence, 3¢ DASC-MF scheme helps reduce the
decoding complexity and reduce the fraction of symbols over which the energy is unco-
ordinated. Towards characterising the error performance of the 3¢ DASC-MF scheme,
if P, 34 denotes the average probability of error across all the three phases, then

() (L —20)

Pe,3¢ - _PI,avg + I

C)
7 Pr1.avg + = Pri1,a0g (5.6)

L

where P 4, denotes the average probability of error in decoding v,,, 1 < n < O,
during Phase-1, P 4,4, denotes the average probability of error in jointly decoding y;,
and z,_0, © +1 < n < L — O, during Phase-II, and Pj;; 4., denotes the average
probability of error in jointly decoding ., ¥, Tpn_o, L — © +1 < n < L, during
Phase-III. All the error terms in (5.6) are averaged over h¢ Bn» 1 < n < L. Note
that, here, Pr .4 1s a function of «, Py 4.4 1s a function of N¢ and «, and Py g4 18 @
function of N¢ and . Since a = 1 — AN, is fixed for a given choice of A and SNR, the

parameters of interest are N and 3. Therefore, in (5.7) we formulate an optimization

problem to compute the optimal values of N and /3 for a given L, A and SNR.
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Ng&, p* = arg}r\?i% P.3s; st:Ne>1,0<p<1. (5.7
C>

In the subsequent sections, we discuss the signal model for all the three phases in detail

and compute P qi9, P11 avg, and Prr1 g4, SO as to obtain P, 34.

5.4.1 Signal Model and Error Analysis of Phase-I

During Phase-I, Bob receives the first © symbols of Alice on Alice-to-Bob link of the
MAC scaled by the factor v/1 — o and the unmultiplexed symbols of Charlie scaled
by the factor /« on Charlie-to-Bob link of the MAC. However, according to the pro-
tocol of 3¢ DASC-MF scheme, Bob treats the incoming symbols from Alice on the
Alice-to-Bob link of the MAC as interference. Thus, the n'" baseband symbol re-
ceived at Bob during Phase-I is given as rp, = hCBm\/ayn + wpn, forl <n <O,
where wp, = V1—ah ABnTn + Wp, denotes the effective noise at Bob, such that
N,., = N, + 1 — « is its worst case effective variance. Given that « is close to 1,
we assume that wg,, ~ CN (0, N,,). For 4—PSK signalling scheme, the constellation
diagram during Phase-I at Bob is as shown in Fig. [5.5] where m denotes the index of
the PSK symbol transmitted by Charlie. Owing to the Gaussian statistics of wg , and
heBms TBnlynhosn ~ CN (Vahepnin, Noa). Since the symbols received at Bob dur-
ing Phase-I only contains Charlie’s symbols, based on r g ,,, the Maximum A Posteriori

(MAP) decoder for Phase-I is

i = argmax gr (rpaly. = ¢ T hop,) (5.8)
where m € {0,..., M — 1} and g;(-) is the PDF of rp, conditioned on h¢p,, and y,,.
Further, /1 denotes the decoded PSK index. Using (5.8), in the following theorem, we
characterise the average probability of error over all the realizations of h¢p ,, denoted

by Pl,avg-

Theorem 13. At high SNR, a union bound on the probability of error during Phase-I is
|hcB,nldr

approximated as 2() (W)’ where Q)(-) denotes the Q-function. Further, we first

use Chernoff bound to upper bound the error expression and then average it over all
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Figure 5.6: Constellation diagram jointly contributed by Alice and Charlie during Phase-II

the realizations of hcp,y, to obtain Py, such that Py =

4N,
—— % _ [12]
N, +a 1121

5.4.2 Signal Model and Error Analysis of Phase-11

During Phase-II, Alice continues to transmit her OOK symbol, x,,, with 1 — « fraction

of her energy and Charlie transmits the multiplexed symbol ¢,,, which is a function of

Yn and z,,_g. Thus, Bob receives Alice’s symbols on the Alice-to-Bob link of the MAC

and Charlie’s multiplexed symbols on the Charlie-to-Bob link of the MAC. However,

he considers Alice’s symbols as interference and jointly decodes ¥, and z,,_g. The n'"

baseband symbol received during Phase-II at Bob is given as 75, = hcpntn + Wp p,

for© +1 < n < L — O, where ¢, is as given in Table and wp,, is the effective
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noise at Bob. Fig.[5.6|depicts the constellation received at Bob during Phase-II. If Alice
and Charlie choose to transmit z,,_¢ = j and y,, = €' (™1 then the transmit pair
is denoted by (7, m). It can be observed that for 4—PSK used by Charlie, Bob can
receive one out of the 8 symbols. In general, when Charlie uses M —PSK constellation,
Bob receives one out of the 2/ constellation points. Therefore, the distribution of rp ,,

conditioned on z,,_g, Yp, and hep,, 18

( if Tpn—@ = 0 and ffn_@ = Tp—06

CN h nJdmn, NOO{
(hesay ) orr, ¢=1and 2, ¢ # Tp_o, (5.9a)

if Tpn—e — 0 and i’n_@ 7& Tn—©

C/\/'(\/ahcgvne‘ﬁyn, Noo)

L orx,—e=1and T,_¢ = T,—_o. (5.9b)

Using (5.94) — (5.9b), the joint MAP decoder for Phase-II is given by
gy = argmax gry (rpaltn-e = Jj.yn = ¢ hopa) . (5.10)
J,m

where j €{0,1} and me {0, ..., M —1}. Further, g;;(-) is the conditional PDF of 5,
conditioned on z,,_g, y,, and hcp,. Note that due to errors introduced by Charlie in
decoding Alice’s symbols, the distribution of g;;(-) is a Gaussian mixture. In particular,

the distribution of gy, (-) is a convex combination of ¢;; (rpn

Yns hC’B,na Tpn—-0 = i)nf(%)
and g;1 (TB,n|6Lﬁym heBn, Tn—o # in_@), when x,,_¢ = 0 and x,,_e = 1. The distri-

bution of g;;(-) for different realizations of x,,_g is as given in (5.T1).

gir (TB,n‘xnf@ = ja Un, hCB,n) = qungI (TB,TL Yn, hC’B,na Tp—6 = :i'nf(a) +

(I)jjgll (TB7n|eLﬁyn7 hC’B,naxn—@ 7é fn_e) 5 (511)

where j is the complement of j and ®yy = 1 — ®y; and ®;; = 1 — ®yy are the
probabilities of correct detection of bit-0 and bit-1 at Charlie, respectively. Further,
grr (T37n|ebﬁ Yn, heB s Tnoo # in_@) is the conditional PDF of the symbol received
at Bob when Charlie makes an error in decoding Alice’s symbol. Since solving the
error-performance of the joint MAP decoder using the Gaussian mixtures is non-trivial,
we propose an approximation on (5.10), where we only consider the dominant term in
for error computation, for each realization of j. Along the similar lines of [35],

we observe that ®, is dominant over ®y; when z,,_¢ = 0 and ®; is dominant over
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®19, when x,,_¢ = 1. Therefore, we approximate the joint MAP decoder in (5.10) by
a Joint Dominant Decoder (JDD), by retaining the first term in the RHS of (5.11). The

expression of JDD is given as
jin = argmax guy (rpaltn-e = j g = €T hop,) o (5.12)

where j € {0,1} andm € {0,..., M —1}. Further, g;;(-) is an approximation on gy (-)
when considering the first term in the RHS of (5.11). In the next theorem, we derive
a union bound on the probability of error in jointly decoding Alice’s and Charlie’s

symbols during Phase-II.

Theorem 14. At high SNR, the probability of error for Phase-1I, denoted by P, i, is
upper bounded by ®ooP1 11 + Po1Prp + P1iPogr + ®iobs gy, where Py = Pogg
and P;;; = Py = 1 — Pyyp, such that Py =~ Q (%) Further, the mini-

mum Euclidean distance between the constellation points transmitted by Charlie during

Phase-1I is denoted by dy; = \/1 + a — 2y/acos (%)

Proof. Let a transmit pair corresponding to z,,_g and y,, is denoted by (7, m), such that
yn denotes the PSK symbol transmitted by Charlie corresponding to the index m. Let
V(jm)—(j',m) be the event (5, m’) # (j,m), then a pair (j, m) is incorrectly decoded

as (j',m’) if

\v A A éll (TB,n|xn—® = j, Yn = ebﬁ(Qm—H)» hCB,n)
(G,m)=(j’m’") i (TB,n‘xn7® = §/,y, = enr @+, hCB,n)

<1

Therefore, the probabilities of decoding a pair (0,m) as (5, m’) and (1, m) as (5, m’)

at Bob is
Pr ((Oa m) — (jly m,)) = (DOO Pr (V(O,m)ﬁ(j’,m/) < 1|§jn—9 = xn—@) +
Do1 Pr (Viom)m(rm) < Udn—e # Tn-e), (5.13)
Pr ((L m) — (j,7 m,)) = ®y Pr (V(17m)—>(j’7m/) < ]-|§jn—9 = wn—@) +

cI)l(] Pr (V(l,m)%(j’,m’) < 1|£n—@ 7& 'rn—@) . (514)

Combining (5.13) and (5.14)), the probability of error in decoding a transmit pair
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(4, m) as (5, m') is

Pr((j,m) — (j/, m/)) = (Djj Pr (V(j,m)%(j’,m’) S 1|i'n,@ = l’nf@) +

D5 Pr (Vimysrmy < Uin-o # Tn-o) . (5.15)

Therefore, if the overall probability of error in decoding a transmit pair (7, m) is denoted

by Pr ( (j,1m) # (J, m)), then an upper bound on the overall expression is

Pr (G # (jom)) < S5 PG o @) 616

5'=0 m/=0
(j’ﬁm’)#(jvm)
As discussed earlier, Bob receives one out of the 2/ —PSK symbols corresponding to
the M —PSK constellation used by Charlie. Finally, if Pe, 11 denotes the average proba-
bility of error over 2/ symbols, then using (5.13)) - , it is straightforward to com-
pute an upper bound on P, ;7 as P, j; < 2M Z] 0 ZM M Pr (( m) # (7, m)) ~
Qoo Prrr + Po1Pr g + Puilorr + ®iols . Here, we only considered the nearest-
neighbours at high SNR to approximate the upper bound. The pairwise probability
terms in P, ; are depicted in Fig. [5.6, When evaluating the various error terms in
the upper bound, we observe that P ;; = P and Pr;; = Ps;p = 1 — Py, such

that P, ;7 ~ @ (‘hcsj\?‘dn>. Here, dyp = \/1 + a — 2y/acos ( ) denotes the mini-

mum Euclidean distance between the constellation points transmitted by Charlie during

Phase-II. O

Corollary 1. If Pi1 avg = Epp, ,, [Pe.11] denotes the average probability of error over all
the realizations of hcp p, then, using the Chernoff bound, Pip 4.4 is upper bounded as

2Ny,
Pr1avg < Prr £

4N, + d3
1, B5;; < 1in the upper bound given in Theorem

(Poo + P11) + (Poy + P1o) , where we have used P ;; <

5.4.3 Signal Model and Error Analysis of Phase-III

During Phase-III, Bob observes the symbols on both the links, i.e., the Alice-to-Bob
link of the MAC and the Charlie-to-Bob of the MAC to decode z,,, v,, and z,_g, for
L — 0+ 1 < n < L. Unlike Phase-I and Phase-II, Alice and Charlie use the energy-

splitting factor, 5 € (0, 1) to transmit their respective symbols. In particular, Charlie
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Figure 5.7: Constellation diagram jointly contributed by Alice and Charlie during Phase-III

scales his PSK symbols with 1/j3, irrespective of #,,_e = 0 or £,,_¢ = 1. Further, Alice
transmits her OOK symbols with 1 — /3 fraction of her energy. With this modification,

the n'* baseband symbol received at Bob during Phase-III is given as

"8n = hapa /1 — B2 + hopa/Bsn +Wen, L—0+1<n<L, (5.17)

where s, is defined in Table[5.1]and wp,, ~ CN(0, N,) is the AWGN at Bob. Owing to
the non-coherent nature of Alice-to-Bob link of the MAC, the variance of the effective

noise is N, + 1 — g and N,, when x,, = 1 and x,, = 0, respectively.

Fig. depicts the received constellation symbols at Bob during Phase-III, when
Charlie uses 4—PSK signalling. If Alice’s current symbol, x,, = ¢, Alice’s multiplexed
symbol, x,_¢ = j, and Charlie’s current symbol, vy, = et2r(2m+) then a transmit
triplet is denoted by (i, j,m). The variance of the effective noise corresponding to
1 = 01is N, (small disk and solid squares), whereas, the variance of the effective noise
corresponding to ¢ = 1is N, + 1 — [ (blue and grey disks). We highlight that, Bob
receives one out of the 16—PSK symbols corresponding to 4—PSK used by Charlie.
In general, when Charlie uses M —PSK constellation, Bob is likely to receive one out
of the 4M —PSK symbols, out of which, 2M — PSK symbols are received with vari-

ance N, and the rest 2/ — PSK symbols are received with variance N, + 1 — 5. The

distribution of 5 ,, as a function of x,, T,—e, Yn, a0d AcBy 1S TBal2n.20 6 .ynhesn ~

CN(\/BhCB,nSna No)a if Ty = 0 and T'B,n’xn,xn_@,yn,hcgm ~ CN(\/BhC'B,nSTw No,@)a if
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x, = 1. Thus, using the distribution of 7 ,,, the joint MAP decoder for Phase-III is

O N o . . - I (2m+1
1, ], = argmax gry (r37n|xn =i, Tn_o = J,Yn = €37 ZmHD) hCBm) , (5.18)

2Jy

where i € {0,1}, 7 € {0,1}, and m € {0,..., M — 1}. Further, g;;;(-) is the con-
ditional PDF of rp ,,, conditioned on x,_g, T, ¥n, and hcp,. Along the similar lines
of Phase-II, we note that g;7;(-) in (5.18) is also a Gaussian mixture for various real-
izations of x,_g. Therefore, we approximate g;;;(-) as grr7(+), where we retain the

dominant terms from the Gaussian mixture, for z,,_g¢ = 0 and x,,_g = 1, respectively.

The JDD for Phase-III of 3¢ DASC-MF is

g75777% = argmax glll (TB,nyajn - i; Tp—6 = j7 Yn = ebﬁ(2m+l)’ hCB,n) s (519)

1’7.77m

where i, j € {0,1} and m € {0, ..., M — 1}. In the next theorem, we compute a union
bound on the probability of error in jointly decoding x,,, x,,_¢g, and y,,, when using the

JDD presented in (5.19).

Table 5.2: ERROR TERMS FOR PHASE-III AS GIVEN IN THEOREM

—e hepnld
Piir= e Por= Q (l Cj%m> Porr = G <\/|J/\74‘/27 \/\J/V£T/2>
= hcpnld :
Pyrp= 1—e¢os Psir= @ (%) Porm=1-Gh ( ]‘f‘, \/5 ; >

|A] Ve |B] N3 |B|

PQ,III = Ql (\/727 1\4"0/2) P12,III = 1- Ql (\/va \/m) Pg,lll = Q] <\/1T/27 N,

'z

= B
F|
5

]
*

> _ |A] VE SN |B| V& _ _ |
PG,IH =1 Ql <\/m m) PQ,IH - Ql <\/ﬁ/2 \/m) P12,HI =1 Ql ( Nos/2" /N,

Theorem 15. At high SNR, the error probability for Phase-1II, denoted by P, i1, is

upper bounded by

1
1 DPoo (Pr,rrr + 2P 11+ 2Ps 111 + Pygrr + 2Ps 110 + 2Fs 111) +

Doy (PT,IH + 2P 1+ 25 + Py +2P5 4 + 2P6,1H) +

Oy (Pryrr+2Ps 111 + 2P 111 + Progrr + 2P g + 2P i) +

P10 (P7,111 +2F5 11+ 285 111+ Progir + 2P + 2Pﬁ,111) , (5.20)

where the various error terms in (5.20) are tabulated in Table such that, Py 1 =

Piogrr = Py = P Psgrr = Pugr = 1— Py = 1 — Py P =

Pror =Py =P Poann = Br=1— Py =1—Fg e
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Proof. Let a triplet corresponding to z,, =, e, and y, is denoted by (i, j,m). Let
V(ij,m)—(,j/,m’) be the event (4, 7, m) # (i, 5',m’), then a triplet (7, j, m) is incorrectly

decoded as (¢, j',m’) if

T (2m+-1)

N grrr (an|xn =1, Tp-0 = J,Yn = €M 7hC’B,n)

_ 2 1)
Gt (TBpl|te =1, 000 = §/,yp = €7D hop )

V (ijm)— (@5 m!) = <1

Therefore, the probability of decoding (i, 0, m) as (i, 5/, m’) and (i, 1, m) as (i, 5/, m’)

at Bob are

Pr((ia O7m) — (7:/7.j/7 TTLI)) = (I)OO Pr<v(i,0,m)—>(i',j’,m’) < Hj:nf@ = xnf@)—i_

Qo1 Pr(Viiom)—(rjrm) < UaTn—o # 2n-o), (5.21)

Pr((iu 17m) — (i/mj/u m/>) = (I)ll Pr<v(i,1,m)—>(i’,j’,m’) < 1’.@,1,@ = xnf®)+

Q10 Pr(Viimy—jrm) < UaTn—o # Tn-o). (5.22)

Thus, if probability of error in decoding (i, 7, m) is denoted by Pr ((i, 7, # (i, ], m))) ,
then Pr ((%,j’, m # (1, 7, m))) is upper bounded as

1
Pr ((2 j m 7é i ja ) ZZ Z (I)]] Pl" z]m)—)(i’,j’,m’)‘ifnf@ = xnfG) +

i'=0 j'=0m’=0
(4.4,m)#(@ 3" ,m")

¢J5 PI' (V(ivjvm)%(i/’jlyml)|:i'n_® 7é xn—@) .

As discussed earlier, Bob receives 4 M constellation symbols corresponding to M/ —PSK
used by Charlie. Thus, if P, ;77 denotes the overall probability of error for 4/ symbols,
then P, ;1 < 137 S, Z] oM M Pr ((i,j,m) # (1, 7, m)> Finally, considering
the nearest-neighbours at high SNR and solving F, ;;; using the first principles we get
(5.20). The various error terms in (5.20) are tabulated in Table [5.2] O

In addition to the terms defined in Table 0= NoNos 1) (&) is the thresh-

No—Nop Nog

old for non-coherent energy detection at Bob between (0,7, m) and (1,5,m), A =
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Ih¢B.n|dmNo B [he s nldinNos NoNos_ 1 No®13 |he B, |2d3y
> — 2 = n . n -
No—Nog NoNoy > &1 T NN, Nodo ) T NN, | and &

NoNoB 1 NOCI)()U |hCB,n|2d%II
No—Nyp Nog®11 No—Nop

are the parameters of the respective Marcum-Q func-
tions (Q1(+,)), where dip = 21/ sin 537 18 the minimum Euclidean distance between

the constellation symbols received during Phase-III.

For M = 4, the various error terms in are depicted in Fig. We note
that the upper bound on P, ;;; in (5.20) contains exponential functions, Q-functions,
and Marcum-Q functions. Although it is straightforward to compute the average of
Q-functions over various realizations of h¢p,, in closed-form, averaging Marcum-Q
functions over various realizations of h¢p,, is non-tractable for certain cases. There-
fore, in the next lemma, we directly provide an upper bound on the Marcum-Q function

averaged over the realizations of h¢p,, to simplify the analysis.

Lemma 13. The term By, , [P3 111] is upper bounded by Py 111, for all0 < 3 < 1.

Proof. Along the similar lines of [35]]

NO
B P - ( N,y >Nﬁﬁw (Nog — No)”
hepn 153,111 NogPoo (Nog = No)* + d Nog

Enop.n [PS,IU] <1 =

From the expression of ®y, and ®,;, we have oy > Py, thus, W <

In addition to the above result, for moderate and high SNRs, we observe that,
Encp.. [Ps.111) < Py 1. Therefore, we use the upper bound Ey, ., | [2P5171] < Piprs-
Along the similar lines, the following inequalities also hold good: Ej ., 2P 111] <
Pyrirs By, 2Py 111) < Pr 11, and Enes., [2P15111] < Pigr7. Furthermore, we also
upper bound all the error terms that are the coefficients of ®¢; and 1 in (5.20) by 1,

thereby circumventing the non-tractable issue of Marcum-Q functions.

Corollary 2. If Prr1avg = Epey,, [P..111] denotes the average probability of error over

all the realizations of hop p, then an upper bound on Piip 4.4 is given as

1
Prir S 5 (‘boo (Pl,HI + Pz*,zu + P4,HI + PE:HI) +95 (@01 + q)lo) +

OO (P7,HI + B rrr + Proir + Pl*l,III) >a

2N,5

" _ pDx — _ 2N, px = Pr = AN +d2.
where Iy 11r = P i = amgvay Toar = Pivnn = a5 ay
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5.4.4 Optimization of N- and [ for 3¢ DASC-MF Relaying Scheme

Substituting P;, Pyrr, and Pjy; from Theorem Corollary [I} and Corollary 2} re-
spectively in (5.6]), we obtain an upper bound on the average probability of error of 3¢
DASC-MEF, denoted by P, 3, as

S L—20 )
P.3s < Posp = ZPI + %7}11 + EPJH. (5.23)

Therefore, instead of solving (5.7, we solve an alternate optimization problem of min-
imising P, 34 over the variables on interest, N and 3. Thus, the modified optimization

problem is given as

N}, Bt = arg i Poss; stiNe>1,0< 8 < 1. (5.24)

Unlike Phase-I and Phase-II, decoding in Phase-III is a combination of coherent
and non-coherent detection. As a result, for a given N¢, 3, and SNR, the error-rates for
Phase-III dominates Phase-I and Phase-II, and thus, dominates P, 3,. Although, we can
achieve improved error-rates during Phase-III by increasing N, we cannot indefinitely
increase N¢, because O is an increasing function of N and for large values of N¢, the
fraction of symbols decoded during Phase-III increases, which in turn increases P 34.
Therefore, we must use an appropriate N¢ that solves (5.24). Towards solving (5.24),
we observe that proving unimodality of P, 3, as a function of N and 3 is challenging
due to the presence of the upper and the lower Gamma functions in the expressions of
Prr and Pry;. Therefore, in this section, we first fix N¢ to analyse P, 34 as a function
of (8 and then propose a low-complexity algorithm to obtain the near-optimal values of

N¢ and § that minimizes P, 34.

Towards minimising P, 3., we observe that when we fix N¢ and vary 3, P, 34 has a
unique dip, for 5 € (0, 1). This is due to the fact that, when we fix @« = 1 — AN, and
N, Py and Py are independent of (3, but P;;; has a unique dip for 8 € (0, 1). Further,
we also observe that, the unique dip of P;;; is close to the intersection of the increasing
and decreasing terms of P;;;. The above observation is exemplified in Fig. [5.§] for
© = [10log;((N¢)] at SNR =25 dB and A = 0.1. Therefore, in the next lemma,

we fix N¢ and identify the increasing and decreasing terms in P;;; as a function of 3.
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Subsequently, in Theorem[I6] we show that the increasing and decreasing terms in Py,

intersect only once for 8 € (0, 1).

Lemma 14. For a fixed o and N¢, if P, and P_ denote the increasing and decreasing
terms in Py, respectively, w.r.t. 3, then, Py=®oo (Py 111 + Py H®11 (Prorr + Puoir)
and P = ®q (Pz*,IH + P5*,IH) + &y (Ps*,IH + PI*LHI)'

Proof. Along the similar lines of Remark@ we can prove that the terms P ;r7, Py i1,
P; 111, and Py gyr are increasing functions of 3. Further, since ®(, and ®;; are inde-
pendent of 3, P =®oo( Py 117+ Parrr)+P11(Prrrr+Pio i) is an increasing function

of [3.

1 * * * * * I
Further, the expressions of P3 ;. P51, B¢y, and Py jpp are such that, P, =

* _ 2N, * _ * o 2N,p . .o «
SII = TN+, and P35 = Pl = Ny il Differentiating P5 ;;; w.r.t. 5 we
2N, 20T * * : :
et, ———="% sin“ :=~. Therefore, P. and P, are decreasing functions of 5.
8eL — N, +dz) 2M > Lo rrr 8,111 g B

Lo " . . .
Along similar lines, we can prove that P35 ;;; and Py ;;; are decreasing functions of 3.

Theorem 16. For a fixed o« and N¢, P, and P_ intersect only once for 3 € (0, 1).

Proof. To prove that the increasing and decreasing terms of P;;; intersect only once
for 5 € (0,1), we show that the order of these terms reverses at 5 — 0 and § — 1.
From Table we have, Py 11 = Pryr = e ™ and Pyrir = Pogr =1— ¢ Vo,
Therefore, limg_o Py = 2PgoN, + 2®1; (1 — N2°) and limg_,; Pr = 2®gpe" +

2(1)11 (]. — 6_1).

2N,

m . Evaluatlng

L * _ * _ 2N, * _ * _
Similarly, P5;;; = 5 = IN,+d% B = Pl =
o [1T5 Ps*,zn’ P5*JH, and Pﬁ,m at extreme values of 3, we get, limg_,o P— = $gp+ D1y

and limg_,; P~ = (®gy + P11) . From the above discussion it is straightfor-

No
No+sin? 57
ward that, limg_,o P~ > limg_,o P} and limg_,; P~ < limg_,; Py. Thus, P, and P
reverse their order at extreme values of 3. Finally, from the results of Lemma [14] we
know that P, and P_ are increasing and decreasing functions of 3, respectively. Thus,
we conclude that the increasing and decreasing functions of P;;; intersect at a unique

point. [

Remark 5. The unique intersection of P, and P_ can be computed using the Newton-

Raphson (NR) algorithm.
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Figure 5.8: Variation of P, 34 and its increasing and decreasing terms as a function of 3 at 25

dB.

Using the insights of Lemma[I4]and Theorem[I6] we now present a low-complexity
algorithm in Algorithm [3| referred to as the N-3 Optimization algorithm, which pro-

vides a local minima of P, 34 over the variables, N¢ and 3.

We start the algorithm with No = 1, an initial estimate of P, 34, denoted by P,
and an initial estimate of the intersection of P, and P_, denoted by [3,. We use the
NR algorithm to compute the intersection of P, and P_ as 3;,; and evaluate P.,, by
substituting N¢ and S3;,,; in P, 3,. We iteratively compute 3;,; by incrementing N¢ in
steps of 1 until the absolute value of the difference between P,,,; and P, is less than
the tolerance value, d;,;. When |P, — P.,u| < d1, We exit the while-loop with the

near-optimal values of N and 3, denoted by N(T; and /37, respectively.

In the next section, we present the simulation results showing the efficacy of the

proposed scheme for various models on ©.

5.4.5 Simulation Results for 3¢ DASC-MF Relaying Scheme

For all simulation purposes, we assume A = 0.1, L = 200, and 0%z = o025 = 1.
Further, we also assume 0% = 4, thus providing 6 dB improvement in SNR on Alice-
to-Charlie link as compared to Alice-to-Bob link of the MAC. Using these parameters,
we use the Ng-3 Optimization algorithm to obtain N(Tj and (' at various SNRs. To

generate the simulation results, we have used four delay models, i.e., © = [101log Né} ,
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Algorithm 3. N-- Optimization
Input: /Pe73¢, P_,., P_, A, SNR, 5tol
Outpuut: N/, g

1 8« fo;
2 Nog+ 1,
3 P,=0.5;
4 while true do
5 Use NR algorithm to compute intersection of P, and P_, denoted by [3;,,+;
6 Substitute 3;,; in P, 35 and compute Fr,q;
7 if |P, — P.yai| > 010 then
8 Ng + No + 1,
9 ﬁo — ﬁint;
10 P, < P.,u
11 else
12 Ng = N¢;
13 BT = ﬁint
14 end
15 end
Table 5.3: VALUES OF EXACT AND APPROXIMATE (N c, B ) FOR VARIOUS ©
i@\SNR : ZIdBT T 25dB : : 29dBT
- (N(,‘vﬁT)Ezact (NC7/6T)[TLt (NCMBT)Exact (N(,'vﬁT)Int (NC7/6T)EIU,C)§ (NC75T)ITL15
[1010g10 N(ﬂ (125,0.8730) | (125, 0.9020) | (127,0.9220) | (127,0.9310) | (129, 0.9580) | (129, 0.9570)
[log, Nc| (126,0.8730) | (126, 0.9020) | (128,0.9220) | (128,0.9310) | (130, 0.9580) | (130, 0.9570)
[vVNc| (122,0.8730) | (122, 0.9020) | (127,0.9220) | (127,0.9310) | (129, 0.9580) | (129, 0.9570)

Since, O is a function of the FD

© = [log, N1, © = [{/N]], and © = [L£].
architecture of Charlie, similar results can be generated for any model on O, as long as,

L
o<t

Using the above parameters, we exhaustively compute the pair (N¢, 3), that min-
imizes P, 34 and denote the pair as (Ng, BT) Ezact- Here, we start with No = 1 and
increment it in the steps of 1 whereas, the resolution of 3 is 1073. We then tabulate
(N(TJ, BT) Exact 10 Table for various combinations of © and SNR. For the same ©
and SNR, we also tabulate the pair (N, ) obtained by N-3 Optimization algorithm
and denote the pair by (N(TJ, BT) 1nt>» and observe that while the obtained values of Ng
for both the cases are exactly identical, the values of 3 are close. Further, in Fig.
for M = 4, we plot the joint error performance at Bob when using the 3¢ DASC-MF
scheme, for various models on ©, as a function of SNR. It is evident from the plots
that the error performance of 3¢ DASC-MF scheme improves as a function of SNR.

Further, we also note that amongst the four models, the error performance is best when
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Figure 5.9: Joint error-performance when using 3¢ DASC-MF.
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Figure 5.10: Improvement in Alice’s performance when using 3¢ DASC-MF.
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Figure 5.11: Optimal N¢ versus SNR for Phase-III of 3¢ DASC-MF.

© = [log, Né} as € is minimum when © = [log, NH, thereby reducing the fraction
of symbols decoded during Phase-III. Further, in Fig. we also plot the improve-
ment in Alice’s error performance before the jamming attack and after implementing 3¢
DASC-MF scheme, and observe that when she uses 3¢ DASC-MF scheme, she is able
to reliably communicate her symbols to Bob within the deadline of 7" seconds. Finally,
in Fig. we plot Ng as a function of SNR and notice that Ng increases with SNR.
This is due to the fact that, although we have upper bounded the interference from Alice
on Alice-to-Bob link of the MAC by AN, Charlie uses the same energy, AN, to de-
code Alice’s symbols. Therefore, as SNR increases, NV, decreases, and Charlie requires

more receive-antennas to faithfully decode Alice’s symbols.

5.5 Semi-Coherent Multiple Access Channel Scheme

A major limitation of the 3¢ DASC-MF scheme proposed in the previous section is
that when © > é, only a fraction of Alice’s symbols can be recovered using the mul-
tiplexed symbols within the deadline and a majority of the multiplexed symbols are

received at Bob after the deadline, resulting in violation of the latency constraint. As

a result, when © > %, Alice and Charlie must resort to uncoordinated multiple access
communication, wherein Alice and Charlie transmit their symbols using 1 — ¢ and ¢
fractions of their energies, respectively, on fop over the MAC, where ¢ € (0, 1) is the

design parameter under consideration. Here, Charlie does not decode Alice’s symbol
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and only transmits his A/ —PSK symbols. Subsequently, Bob uses the received symbols
to jointly decode Alice’s and Charlie’s symbols. A major distinction between the 3¢
DASC-MF scheme and SC-MAC is that due to no knowledge of Alice’s symbols, Char-
lie always scales his constellation by energy €. This phenomenon is similar to Phase-III
3¢ DASC-MF scheme. Furthermore, since the Alice-to-Bob link of the MAC is non-
coherent and Charlie-to-Bob link of the MAC is coherent, we refer to this scheme as
the Semi-Coherent Multiple Access Channel (SC-MAC). Subsequently, similar to the
3¢ DASC-MF scheme, Alice and Charlie transmit dummy OOK symbols from a Gold-
sequence based scrambler with € and 1 — ¢ fractions of their energies, respectively, on

fan to evade the ED.

5.5.1 Error Analysis of SC-MAC

If 2, € {0,1} and y,, € S denote the OOK and M —PSK symbols of Alice and
Charlie, respectively, then the received symbol at Bob, assuming symbol level synchro-

nization, is given by
Bn =V 1— €hAB,nxn + \/ghCB,nyn + WB,n, 1 S n S L> (525)

where hap 1, hepn, and wp ,, are as defined in previous sections. Unlike 3¢ DASC-MF,
rB.n in SC-MAC are independent across time, therefore, we drop the subscript n from
the variables during the error analysis of SC-MAC. Owing to the non-coherent nature
of Alice-to-Bob link of the MAC and coherent nature of the Charlie-to-Bob link of the
MAUC, and the Gaussian statistics of the channels and the noise, the distribution of rg
conditioned on = and y as 1|,y ne; ~ CN (Vehopy, Ny, if £ = 0 and 75|,y nepy ~
CN (\/ehcy, N,:), if x = 1. Using the distribution of rp, the joint MAP decoder for
SC-MAC is

i,7 = arg max g ac (rplz =i,y = etar (2mHl) hes), (5.26)

where i € {0,1} and m € {0,...,M — 1} and gpac is the PDF of r5 conditioned
on z, y, and hop. If Alice and Charlie transmit OOK and M —PSK, then a transmitted
pair is denoted by (i, m). Fig. depicts the constellation diagram at Bob jointly
contributed by Alice and Charlie when using SC-MAC scheme with M = 4. When
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Figure 5.12: Constellation diagram jointly contributed by Alice and Charlie when using SC-
MAC.

z, = 1 and x,, = 0, the effective variance of the noise at Bob is N, + 1 — ¢ and N,,
respectively. The square box denotes the symbols with variance N, and circular disks
represent the symbols with variance N,. = N, + 1 — €. In the next section, we discuss

the error analysis of the SC-MAC scheme.

Table 5.4: ERROR TERMS FOR SC-MAC AS GIVEN IN THEOREM

—v : heponld
Piyac= 1—e% || Byac = Q1 (\/%/27 \/%> Psarac = @ (‘ 5237‘ )

—

hcpnld

Piprac = e Piyjac= 1-0q (\/—/Q \/W) Psarac = @ ( V2Noe )

Theorem 17. At high SNR, a union bound on probability of error for SC-MAC is ap-

proximated as
1
3 (Piviac + 2P viac + 2P pac + Poyviac + 2Ps mac + 2P mac), (5.27)

where the various error terms in (5.27) are tabulated in Table Further, v =

NoNoe N, |heB,n|dNo |hcB,n|dNoe NoNoe N, |he B ,m|?d?
N, Nes 1D <Nos>’c_ No-Noo » D=N 2N, andn= 25 [In | 2 ) + 2N

. _ s
are the parameters of the Marcum-Q function, where, d = 2+/c sin > denotes the min-

imum Euclidean distance between the constellation points received at Bob.

Proof. Let a pair corresponding to the symbols z and y be denoted by (i, m). Let

V (i,m)—(i/,m’) be the event (i,m) # (i',m’), then a transmitted pair (¢, m) is incorrectly
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decoded as (i',m’) if

A gmAc (7’3|x =1,y = et = (2m+1) hCB)

gMAC (TB|ZL’—Z y—e ]W(2m/+1),hCB)

V (i,m)— (i m?) < 1. (5.28)

Therefore, the probability of decoding a transmitted pair (i, m) as (i',m’) is given as
Pr((i,m) — (i',m')) = Pr (Vimo@m < 1). If Pr ((z,m) ” (i,m)) denotes the
overall probability of error in decoding a transmit pair (7, m), then Pr <(E, m) # (i, m))

is upper bounded as

1

M-—1
Pr ((i,m) ) SN Pr (Vi) (5.29)

=0 m'=0
(i,;m) (i’ ;m’)
where (z,77) is the decoded pair at Bob, corresponding to the transmitted pair (i, m).
Note that Bob receives 2/ —PSK symbols corresponding to M/ —PSK used by Charlie,
where M symbols out of the 2M symbols are received with variance N,. Subsequently,
the rest of the M symbols are received with variance N, + 1 — €. Thus, if P, jrac
denotes the overall probability of error for 2/ symbols, then P, y;4c is upper bounded
as Poyrac < 317 S, EM " M Pr((i,7m) # (i,m)). Finally, considering the nearest-
neighbours at high SNR, P, ys4¢ is approximated as (5.27), where the various error
terms in are tabulated in Table[5.4] Furthermore, these terms are also depicted in
Fig.[5.12for 4—PSK used by Charlie. ]

Corollary 3. Using the results of Lemma we upper bound P yjac and P3 pac as

2P viac < Pivac and 2P yrac < Py arac. Further, using the Chernoff bound on the

Q-functions and averaging P, yrac over the realisations of hcop, we get Ep. [P arac] <
A

Puac = Pivac+Ps yactPivact+ G yac, where Ps a0 = 413,5\4[:(12 and F§ yrac =

2Noe
4Noe+d?

While observing (5.25), we notice that when ¢ — 1, Alice’s symbols are transmitted
with lower energy, whereas Charlie transmits his symbols with higher energy. However,
when € — 0, Alice’s symbols are transmitted with higher energy as compared to Char-
lie. Thus, in the extreme range, the joint error-rates at Bob are expected to be high and
therefore, Alice and Charlie must use a value of ¢ that minimizes the error-rates at Bob.

Towards minimizing Py 4 at Bob, we pose an optimization problem as given below.
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Figure 5.13: Variation of Pj;4¢ and its increasing and decreasing terms as a function of ¢ at
25 dB.
el =argmin  Puyac; st:0<e<1. (5.30)
3

Towards minimizing Py ac, we note that, it is straightforward to prove that Py, 4c
is a sum of increasing and decreasing terms w.r.t. <. In particular, using the results
of Lemma @, we notice that P yyac + Pimac 1s an increasing function of € and

s mac T B¢ arac 18 a decreasing function of € and the intersection of the increasing
and decreasing terms is close to the unique minima of Py;4c. This observation is
exemplified in Fig. [5.13]at SNR = 25 dB. Along the similar lines of Theorem [I6] it
is straightforward to prove that, Py yrac + Piarac and P35y a0 + Pg ypac intersect at
a unique value of ¢ € (0, 1). Therefore, the unique intersection of P yjac + Py arac
and P a0 + B¢ prac can be computed using the NR algorithm. This near-optimal
value of € that minimizes P, 4¢ is denoted by £'. In Table we tabulate the optimal
values of ¢ obtained by using an exhaustive search (¢ g,..+) and by using the intersection
method (') for various values of SNR. Here, the resolution for the exhaustive search is
1073, It is clear from the table that €., is close to e'. In the next section, we present

Monte-Carlo simulations for SC-MAC scheme and showcase its error performance.
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Table 5.5: EXACT AND APPROXIMATE VALUES OF ¢

le\SNR |19dB |21dB |25dB |29dB
—

€ Ezact 0.8080 | 0.8700 | 0.8920 | 0.9250
gl 0.7820 | 0.8510 | 0.8740 | 0.9190

5.5.2 Simulation Results for SC-MAC

For all simulation purposes, we use the same simulation parameters as given in Sec.[5.4.5]
Assuming Charlie uses 4—PSK constellation, in Fig. [5.14] we plot the joint error per-
formance of Alice and Charlie, when using SC-MAC scheme, as a function of SNR.
Through this plot, we show that the error performance of SC-MAC improves as a func-
tion of SNR. Further, we also compare the error performance of SC-MAC with 3¢
DASC-MF scheme when © = 10 log Né and © = log, Né, and note that SC-MAC is
sub-optimal for the assumed models on © of 3¢ DASC-MF. This is because, throughout
3¢ DASC-MF scheme, Bob decodes a majority of Alice’s symbols using the coherent
Charlie-to-Bob link of the MAC, whereas, in SC-MAC, Bob decodes all Alice’s sym-
bols using the non-coherent Alice-to-Bob link of the MAC. Thus, unlike SC-MAC, Al-
ice’s symbols are decoded more reliably in 3¢ DASC-MF scheme. We observe the same
pattern when we plot Alice’s individual performance as a function of SNR in Fig.[5.15]
Overall, it is clear from the plots that SC-MAC helps Alice to evade the jamming attack
from Dave within the latency constraint, however, it is sub-optimal as compared to 3¢

DASC-MF scheme. Nevertheless, it is a still a good option when © > é

5.6 Covertness Analysis

As discussed in Sec. Dave uses an ED to detect the changes in the average energy
level on all the frequencies in the network after the jamming attack. Since Alice and
Charlie use f4p and fop to execute the countermeasures, we restrict our analysis to
these frequencies only. Thus, in the context of this chapter, we refer to a mitigation
scheme as covert if Dave is unable to detect changes in the average energy levels of f4p
and fop. Further, throughout this section, we assume that Dave has the knowledge of
the channel statistics of Alice-to-Dave link and Charlie-to-Dave link, but no knowledge

of the channel coefficients of these links.

128



—%— SC-MAC (Int)
- # -SC-MAC (Ex)
—6—06 = [10log;y N;] (Int) |
—»—0 = [/N/;] (Int)

0.25
0.2

0.15

Pe

0.1

0.05

1

16 18 20 22 24 26 28
SNR (dB)

Figure 5.14: Joint error performance of SC-MAC scheme.
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Figure 5.15: Improvement in Alice’s performance when using SC-MAC.
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5.6.1 Covertness Analysis for ED when using 3¢ DASC-MF Relay-

ing Scheme

In this section, we first discuss energy detection at Dave on f45 and fop when using
3¢ DASC-MF and then, compute probability of false-alarms and probability of miss-
detections on f4p5 and fop. Before executing the jamming attack, Dave collects a frame
of L symbols on f45 and fop and computes their average energy. The n'"* symbol

received at Dave, before the jamming attack on f4p and fop are respectively given as

TD.ABn = PADn%n + Wp aBn, 1<n <L, (5.3D)

Tp,cBn = heDnYn + Wpcopn, 1<n<L, (5.32)

where hap, ~ CN(0,1) and hep,, ~ CN(0,1 + 9) are the n'™ channel coeffi-
cients of Alice-to-Dave link and Charlie-to-Dave link, respectively, such that, 0 cap-
tures the relative difference in the variance of Alice-to-Dave link and Charlie-to-Dave
link. Further, wp ap, ~ CN(0, ND) is the effective AWGN at Dave on f 43, such that,
N, = N, + 03, where 0%, is the variance of the residual SI at Dave and N, is the
variance of the AWGN at Dave. Furthermore, wp cpn, ~ CN(0,N,) is the AWGN
at Dave on fcp. Since rp ap,, and rp cp, are statistically independent over n, using

1 L 2 1 L 2
weak law of large numbers, - > " | |rp apn|” — Eapand £ > - | |rpcopal® = Eos,

in probability, such that E45 = N,+0.5and E5 = N, + 1+ 9. However, due to short
packet length, the measured average energies on f4p5 and fop are not equal to €45 and
Ecp. Therefore, if H, denotes the hypothesis that no countermeasure is implemented,

then, probability of false-alarms on f4p and fop are defined as follows.

Definition 5. The probability of false-alarm on fap, denoted by, Pra ap is given
as Praap = Pr(|[Up.ap — Eap| > vap|Ho true), where, Uy, ap denotes the random
variable (RV) corresponding to the average energy of L symbols received at Dave on

fap and vap > 0 is a parameter of Dave’s choice.

Definition 6. The probability of false-alarm on fcp, denoted by, Pra cp is given as
Pracs = Pr(Upcs — Ecr| > vop|Ho true), for vep > 0, where, Uy, cp denotes
the RV corresponding to the average energy of L symbols received at Dave on fop and

vop is a parameter of Dave’s choice.

When No < 1, the distribution of U}, 45 1s approximated as 2% ZZL:() (?)G (l, l),
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where G(-, -) denotes the Gamma distribution [40, Theorem 5]. Along the similar lines,
when N, < 1, the distribution of ¢y, ¢ can be approximated as 5 S (?) G (1, H#2).
Thus, the expressions of Pry 45 and Pp4 cp when NO < land N, < 1, respectively,

are approximated as

1 'ZL (1L (Eap — vap) . T(,L(Eap + van))
PFA,AB ~ 2_L K ( ) F(l) F(l) , (5.33)
~ 1 & L\~ (l’ 140 (503 VCB)) | r (lv 1—€8 (8CB + VCB))
Pracs ™ 5 3 (l> X0 | 0 (5.34)

where v4p and vop are decided by Dave. However, small values of v4p and vep
often result in high false-alarms, and large values of v45 and v result in high miss-
detection. Thus, the values of v45 and vop must be cautiously chosen by Dave so as
to minimize both probability of false-alarm and probability of miss-detection. In the
rest of the section, we discuss the probability of miss-detection on f45 and fop, when
using 3¢ DASC-MF scheme for a given choice of v, and vop. Towards computing
the probability of miss-detection, we first present the symbols observed at Dave on fp
and then characterise the probability of miss-detection on f,5. Along the similar lines,
we will then characterise the probability of miss-detection on f-p. We recall that Alice
and Charlie use OOK symbols from a pre-shared Gold-sequence to cooperatively pour
their residual energies on fap. Therefore, if b, € {0,1} denotes the nt" OOK bit
jointly transmitted by Alice and Charlie, and TB Ap,n, denotes the n'" baseband symbol

received at Dave, then

; {\/ahAD,nbn +V1—ahcppb, +wp app,if1 <n < L -0, (5.35a)
"D ,ABn ™=
\V ﬁThAD’nbn—l- \ 1— 5ThCD,nbn+wD,AB,n,ifL -0 +1 S n S L. (535b)

Let H; denote the hypothesis that a countermeasure is implemented, then, formally,

the probability of miss-detection at Dave on f,5 is given as follows.

Definition 7. Let V;, 45 denote the RV corresponding to the average energy of L sym-
bols on fap after using 3¢ DASC-MF scheme. Thus, probability of miss-detection

denoted by, PﬁDAB, is P?jj’DyAB = Pr(|Viap — Eap| < vap|Hi true), for vap > 0.

Using (5.35a) and (5.35b), we will now characterize P37, ap- Let vy, ap denote the

RV corresponding to \rD7ABm| ,such that 1 < n; < L — O and v, 45 denote the RV
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2, suchthat L — © + 1 < ny < L. Thus, Vi, ap = Vi, a5 +

1 L—-© 1 L
Viyags such that Vi, ap = £ 00 S Upyapand Vi, ap = 10 .1 Unyap. In

corresponding to |1, , -

the next lemma, we compute the PDF of V| 45 and Vp, aB.

Lemma 15. At high SNR, such that NO < 1, the distribution of V1, ap is approximated
as 51 ZL:_()@ (L;G)G (1, 2), where A = a+(1—a)(1+0). Similarly, the distribution

of Vi, A is approximated as 55 259:0 ((?)G (L,E), where B =gt + (1 — 87)(1+ 0).

Finally, QL%@ ZZL:_O@ (LIQ)G (l, %) *2% 216:0 (?)G (l, %) gives the distribution of V;, 45,
where * denotes linear convolution. Using the distribution of V;,_4p, it is straightfor-

3¢
ward to compute Py p, 4.

Remark 6. If0 = 0, then Praap + P37y 45 = 1 forall vag > 0.

Although, Remark@theoretically guarantees that P g 4p+ P37 p.ap = 1,in Sec.
through Monte-Carlo simulations, we show that, Pr 45 + P?\?D, 4p 1s close to 1 for

various values of 0.

We now compute the probability of miss-detection on fcp, denoted by, P?]’\?DC B
Towards computing Pi’\? p.cp» We first observe the symbol received at Dave on fcg, de-
noted by r}) op., and then characterise its PDF. Thus, the n'" baseband symbol received

at Dave on fop is given as

V1 — ahapnTn + Vahesayn + wepn,if 1 <n <O, (5.36a)
b cBn= VI — @hapnn + hopatn + wep,,ifO +1<n <L -0,  (536b)
vV 1— 5ThAD7nCL’n+ vV ﬁThCB,nSn‘i_wCB,naifL -0 +1 §n§ L, (5360)

where o« = 1 — AN,. Let v,,, ¢B, Uny.cB. and v,, cp denote the RVs corresponding
to |7"L7CB7”1|2, |7’L7CB’”2|2, and |TL7CB,R3|2, respectively, such that 1 < n; < O, © +
1 <ny <L—-—06,and L — 0O +1 < ng < L. Thus, the RV corresponding to the
average energy of L symbols on fcp, denoted by Vp, ¢ is given as Vy cp = Vi, o +
Vi,con + Vigcp, such that Vi, cp = 1 221:1 Uny.cBs V0aCB = T Z,LL;:G)@H Uny,CBs

and Vi, cp = 1 2763: 1—o+1 Ung.cB- Using Vi cp, we formally define probability of

miss-detection at Dave when measuring the average energy level on fop.

Definition 8. Given H, is true, probability of miss-detection when Dave measures the
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average energy level on fcp, denoted by P3) 1 5, is given as follows
P?\fD,CB =Pr(|Viocs — Ecp| < vep|Ha true) .

Proposition 9. When N, < 1 and oo = 1 — AN, the distributions of Vy, cp and
V1, cB are approximated as 2% ZZGZO (?)G (l, %) and %%2@ ZLQOQG (L_ZQQ)G (l, %)
respectively. Thus, the distribution of + Eﬁ;le ]rhc B.a|” can be approximated as

7 it (119G (1)

From Proposition @ we observe that the distribution of |7“E’C .|’ i approximately
same as that of the distribution of |rpcpal? for 1 < n < L — ©. This indicates
that, Charlie solely controls the energy level on fop for the first L — © symbols after
implementing 3¢ DASC-MF scheme. However, during Phase-1III, i.e., L — © + 1 <
n < L, Alice and Charlie use the energy-splitting factor 37 away from 1, as shown
in Table @ Therefore, when Alice transmits a burst of zeros, the energy observed at
Dave on fcp is likely to be less than Ecp, thereby resulting in higher probability of
detection at Dave. Although, Alice and Charlie can choose to use 3 close to 1, this will

increase the fraction of erroneous decisions of Alice’s current symbols.

While we are able to derive the probability of detection on f,3, we do not derive
closed-form expressions on probability of detection on f-p, due to intractable density
function contributed by Phase-III of the 3¢ DASC-MF. However, we present simulation
results on detection in Sec.

5.6.2 Covertness Analysis for ED when using SC-MAC Scheme

Along the similar lines of Sec.[5.6.1] in this section, we define the probability of miss-

detection at Dave on f4p and fcp, when Alice and Charlie use SC-MAC.

Definition 9. The probability of miss-detection by Dave’s ED on fap and fcop are

denoted by, P]\]‘%)?A p and P%g% p» respectively, where

P%gilB = Pr (|WL,AB — SAB| < VAB|H1 true)

P%S,CCB = PI‘ (|WL,CB — ECB| S VCB’HI true) s

such that, Wi, ap and Wy, cp are the RVs denoting the average energy of L symbols
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Figure 5.16: Pra ap + Pyp ap on fap as a function of 0.

received at Dave on fap and fcp, respectively.

The distributions of Wy, 45 and Wy, ¢p can be computed along the similar lines
of V1 ap and Vy, ¢, respectively. It is worthwhile to note that, since the entire frame
of L symbols is uncoordinated in energy, the sum Ppa ap + P55 and Pracp +
P17 7% should be away from 1, indicating that Dave is more likely to detect SC-MAC

as compared to 3¢ DASC-MF scheme.

5.6.3 Simulation Results

In this section, we provide results to showcase the covertness of the proposed schemes.
In addition to the parameters used in Sec. we use vap = vop = 1073. In
Fig. @], we first plot Pr4 ap + Parp ap for both the proposed schemes as a function
of 0 at SNR = 25 dB, and observe that the sum is close to 1 for the considered range of
0. We also observe a similar behaviour in Fig. where we plot Pra cp +Pup.on
for both the schemes. We note that, when © = %, exactly % symbols are transmitted
in uncoordinated fashion, thus, Pr4 o5 + Pap cp is slightly higher than SC-MAC,
where all the L symbols are uncoordinated in energy. However, since the 3¢p DASC-
MF scheme has minimum number of uncoordinated symbols, its P4 cp + Pyp.op 18

maximum and is close to 1 for all values of 0 € [0, 0.5].
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5.7 Chapter Summary

This chapter presented a delay aware cooperative framework to mitigate an FD reactive
jammer. As a salient feature of this framework, the helper uses a practical FD radio
to forward the victim’s low-latency symbols to the destination. Here, the helper multi-
plexes the victim’s symbols to its symbols to facilitate joint decoding at the destination.
First the processing delay at the helper was modelled using a parameter, © and then it
was shown that the symbols received from the two users arrive during different time
slots at the destination, resulting in complex decoding. Further, it was also pointed out
that the symbols from both the users are uncoordinated in energy, leading to detection
by an energy detector at the adversary. To circumvent these problems, two mitigation
schemes based on the delay parameter © were proposed. When © < % 3¢ delay-
aware semi-coherent multiplex-and-forward scheme was used, wherein the legitimate
users transmit their symbols using two energy-splitting factors, o and [, and the desti-
nation decodes them in three-phases, parametrised by ©. When © > %, a semi-coherent
multiple access channel scheme was proposed, wherein due to large ©, the helper does
not decode the victim’s symbols, and the victim and the helper transmit their symbols to
the destination using an energy-splitting factor, . For both the schemes, near-optimal
solution on the energy-splitting factor to the optimisation problem of minimising the
error rates was provided. Finally, it was shown that the victim reliably communicates

with the destination while adhering to the latency constraints without getting detected

by the adversary.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

Low-latency communication is at the heart of the next generation of wireless communi-
cation. Motivated by the recent developments in radio architectures, this thesis investi-
gated mitigation schemes for reactive jamming attacks on low-latency communication.
The adversary under consideration is a powerful full-duplex cognitive adversary capable
of jamming and detecting pre-existing countermeasures, such as frequency hopping. To
mitigate the full-duplex cognitive adversary, we proposed a framework of full-duplex
strategies wherein the victim node seeks assistance from a nearby full-duplex node to
multiplex-and-forward its symbols to the base station. Assuming various channel con-
ditions between the helper and the base station, practical limitations of the radio archi-
tecture of the helper node, the location of the jammer, and the countermeasure detectors
used by the jammer, we have shown that the proposed framework facilitates reliable
low-latency communication between the victim and the helper node and also engages
the adversary to the jammed band. To this end, the concluding remarks of this thesis

are given in the next section.

6.1 Conclusion

In Chapter 3] we proposed semi-coherent fast-forward mitigation schemes to mitigate
a full-duplex cognitive jammer capable of measuring the average energy levels on the
jammed frequency band besides jamming it. Assuming the channel between the helper
and the base station as slow-fading, semi-coherent fast-forward half-duplex and semi-
coherent fast-forward full-duplex relaying schemes were proposed. Here, the helper
node operated in half-duplex and full-duplex modes, respectively, subject to the location
of the jammer w.r.t. the helper node. Assuming OOK at the victim and M —PSK
at the helper node, for both the schemes, a joint maximum a posteriori decoder was
formulated that jointly decoded the victim’s and the helper’s symbols at the base station.

Using this decoder, near-optimal constellation designs for the victim and the helper



were proposed. It was highlighted that, unlike the semi-coherent fast-forward half-
duplex scheme, designing optimal constellations at the victim and the helper for the
semi-coherent fast-forward full-duplex relaying scheme was non-trivial due to the use
of the energy-splitting factor. An approximate joint maximum a posteriori decoder was
proposed to circumvent the problem that computed a near-optimal value of the energy
splitting factor. Finally, it was shown that the proposed schemes facilitate reliable, low-
latency communication to the victim while successfully engaging the adversary in the

jammed band.

Chapter [ considered a more sophisticated adversary compared to the one in Chap-
ter {3, wherein the full-duplex cognitive jammer scanned multiple frequency bands and
estimated the correlation between the symbols on the jammed band and other frequency
bands. Owing to a fast-fading channel between the helper and the base station, a non-
coherent fast-forward full-duplex mitigation scheme was proposed, where the victim
and the helper used OOK, and M —ary ASK signalling schemes, respectively. For this
scheme, an optimization problem was formulated. Its solution provided the optimal
constellations at the victim and the helper node that minimizes the joint error rates at
the base station, subject to average energy constants at the victim and the helper node.
Further, a delay-tolerant non-coherent fast-forward full-duplex mitigation scheme was
also proposed, which solved the problem of designing constellations at the helper and
the victim when the fast-forwarding at the helper node is imperfect. For both schemes, it
was shown that using the proposed methods, the victim reliably communicates with the

base station while successfully deceiving the countermeasure detectors at the adversary.

Unlike Chapter [3|and Chapter [ Chapter [5|assumed a practical full-duplex helper,
resulting in non-instantaneous multiplex and forward process at the helper. Although
we assumed the signal model similar to that of Chapter [3] the attack model is much
stronger as compared to Chapter [3] and Chapter ] Here, the adversary scans all the
frequency bands to measure the average energy level on all the frequency bands and es-
timates the correlation as described in Chapter[d] It was highlighted that due to the delay
incurred by the helper node, the analysis given in Chapter [3] does not hold. Therefore,
delay aware semi-coherent multiplex and forward mitigation scheme was proposed,
wherein the delay was modelled at the helper node and then the problem of designing
the optimal constellation at the victim and the helper node was solved that minimised

the error rates at the base station. Through rigorous analysis and simulation results,
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it was shown that the proposed schemes facilitate the victim in evading the jamming

attacks whilst deceiving the adversary.

6.2 Future Work

There are multiple directions for future work. Some interesting directions are enumer-

ated as follows:

1. This thesis studied an uncoded setting, wherein the information symbols from
both the victim and the helper nodes take statistically independent values. How-
ever, when one incorporates outer codes at both these nodes, temporal correlation
across the transmitted symbols within one codeword is expected. Consequently,
it is interesting to study the error performance and the covertness performance of

the coded counterparts.

2. Designing non-coherent constellations when using practical full-duplex helper

node is still an exiting direction for future work.

3. Throughout this thesis, it was assumed that the adversary can instantaneously
sense and jam a specific frequency band. However, it will be interesting study the

use of practical full-duplex radios at the adversary as well.

4. In the model considered hitherto the adversary constantly uses his energy to jam
victim-to-base station link. However, the adversary can save its energy by at-
tacking in bursts, this is known as sporadic attack. In this attack model, the base
station will have to monitor the received symbols on both frequencies and use the

channel knowledge to maximise the error performance.
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