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Abstract

This thesis addresses the design of consensus algorithm and post-consensus enhance-
ments in the context of dynamic key generation. The first part of the thesis is on multi-level
quantization and the second part is on enhancements in terms of key-rate and error-rate.

The broadcast nature of the wireless system makes them vulnerable to several security
attacks which is not the case with the wired systems. The wireless interface is open both
to legitimate and unauthorised users which is why it is very crucial to design these systems
carefully. To achieve the security, there are multiple techniques in use, generally it is clas-
sified as: (i) crypto-primitive based and (ii) physical-layer based methods. In the former
scheme, security is ensured by relying on computationally exhaustive mathematical opera-
tions which are easy to decode at the user with the key whereas complex to solve otherwise,
whereas, in the latter scheme, physical layer resources are exploited in such a way that
the unauthorised user does not get access to the data. There is one more special category
which is physical-layer based key generation, here the users exploit the common source of
randomness (CSR) such as wireless channel coefficients between them to derive a key use-
ful for encryption and decryption operations. Towards achieving high-rate keys, consensus
algorithms using multi-level quantization seek to generate more than one bit per sample by
carefully designing the boundaries over the support-set of observations at individual nodes.
However, we have observed that the secret-keys delivered by such multi-level quantization
schemes do not exhibit maximum entropy, owing to mismatch in the distribution of the
observations at individual nodes and the distribution of the observations in consensus.

In this work, we revisit the design of multi-level quantization schemes by using the joint
probability distribution of the observations at the participating nodes. In particular, we
formulate the quantizer design problem as a constrained optimization problem of maximizing
the key-rate with strict constraints on the entropy and the mismatch-rate of the generated
keys. Subsequently, we propose an iterative algorithm, referred to as the EM-EM algorithm,
which synthesizes a multi-level quantizer, for any given number of levels, satisfying the
constraints. Unlike the existing multi-level quantization schemes, the EM-EM algorithm
provides secret-keys with maximum entropy, which otherwise would not be possible using
marginal distributions. Finally, since our solution is algorithmic in nature, it is applicable on
a wide range of joint distributions, and also on data sets, akin to the celebrated Max-Lloyd
algorithm in the parallel world of multi-level quantization on univariate distributions.



Although two-user key generation is well understood, group secret-key (GSK) generation,
wherein more than two nodes in a network generate secret-keys, still poses open problems.
Recently, Manish Rao et al., have proposed the Algebraic Symmetrically Quantized GSK
(A-SQGSK) protocol for a network of three nodes wherein the nodes share quantized ver-
sions of the channel realizations over algebraic rings, and then harvest a GSK. On the CSR
provided by A-SQGSK for the case of three-user network, formulated EM-EM framework
is applied. Given that the proposed multi-level consensus algorithm is closely coupled with
the protocol used to exchange the CSR, we lay out design rules to jointly choose the pa-
rameters of the A-SQGSK protocol and the EM-EM algorithm as a function of underlying
signal-to-noise-ratio and the required mismatch rate on the generated GSK.

Although A-SQGSK protocol guarantees confidentiality of common randomness to an
eavesdropper, we observe that the key-rate of the protocol is poor since only one channel
in the network is used to harvest GSK. Identifying these, we propose an opportunistic
selection method wherein more than one wireless channel is used to harvest GSKs without
compromising the confidentiality feature, thereby resulting in remarkable improvements in
the key-rate. Furthermore, we also propose a log-likelihood ratio (LLR) generation method
for the common randomness observed at various nodes, so that the soft-values are applied
to execute LDPC codes based reconciliation to reduce the bit mismatches among the nodes.
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Ā. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4.5 Key-rate improvement with opportunistic selection of CSR. . . . . . . . . . 55

4.6 Mismatch rate on CSR selected from coherence-blocks when both ϕ(h12) and
ϕ(h13) are in consensus. When the initial error rate is 10−2 and m = 10, an
error rate of 0 is achieved at 25 and 30 dB. . . . . . . . . . . . . . . . . . . 56

4.7 Improvement in the mismatch rate among the keys at the three nodes when
LDPC based reconciliation is employed at node-2 and node-3. . . . . . . . 57



List of Tables

1.1 Novelty of the Proposed EM-EM Algorithm with respect to Existing Contri-
butions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
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Chapter 1

Introduction

Given the broadcast nature of wireless communication, it is well known that messages trans-
mitted to an intended receiver can also be heard by eavesdroppers in the vicinity, thereby
compromising the much needed confidentiality feature. Physical layer security can be used
in order to preserve the confidentiality, where the physical-layer of a communication sys-
tem is exploited to hide the messages in the wireless channel using techniques listed in
Fig. 1.1 (right part). Another standard technique to circumvent this problem is to em-
ploy crypto-primitives at the higher-layer between the transmitter and the receiver, e.g.,
symmetric-key encryption or public-key encryption methods [AC93] as shown in Fig. 1.1
(left part). With symmetric-key techniques being favoured for application in low-cost wire-
less devices, the communicating parties need to posses a pre-shared secret-key to execute
the crypto-primitives. Traditional wireless security makes use of prior known cryptography
keys to establish a secure link between two nodes, where either the two devices are not
computationally capable enough of deriving the keys using key exchange techniques or in
scenarios where maintaining a public key database everywhere to support asymmetric en-
cryption is challenging. Cellular communication is one such scenario, where keys are already
stored in the user service identity module (USIM) and core network to support encryption/
decryption between the user and network. In the new era of cellular communication, in-
volvement of Device to Device (D2D), Vehicle Ad-hoc network (VANETs) and Machine to
machine (M2M) will require the use of some new technique to secure the link as no prior
common key is pre-shared between any two nodes to communicate securely. Similarly in a
wireless Ad-hoc network, establishing the keys between low end processing sensors nodes is
challenging.

While a plethora of crypto-techniques are well known for key-exchange mechanisms, the
concept of physical-layer key generation techniques has also received traction in the wireless
community as the communicating nodes can harvest shared-keys just by witnessing the ran-
domness in their channel realizations [MTM+08, YMR+10, JPC+09, PCB13, GK11, YRS06,
LDS12, SH11, HHL17, RSW11, CSD09, LLB13, YDS11, ZWCM10, KWTP13, LLN+19].
Thus, this mode of key generation can provide additional layer of security other than the
higher-layer crypto-primitives.
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Crypto-primitive based Physical-layer based

Physical-layer key generation

AES

DES

RSA

Artifical Noise

DSSS

FHSS

Figure 1.1: Crypto-primitve and physical-layer security

1.1 Background on Physical-Layer Key Generation

In the simple case of two-users key generation, consider two legitimate nodes, node-1 and
node-2, which intend to secure their communication by harvesting an identical key using
the shared wireless channel as the Common Source of Randomness (CSR). The two nodes
first assist each other in observing the CSR by broadcasting a known pilot symbol to one
another in a time-division duplex (TDD) fashion as depicted in Fig. 1.2.

node-1 node-2

coherence-blockTx Rx Rx Tx

Figure 1.2: Figure depicts physical-layer based key generation technique where the upper
part demonstrates the probing phase in TDD fashion and lower plots capture
the channel estimates over different coherence blocks.

As a consequence of Reciprocity Theorem, if the role of transmit and receive antenna
are interchanged functionally, the instantaneous characteristics of the channel remain un-
changed. Further, if the two nodes probe back to each other within the same coherence-time,

c© 2021, Indian Institute of Technology Delhi



1.2 Mathur et. al. Consensus Algorithm 3

upon estimation, they will observe correlated channel estimates while fading characteristics
ensure randomness in the correlated channel estimates. Overall, the CSR observed by node-
1 and node-2 qualifies to generate a key with two desired properties- (i) common to both
the users and (ii) random across the bits, given, a carefully designed consensus algorithm is
used.

1.2 Mathur et. al. Consensus Algorithm

A straightforward technique to harvest shared secret-keys is to apply two-level quantization
on the samples at node-1 and node-2, as proposed in [MTM+08, JPC+09]. Guard-bands are
placed around the boundary in order to minimise the error-rate as shown in Fig. 1.3. Both
the nodes use the indices which are out of the guard-band at both the sides to harvest a
key. In order to do that, the two nodes first parse through their samples and form a list of
all the indices which are out of the guard-band and then node-1 shares this list with node-2
without revealing the polarity of the indices. Upon receiving the list, node-2 finalises the
indices which are common to both the users and shares it with node-1.
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Figure 1.3: Figure depicts two-level (left) and four-level (right) quantizer.

Although the idea of two-level quantizer is effective, its limitation is its inability to
generate more than one bit per sample when the channel offers significant randomness. A
natural way to increase the number of bits per sample is to apply multi-level quantization
on each sample, where the number of levels must be chosen depending on the common
randomness offered by the wireless channel. We explore multi-level quantization method
which ensures that the entropy is maximised and the error-rate is upper-bounded by some
negligible number.

c© 2021, Indian Institute of Technology Delhi



1.3 Key Generation Hierarchy 4

1.3 Key Generation Hierarchy

In order to ensure that the final key synthesised at legitimate nodes is random and identical,
the hierarchy shown in Figure 1.4 is used. Advantage distillation phase includes channel
probing and public discussion based consensus among the nodes, as already discussed. Upon
advantage distillation, the nodes observe a correlated sequence, post-processing is required in
order to make the sequences identical. Information reconciliation makes use of coding theory
tools to achieve this. To compensate for the leakage while public discussion and information
reconciliation phase, privacy amplification is followed, which uses hash functions. The end-
product key can be used to fulfil the higher layer crypto-primitive operations.

Advantage
Distillation

Information
Reconciliation

Privacy
Amplification

Figure 1.4: Dynamic key generation hierarchy

1.4 Eavesdropper’s Perspective

Consider a passive eavesdropper, Eve, which intends to observe the same CSR as legitimate
node. It can observe the channel which is shared between legitimate nodes, only if it is
spatially located within the coherence distance, i.e. λ

2
, to one of the nodes, where λ is the

wavelength of the operating carrier signal. In context to 5G and next-generation networks,
mmWave is prominent and hence, the only way Eve can observe the same coherent space is
by implanting the antenna at one of the nodes, which falls under physical tampering and
hardware security.

A small experiment conducted in the lab at IIT Delhi is shown in Fig. 1.5a. Two
eavesdroppers are considered, near-Eve and far-Eve, the reference is with respect to node-2,
so that, both the eavesdroppers estimate the channel with node-1. Xbee devices are used,
which operates at 2.4 GHz bands. Eve fails to observe the CSR witnessed by the nodes
whereas the channel between the two legitimate nodes is highly correlated as shown in Fig.
1.5b.
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(a) Lab-setup consisting of node-1, node-2, far
Eve and near Eve.
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(b) Plot of received signal strength vs probe index
for node-1, node-2, far Eve and near Eve.

Figure 1.5: Figure depicts a scenario where far and near Eve intends to observe the CSR.

1.5 Curious Case of Three-Users

While a number of contributions have been reported under physical-layer two-user key
generation, its generalization to a network comprising more than two nodes have also
been studied, under the framework of Group Secret-Key (GSK) generation techniques
[YR07, XCD+16, WZN12, LHH19, LYW+14, TLQ15, SMDF11, HCH17, RH18, RH19].
In such a framework, more than two nodes generate a common secret-key by observing
the temporal variation of their wireless channels so that these secret-keys can be used to
keep their group messages confidential when implementing broadcast and relaying strategies
among the group members. Typical applications of GSK generation for broadcast, relaying
and multi-cast communication include Device-to-Device communication in ad hoc networks,
e.g., vehicular networks and mobile networks.

Unlike the case of two-user key generation where the nodes inherently observe the CSR
at probing phase itself, in a network consisting of multiple nodes, we highlight that not
every node can inherently observe it.

Broadly, physical-layer GSK generation can be classified into two types: (i) Pairwise GSK
generation, wherein a central authority (which is one of the nodes in the network) generates
a secret-key by applying two-user key generation algorithm with one of its neighbours, and
then shares it with the other nodes in the network in a confidential manner [YR07, XCD+16,
LHH19], and (ii) Group consensus based GSK generation, wherein the central authority
assists multiple nodes in the network to witness a CSR so that all the nodes can synthesize
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a group secret-key using a group consensus algorithm [RH19, JJR21, WZN12, LYW+14].

node-1

node-2 node-3

h12 h13

h23

Facilitator

Figure 1.6: Three-user network model

It is noted that the former scheme trusts the central authority in the process of key
generation and key distribution whereas in the latter scheme all the nodes share the respon-
sibility of synthesising the key through a group consensus algorithm on the observed CSR.
While the former class of methods piggyback on the simplicity of two-user key generation
protocols, such schemes expose the generated digital key to threats to a possible insider
attack in the wireless network. In contrast, using the latter class of methods, it has been
shown that manipulating the CSR by an insider is power-inefficient, and may also be de-
tected by the neighboring nodes provided the detection algorithms are carefully designed
[HCH17]. In this paper, we are interested in the latter class of GSK generation protocols
for the above mentioned reasons.

We use the three-node network shown in Fig. 1.6 to illustrate the challenges involved
in securely sharing a CSR among the nodes in the network. From Fig. 1.6, it is clear that
the available channels in the network are h12, h13, and h23, where hjk represents the complex
baseband channel from node-j to node-k. In order to observe these channels systemically,
all the nodes follow Phase-1 to Phase-3 of the protocol depicted in Fig. 1.7. In the first
phase, node-1 transmits a pilot whereas other two nodes estimate the channel, likewise in
Phase-2 of the protocol, node-2 transmits and others estimate, similarly, Phase-3 follows
next.

Towards executing physical-layer GSK generation, the three nodes have to pick at least
one of these channels as the CSR. Suppose that the channel h12 is the chosen CSR. With
that choice, although node-1 and node-2 can witness this CSR by transmitting pilot symbol
turn-by-turn within the coherence-time, node-3 cannot learn this channel during the pilot
transmission phase, and therefore either node-1 or node-2 must act as facilitator to help
node-3 in observing h12. Assuming node-1 plays the role of facilitator, upon observing the
channel realizations h12 and h13 in the pilot transmission phase, it must broadcast a function
of h12 and h13, denoted by g(h12, h13) ∈ C (as depicted in Phase-4 Fig. 1.7, and Fig. 1.8)
such that h12 must be recovered by node-3, whereas an eavesdropper in the vicinity must not
be able to recover h12 from the broadcast signal. However, from a practical viewpoint, since
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node-2 node-3

x = 1

x = 1

x = 1

Phase-1 Phase-2

Phase-3Phase-4

h12 h13

h12

h23

h13

h23

g(h12, h13)

node-1

node-3

node-1

node-2 node-3

node-1

node-2

node-1

node-2

node-3

Figure 1.7: Systematic protocol to observe the reciprocal channels (Phase-1 to Phase-3 )
and CSR sharing (Phase-4).

radio devices are designed to transmit baseband symbols from finite constellations, such as
Quadrature-Amplitude-Modulation (QAM), Phase-Shift-Keying (PSK), etc, the broadcast
signal g(h12, h13) cannot be transmitted as an arbitrary complex number in an unquantized
fashion. Although the facilitator can quantize g(h12, h13) to binary sequences of large block-
lengths and then map those bits to complex constellations to reduce the quantization error,
such a strategy may not be applicable when the CSR has to be shared within a short
coherence-block.

node-1

node-2 node-3

h12 h13

Facilitator

g(h12, h13)

g
−1(ĝ(h12, h13), h13)

Figure 1.8: Depiction of CSR Sharing by the facilitator to node-3, g−1() is the inverse op-
eration of g() and ĝ(h12, h13) is the estimate of g(h12, h13).

In this work, we consider Algebraic- Symmetrically Quantized GSK (A-SQGSK) protocol
which is the only protocol that preserves the confidentiality in the class of group consensus
based GSK generation [RH19, JJR21]. Once, all the three nodes have the CSR available
with them using A-SQGSK, they employ the extension of consensus algorithm discussed in
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Section 1.2 and harvest a key. Although A-SQGSK protocol preserves the confidentiality
but no consensus algorithm is presented yet which is tightly tied to it. We explore multi-level
quantization aspects as well as some enhancements to it in terms of key-rate and error-rate.

1.6 Motivation and Contributions

1.6.1 Part- I: Multi-Level Quantization

For the case of two-user key generation, we identify that quantizers that are designed using
marginal distributions (at individual nodes) cannot reap maximum benefits from wireless
channels. This is because the generated secret-key does not exhibit maximum entropy since
the distribution of the observations in consensus is different from their marginal distribution,
especially at low and medium signal-to-noise ratio (SNR) values. Incorporating the above
observations, in this part, we make the following two-fold contributions:

[C1.1:] We explore whether multi-level quantization schemes can be designed to gener-
ate secret-keys with maximum entropy provided the joint probability distribution function
(PDF) of the CSR is available. Given the number of levels for quantization and the knowl-
edge of the joint PDF, we formulate a constrained optimization problem to maximize the
symbol-rate of the keys with strict constraints on the entropy and the mismatch-rate of the
generated keys. Towards solving the optimization problem, we propose an iterative algo-
rithm, referred to as the Entropy Maximization Error Minimization (EM-EM) algorithm,
which carefully introduces guard bands in R2, to satisfy the underlying constraints. Unlike
existing approaches on multi-level quantization, the EM-EM algorithm guarantees secret-
keys with entropy of b-bits per sample in consensus when using a 2b-level quantization. To
emphasize the novelty, in Table 1.1, we point out the differences between our work over
existing contributions. Our algorithm can be applied on a wide range of joint distributions,
and thus can serve as a software package to design multi-level quantizers for key generation
[JJR21, HJR20].

[C1.2:] On the CSR provided by A-SQGSK for the case of three-user network, formulated
EM-EM framework is applied. As presented EM-EM framework is applicable only on two-
dimensional joint PDF, in context to A-SQGSK protocol for multiple nodes, the three-
dimensional PDF can not be applied directly to EM-EM. A relaxed criterion is presented
in order to make EM-EM amenable to A-SQGSK. Given that the proposed multi-level
consensus algorithm is closely coupled with the protocol used to exchange the CSR, we lay
out design rules to jointly choose the parameters of the A-SQGSK protocol and the EM-EM
algorithm as a function of underlying signal-to-noise-ratio and the required mismatch rate
on the generated GSK.
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Table 1.1: Novelty of the Proposed EM-EM Algorithm with respect to Existing Contribu-
tions

Reference Contributions on Limitation with
consensus algorithms respect to our work

[Max60] Max-Lloyd quantizer Minimizes the distortion between
input and quantized version.

Not relevant to key generation.
[YRS06] Marginal distribution based Does not guarantee maximum entropy

equiprobable quantizer since the distribution of samples in consensus
is different from marginal distribution

[MTM+08] Two-level quantizer and Two-level quantizer using the mean
consensus algorithm of data set and consecutive excursion length.

Multiple levels of quantization not explored.
[SH11] Optimal guard band Placement of guard bands

quantizer to bound symbol-error-rate.
Maximum entropy not guaranteed.

[HHL17] Vector quantization based Handles temporally-correlated channel
multi-level quantizer realizations. Specific to Gaussian distributions.

In contrast, EM-EM algorithm is
applicable on any joint distribution.

1.6.2 Part- II: Key-Rate Enhancement and Reconciliation

Although A-SQGSK protocol provides zero leakage, we point out that its key-rate is low
because the protocol uses only one of the channels in the network as the CSR. Furthermore,
in the context of two-user key generation, it is well known that reconciliation algorithms,
e.g., using low-density parity check (LDPC) codes, can be used to arrive at zero mismatch
rate among the keys at the nodes. Towards employing such reconciliation methods in A-
SQGSK, we observe that aspects of generating log-likelihood ratios (LLRs) of the secret bits
using the CSR samples have not been addressed hitherto. Identifying the above mentioned
limitations, we make the following contributions in this part:

[C2.1:] For the framework of A-SQGSK protocol, we propose an opportunistic CSR selection
strategy wherein the randomness offered by two channels are utilized to synthesize a GSK
without compromising the confidentiality feature. We show that our approach provides
higher key-rate than the protocol proposed in [JJR21, HJR20, RH19].

[C2.2:] Furthermore, when both the channels are amenable to key generation, we emphasize
that using both would lead to compromise in the confidentiality, and as a result, we present a
likelihood based strategy to choose one of them so as to minimize the mismatch rate among
the nodes [JH21a, JH21b].

[C2.3:] Finally, for the A-SQGSK protocol, we also propose an LLR generation scheme,
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using which all the nodes employ a reconciliation algorithm. We also use LDPC based
reconciliation to validate the effectiveness of our LLR generation scheme. Although LLR
generation on CSR samples for two-user key generation is well known, we highlight that the
statistics of the underlying noise is different at different set of nodes in the A-SQGSK pro-
tocol [JJR21]. Therefore, the proposed LLR generation scheme is a non-trivial contribution
in GSK generation [JH21a, JH21b].

1.7 Thesis Organization

In the rest of this thesis, Chapter 2 and Chapter 3 cover EM-EM framework for two-user
and three-user network while Chapter 4 covers our study on key-rate enhancement and
reconciliation techniques. In Chapter 2, we propose an iterative algorithm to solve the
presented optimization problem in order to maximise the symbol-rate and entropy of the
key synthesised. We also present the pseudo-algorithm of different blocks which make the
EM-EM algorithm. In Chapter 3, we extend the idea the of presented EM-EM algorithm for
the case of three-user network, specifically, we highlight that the proposed algorithm is only
applicable on a two-dimensional PDF and hence we present a relaxed design criterion for this
network. Chapter 4 deals with the idea of opportunistic selection for key-rate improvement
and LLR generation for minimising the error-rate for the network of three-users. Finally, a
concluding summary and directions for further research are provided in Chapter 5.

1.8 Notations

We use Z, Z[i], N and C to denote the set of all integers, Gaussian integers, natural numbers
and complex numbers, respectively, where i =

√
−1. A circularly symmetric complex Gaus-

sian random variable with mean 0 and variance σ2 is represented as x ∼ CN(0, σ2). The
set {0, 1, 2, . . . , p − 1}, for some integer p > 1, is denoted by Zp. The term I(x; y) denotes
the mutual information between two random variables x and y, and the term H(x) denotes
the entropy of a discrete random variable x. Given two sets S1 ⊂ C and S2 ⊂ C, the term
S1

⊕
S2 = {s1 + s2 | s1 ∈ S1, s2 ∈ S2} denotes their direct sum. We refer to the additive

white Gaussian noise using its acronym AWGN. The notation |S| represents the number of
elements in the set S. We use Prob(·) to represent the regular probability operator. We use
the notation [n] to represent the set of integers {1, 2, . . . , n}. Given a two-dimensional prob-
ability density function P (x, y) of continuous random variables X and Y , the probability

that the pair lie in a given range is denoted by
∫ a+j
a−j

∫ a+k
a−k

P (x, y)dxdy. In the special case of
discrete random variables X and Y , the integral will collapse to summation of mass points
in the given interval as

∑a+j

a−j

∑a+k
a−k
P (x, y), where P (x, y) denotes the joint probability mass

function P (X = x, Y = y).
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Chapter 2

EM-EM Framework

2.1 Introduction

Dynamic key generation using wireless channel realizations as the CSR is a popular method
to harvest shared secret-keys between multiple nodes in a wireless network [Mau93, AC93,
MW03, MTM+08]. While the main objective of this framework is to identify wireless chan-
nels that offer significant randomness, the subsequent goal is to design efficient consensus
algorithms to harvest shared secret-keys with high-rate, measured in bits per second. One
of the early contributions on consensus algorithms was from [MTM+08], which proposed a
two-level quantizer to derive secret bits in an unauthenticated channel as discussed in Sec-
tion 1.2. Subsequently, [JPC+09, YMR+10] have proposed enhancements over the idea in
[MTM+08] to maximize the entropy of the generated key with two-level quantizer. Further,
[YRS06, ZWCM10] have addressed scalar multi-level quantization schemes to generate more
than one bit per sample, whereas [SH11] has proposed methods to reduce the mismatch-
rate between the generated keys. Recently, [HHL17] has also explored vector quantization
methods to achieve consensus on channels with correlated variations over time.

A common thread tying existing multi-level consensus algorithms is that the quantization
boundaries are designed using the probability distribution on the observations at individual
nodes, henceforth referred to as marginal distribution of the CSR. We identify that quan-
tizers that are designed using marginal distributions cannot reap maximum benefits from
wireless channels. This is because the generated secret-key does not exhibit maximum en-
tropy since the distribution of the observations in consensus is not equal to the marginal
distribution, especially at low and medium SNR values. As a result, the generated secret-
key has to be further processed to maximize its entropy, which is turn is an overhead on
the key generation process. Identifying these limitations, in this work, we explore whether
multi-level quantization schemes can be designed to generate secret-keys with maximum
entropy provided the joint PDF of the CSR is available. Potential applications of such a
framework include device-to-device communications, wherein user-equipments (UEs) that
intend to harvest secret-keys seek the assistance of their parent base-station to design a
multi-level quantizer by providing their observations in a secure manner.
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2.2 System Model and Problem Statement

We consider a wireless channel model between two nodes, namely: node-1 and node-2, which
intend to harvest shared secret-keys by observing the channel realizations between them.
We assume that the wireless channel is frequency-flat and remain quasi-static for a period of
atleast two channel uses. Henceforth, we refer to this quasi-static block as coherence-block.
Upon transmission of a probing signal x =

√
P from node-1, node-2 receives a real baseband

symbol1 given by
yB(l) =

√
Ph(l) + nB(l), (2.1)

where P is the transmission power of the probing signals, h(l) ∈ R is the channel witnessed
by node-2 during the coherence-block index l, nB(l) is the additive white Gaussian noise
(AWGN), distributed as N(0, σ2). Similarly, upon transmission of a probing signal x =

√
P

from node-2, node-1 receives a real baseband symbol given by

yA(l) =
√
Ph(l) + nA(l), (2.2)

where nA(l) is the AWGN, distributed as N(0, σ2). We assume that the wireless channels
from node-1-to-node-2 and node-2-to-node-1 exhibits perfect reciprocity, and also assume
that h(l) is a continuous random variable with PDF P (h(l)) over the support (−∞,+∞).
The average signal-to-noise-ratio (SNR) of the channel is defined as SNR = P

σ2 .

A straightforward technique to harvest shared secret-keys is to apply two-level quantiza-
tion on the samples {yA(l) | l = 1, 2, . . . L} at node-1 and {yB(l) | l = 1, 2, . . . L} at node-2,
as proposed in [MTM+08, JPC+09, YMR+10]. Here, L represents the number of probing
signals exchanged between node-1 and node-2. Although this idea is effective, its limitation
is its inability to generate more than one bit per sample when the channel offers significant
randomness. A natural way to increase the number of bits per sample is to apply multi-level
quantization on each sample, where the number of levels must be chosen depending on the
common randomness offered by the wireless channel. To generate b bits per sample, for
b ∈ N, we formally define a 2b-level quantizer as follows.

Definition 1. A 2b-level quantizer, denoted by Qb ⊂ R2, is defined by a set of 2b pairs of
real numbers, given by Qb = {(a−j , a+

j ) | j = 1, 2, . . . , 2b}, satisfying the following constraints:

• a−j < a+
j for each 1 ≤ j ≤ 2b,

• a+
j ≤ a−j+1 for 1 ≤ j ≤ 2b − 1, and

• a−1 = −∞ and a+
2b

=∞.
1We consider real baseband models only for the narrative purpose. However, complex baseband channels

with independent and identically distributed in-phase and quadrature components can also be reduced to
this model.
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Henceforth, we refer to the region (a−j , a
+
j ) by a fixed representative in that region,

denoted by aj ∈ (a−j , a
+
j ). We call this set of representatives {aj | 1 ≤ j ≤ 2b} as the finite

constellation C ⊂ R of size 2b. We use Gj,j+1 , (a+
j , a

−
j+1) as the guard band separating the

j-th and the (j + 1)-th region, for 1 ≤ j ≤ 2b − 1. We also use ∆j , a−j+1 − a+
j to represent

the width of Gj,j+1.

Definition 2. A real number y ∈ R is quantized to 2b + 1 discrete values, denoted by
C̄ = C ∪ {X}, based on the following rule

Qb(y) =

{
aj, if y ∈ (a−j , a

+
j )

X, if y ∈ (a+
j , a

−
j+1) for 1 ≤ j ≤ 2b − 1,

(2.3)

where aj is the chosen representative of the region (a−j , a
+
j ), and the symbol X is used to

represent the samples lying in any of the guard bands.

Based on Definition 1 and Definition 2, the notation Qb is used to represent a quantizer,
whereas the notation Qb(·) is used to represent evaluation of the quantizer on a given real
number. In the next section, we discuss a consensus algorithm using a quantizer Qb.

2.2.1 Consensus Phase

node-1 and node-2 agree upon a quantizer Qb, as presented in Definition 1. They collect
a sufficiently large number of observations, denoted by YA = {yA(l) | l = 1, 2, . . . , L} and
YB = {yB(l) | l = 1, 2, . . . , L}, respectively, over L coherence-blocks. To achieve consensus,
the two nodes execute the following protocol:

• node-1 obtains the set {Qb(yA(l)) | yA(l) ∈ YA}, and then shares the index values
IA = {l ∈ [L] | Qb(yA(l)) 6= X} to node-2, where [L] = {1, 2, . . . , L}.

• node-2 obtains the set {Qb(yB(l)) | yB(l) ∈ YB}, and then computes the corresponding
set of index values IB = {l ∈ [L] | Qb(yB(l)) 6= X}. Subsequently, node-2 shares
IC = IB ∩ IA with node-1, where IC denotes the set of index values in consensus
between node-1 and node-2. We use N to denote the length of IC , i.e., N = |IC |.

• Using IC , node-1 and node-2 generate the following sequences KA = {Qb(yA(l)) | l ∈
IC}, and KB = {Qb(yB(l)) | l ∈ IC}. Note that both KA and KB are N -length
sequences over the alphabet C.

In the rest of this thesis, we drop the reference to the sample index l, and refer to the
observations at node-1 and node-2 as two correlated random variables yA and yB with an
underlying joint PDF P (yA, yB).
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2.2.2 Design Criteria on Qb

Based on the above consensus algorithm, the following properties are desired on KA and
KB:

1. The symbol-rate, given by N
L
, which captures the fraction of samples in consensus

between node-1 and node-2, is maximum.

2. The entropy of the two sequences must be maximum, i.e., H(KA) = Nb and H(KB) =
Nb, where H(KA) and H(KB), respectively denote the joint entropy of N random
variables over C.

3. The fraction of pair-wise disagreements between the two sequences must be negligible,
i.e., 1

N
dH(KA,KB) ≤ β, where β is a small number of our choice, and dH(KA,KB)

denotes the Hamming distance between KA and KB.

It is apparent that 1, 2 and 3 are desired on the keys synthesised by the quantizer Qb,
but there is a direct trade-off involved in optimising 1 and 3. Hence, we design a quantizer
Qb based on P (yA, yB) such that the fraction of pair-wise disagreements between the two
synthesised sequences are upper bounded by β, and symbol-rate is conditionally maximised
on this upper bound on the error-rate. To capture the criterion of symbol-rate, the consensus
probability, denoted by pc(Qb), is given by,

pc(Qb) = Prob(Qb(yA) ∈ C,Qb(yB),∈ C)

=
2b∑
j=1

2b∑
k=1

∫ a+j

a−j

∫ a+k

a−k

P (yA, yB)dyAdyB. (2.4)

Out of the L real samples that undergo consensus, the average number of samples in agree-
ment after the consensus phase is pcL. Therefore, the symbol-rate of the quantizer Qb is

N

L
= pc(Qb). (2.5)

It is clear that Qb(yA) ∈ KA if and only if Qb(yA) ∈ C and Qb(yB) ∈ C. As a result, the
entropy of Qb(yA) ∈ KA is

H(Qb(yA) | Qb(yB),Qb(yA) ∈ C) = −
2b∑
j=1

gj log2 gj, (2.6)
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where

gj = Prob(Qb(yA) = aj | Qb(yA),Qb(yB) ∈ C)

=

∑2b

k=1

∫ a+j
a−j

∫ a+k
a−k

P (yA, yB)dyAdyB∑2b

j=1

∑2b

k=1

∫ a+j
a−j

∫ a+k
a−k

P (yA, yB)dyAdyB

. (2.7)

Since the samples after consensus are expected to be random, it is desired to have
H(Qb(yA) | Qb(yB),Qb(yA) ∈ C) = b, when C comprises of 2b levels.

Two samples, Qb(yA) and Qb(yB) that are already in consensus, i.e., Qb(yA),Qb(yB) ∈ C,
are said to be in error if Qb(yA) 6= Qb(yB). Formally, using the joint PDF, the symbol error
rate (SER) among the samples in consensus is given by

SER(Qb) = Prob(Qb(yA) 6= Qb(yB) | Qb(yA),Qb(yB) ∈ C)

=
pc,m(Qb)

pc(Qb)
, (2.8)

where

pc,m(Qb) =
2b∑
j=1

2b∑
k 6=j

∫ a+j

a−j

∫ a+k

a−k

P (yA, yB)dyAdyB (2.9)

and pc(Qb) is given in (2.4). The quantizer Qb must be designed such that SER(Qb) is upper
bounded by a negligible number, say β > 0. In practice, the choice of β depends on the
error-correction capability of the channel codes which are subsequently used to correct the
residual errors in the secret-keys. Since SER(Qb) is inversely proportional to pc(Qb), we take
the approach of maximizing pc(Qb) for a given upper bound on pc,m(Qb).

Keeping in view of the expressions in (2.5), (2.6) and (2.8), the proposed objective
function on the design of quantizer is formally given in Problem 1.

Problem 1. Solve

arg max
Qb

pc(Qb)

such that

H(Qb(yA) | Qb(yB),Qb(yA) ∈ C) = b, (2.10)

pc,m(Qb) ≤ η, (2.11)
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Figure 2.1: Depiction of the proposed two-dimensional approach to solve multi-level quan-
tization for key-generation. Unlike existing approaches, joint PDF is exploited
to identify the placements and the widths of the guard bands.

where η > 0 is a given negligible number.

The constrained optimization in Problem 1 must be solved for a given set of inputs
{P (yA, yB), η, b, σ2}. With pc(Qb) denoting the symbol-rate offered by the quantizer, the
SER offered by it is upper bounded by η

pc(Qb)
. Therefore, one way to obtain a quantizer

satisfying the upper bound SER(Qb) ≤ β, for some β > 0, is to solve Problem 1 for various
values of η > 0, and then choose the one which satisfies η

pc(Qb)
≤ β.

In the next section, we provide an iterative algorithm to obtain a quantizer that satisfies
the constraints in (2.10)-(2.11) for a given η > 0.

2.3 EM-EM Algorithm

Towards solving Problem 1, we present an iterative algorithm, referred to as the EM-EM
algorithm, which carefully introduces guard bands in R2, as shown in Fig. 2.1, to satisfy
the underlying constraints. As shown in Fig. 2.2, our algorithm comprises of four blocks,
namely: (i) the initialization block, which feeds an initial set of boundaries {(a−j , a+

j ) | ∀j}
for a given b ∈ N, (ii) the entropy block, which handles the constraint in (2.10), (iii) the
error block, which addresses the constraint in (2.11), and finally (iv) the refining block,
which corrects the suboptimality of the entropy block in achieving equality constraint on
conditional entropy.

Given the inputs {P (yA, yB), η, b, σ2}, our approach is to solve Problem 1 by assuming
σ2 = 0, i.e., when yA(l) = yB(l) = h(l) in (2.1) and (2.2), and then use the corresponding
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quantizer as the initial set of boundaries. Since σ2 = 0, the initial boundaries {(a−j , a+
j ) | ∀j}

will be such that ∆j = 0 for each j. As a result, the constraint on pc,m(Qb) will not be
satisfied when σ2 > 0. To circumvent this problem, we feed these boundaries to the error
block, which increases the width of the j-th guard band, for 1 ≤ j ≤ 2b − 1, as

(a+
j , a

−
j+1)← (a+

j − θj, a−j+1 + θj),

for some θj ≥ 0, in order to satisfy the constraint pc,m(Qb) ≤ η. Here, the notation← is used
to represent the update operator on the guard bands. Subsequently, since the conditional
entropy might have been disturbed, the updated boundaries from the error block are fed to
the entropy block, which translates the j-th guard band, for 1 ≤ j ≤ 2b − 1, as

(a+
j , a

−
j+1)← (a+

j + φj, a
−
j+1 + φj),

for some φj ∈ R, to satisfy the constraint on conditional entropy. This way, iterations be-
tween the error block and the entropy block continue until the constraints on the conditional
entropy and pc,m(Qb) are met. At the end of the algorithm, using the final set of boundaries
{(a−j , a+

j ) | ∀j}, we compute pc(Qb) using P (yA, yB). With that the SER achieved by the
EM-EM algorithm is upper bounded by η

pc(Qb)
.

Definition 3. Using the EM-EM algorithm, the pair (b, β), for a given b ∈ N and β > 0, is
said to be feasible if there exists an η ≤ β such that η

pc(Qb)
≤ β.

In the rest of this section, we explain the functionality of each block by providing the
rationale behind its design.

2.3.1 Initialization Block

For a given b ∈ N, we obtain a quantizer {(a−j , a+
j ) | ∀j}, which is optimized to σ2 = 0,

i.e., when yA and yB are identical. For this extreme case, the boundaries are obtained by
equating

Pj =

∫ a+j

a−j

P (yA)dyA (2.12)

to 1
2b
, for 1 ≤ j ≤ 2b, where a−1 = −∞, a+

2b
= +∞ and P (yA) is the PDF of yA. A

pseudocode description to solve (2.12) is given in Algorithm 1. It is straightforward to
observe that ∆j = 0, for each j, since σ2 = 0.

Algorithm 1. Initialization Block: The case when σ2 = 0

Input: P (yB), b, and step-size θ > 0

c© 2021, Indian Institute of Technology Delhi



2.3 EM-EM Algorithm 19

Entropy Block

Refining Block

Error Block

Initialization
Block

No

Yes

pc,m(Qb) ≤ η

Figure 2.2: Depiction of the proposed EM-EM algorithm to generate a multi-level quantizer
Qb, which is matched to the joint PDF P (yA, yB). The inputs to the algorithm
are {P (yA, yB), η, b, σ2}, where 2b is the number of levels, σ2 is the variance of
the additive noise, and η is the constraint on pc,m(Qb).

Output: {(a−j , a+
j ) | ∀j}

1: Initialize a−1 = −∞ and a+
1 = −∞

2: for j = 1→ 2b − 1 do
3: Compute Pj using (2.12)
4: while Pj < 1

2b
do

5: a+
j ← a+

j + θ

6: update Pj using (2.12)
7: end while
8: a−j+1 = a+

j ; a
+
j+1 = a+

j

9: end for
10: a+

2b
= +∞

2.3.2 Error Block

The objective of this block is to increase the widths of guard bands to satisfy the constraint

2b∑
j=1

2b∑
k 6=j

∫ a+j

a−j

∫ a+k

a−k

P (yA, yB)dyAdyB ≤ η. (2.13)

c© 2021, Indian Institute of Technology Delhi



2.3 EM-EM Algorithm 20

δi =

∫ a+i

a−i

∫ a+i+1

a−i+1

P (yA, yB)dyAdyB +

∫ a+i+1

a−i+1

∫ a+i

a−i

P (yA, yB)dyAdyB ≤
η

2b − 1
(2.14)

Out of the 22b − 2b terms in (2.13), the dominant terms are
∫ a+j
a−j

∫ a+k
a−k

P (yA, yB)dyAdyB such

that |k − j| = 1. Therefore, instead of addressing the constraint in (2.13), the error block
satisfies the constraint on δi given in (2.14), for each 1 ≤ i ≤ 2b − 1. Using P (yA, yB), we
compute the set {δi | i = 1, 2, . . . , 2b − 1}. Starting from i = 1 to 2b − 1, the error block
increases the width of Gi,i+1 until the constraint on (2.14) is satisfied, as shown in Algorithm
2. Proposition 1 provides guarantee that increasing the width of Gi,i+1 reduces δi. If δi, for
some i, already satisfies the constraint, then Gi,i+1 remains unchanged. This way, the error
block increases the width of each guard band prudently based on P (yA, yB).

Proposition 1. Increasing the width of Gi,i+1 reduces δi.

Proof. This result follows from the definition of probability distribution function.

Algorithm 2. Error Block

Input: {(a−j , a+
j ) | ∀j}, P(yB, yC), b, η, and step-size θ > 0

Output: {(a−j , a+
j ) | ∀j}

1: for i = 1→ 2b − 1 do
2: Compute δi using (2.14)
3: while δi > η

(2b−1)
do

4: a+
i ← a+

i − θ; a−i+1 ← a−i+1 + θ

5: update δi using (2.14)
6: end while
7: end for

2.3.3 Entropy Block

The role of the entropy block is to maximize the conditional entropy in (2.6). Based on the
expressions of {gj | 1 ≤ j ≤ 2b} given in (2.7), the entropy block translates the guard bands
locally such that gj = 1

2b
, for each j. Unlike the error block, this block does not increase the

widths of the guard bands; instead it translates them either to left or right to maximize the
conditional entropy. Among the 2b terms in the numerator of each gj, terms of the form

∫ a+j

a−j

∫ a+k

a−k

P (yA, yB)dyAdyB, for j 6= k,
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are already driven to negligible values by the error block. As a result, the entropy block
neglects such terms, and considers an approximation on gj, denoted by g̃j, as

g̃j =
αj

α1 + α2 + ...+ α2b
, (2.15)

where

αj =

∫ a+j

a−j

∫ a+j

a−j

P (yA, yB)dyAdyB. (2.16)

Using the boundaries received from the error block, g̃j is computed as in (2.15) sequentially
from j = 1 to 2b. For a given j, if g̃j is less than 1

2b
, then the corresponding guard band is

translated to right until g̃j = 1
2b
, as shown in Algorithm 3. On the other hand, if g̃j is more

than 1
2b
, then the corresponding guard band is translated to left by an appropriate amount

until the equality g̃j = 1
2b

is met. The following proposition shows that the direction of
translation depends on whether g̃j is more or less than 1

2b
.

Proposition 2. If g̃j is less than 1
2b
, then shifting the guard band to right increases g̃j.

Similarly, if g̃j is more than 1
2b
, then shifting the guard band to left decreases g̃j.

Proof. We provide a proof to show that translating the guard band to right increases the
corresponding value of g̃j. The result for the other direction can be proved in a similar
manner. Before translating the guard band Gj,j+1 = (a+

j , a
−
j+1), let g̃j be computed as in

(2.15) using the initial set of values given by {αj | ∀j}. If this guard band is translated as
(a+
j + γ, a−j+1 + γ), for some γ > 0, then based on the joint PDF, it is straightforward to

observe that αj increases to αj + γαj
, for some γαj

> 0, and αj+1 decreases to αj+1 − γαj+1
,

for some γαj+1
> 0, and the rest of the terms {αk, | k 6= j, k 6= j + 1} remain unchanged.

As a result, the updated version of g̃j is of the form

g̃j =
αj + γαj

(
∑2b

k=1 αk) + γαj
− γαj+1

. (2.17)

Since g̃j is always less than one, it is straightforward to prove that the updated value in
(2.17) will be more than g̃j for any γαj

≥ 0, γαj+1
≥ 0. This completes the proof.

Algorithm 3. Entropy Block: Maximizing conditional entropy

Input: {(a−j , a+
j ) | ∀j}, P(yB, yC), b, and step-size θ > 0

Output: {(a−j , a+
j ) | ∀j}

1: for j = 1→ (2b − 1) do
2: Compute g̃j using (2.15)
3: if g̃j < 1

2b
then

4: while g̃j < 1
2b

do
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5: a+
j ← a+

j + θ; a−j+1 ← a−j+1 + θ

6: update g̃j using (2.15)
7: end while
8: else g̃j > 1

2b

9: while g̃j > 1
2b

do
10: a+

j ← a+
j − θ; a−j+1 ← a−j+1 − θ

11: update g̃j using (2.15)
12: end while
13: end if
14: end for

2.3.4 Refining Block

Notice that the entropy block forces each g̃j to take 1
2b

from j = 1 to 2b in a sequential
manner, and as a result, the overall entropy −

∑
j g̃jlog2(g̃j) may not be b after g̃2b is

updated. This is because the process of forcing g̃j+1 to 1
2b

disturbs
∑

j αj, which in turn
changes g̃j, which was optimized in the preceding step. To correct this suboptimal behavior
of the entropy block, the refining block expands the guard bands to ensure g̃j = αmin, where
αmin = min{αj | j = 1, 2, . . . , 2b}. This way, the equality constraint on entropy is met, and
moreover the constraint on pc,m(Qb) is not violated. A pseudocode description of the refining
block is given in Algorithm 4.

Algorithm 4. Refining Block: Refining g̃j = 1
2b

Input: {(a−j , a+
j ) | ∀j}, P (yB, yC), and step-size θ > 0

Output: {(a−j , a+
j ) | ∀j}

1: Compute {α1, α2, . . . , α2b} using (2.16)
2: αmin = min

1≤j≤2b
αj

3: for j = 1→ 2b do
4: while αj > αmin do
5: a−j ← a−j + θ; a+

j ← a+
j − θ

6: update αj using (2.16)
7: end while
8: end for
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2.4 Simulation Results

In this section, simulation results are presented to showcase the performance of the EM-EM
algorithm on CSR in (2.1) and (2.2), wherein h(l) is distributed as N(0, 1). On the left-side
of Fig. 2.3, we present the key-rate of the EM-EM algorithm, defined as b ∗ pc(Qb), when
b = 1, 2, and 3, against various values of SNR = P

σ2 . To generate the results, the constraint
SER(Qb) ≤ 10−3 is satisfied at each SNR by feeding an appropriate value of η to the EM-
EM algorithm. The left-side plots in Fig. 2.3 show that b must be chosen based on SNR in
order to fully exploit the shared randomness. We highlight that the secret-keys generated
for the above values of b exhibit maximum entropy at each SNR.
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Figure 2.3: Left-side: Average bits per sample offered by the EM-EM algorithm with the
constraint SER(Qb) ≤ 10−3. Right-side: SER(Qb) values achieved by the EM-
EM algorithm based on η.

The right-side plots of Fig. 2.3 show that lower values of SER(Qb) can also be achieved
by the EM-EM algorithm by choosing appropriate values of η. In Fig. 2.4, we compare the
proposed EM-EM algorithm with the following baselines: (i) Multi-level quantizers which
are optimized to maximize the entropy using the marginal distribution, (ii) Max-Lloyd
algorithm, which provides 2b points in R by optimizing the average quantization error using
the marginal distribution, and (iii) Uniform quantizer, wherein the 2b quantization levels are
uniformly spread in R, independent of the marginal distribution. With each baseline, the
widths of the guards bands are increased until the constraint SER(Qb) ≤ 10−3 is satisfied.
The plots confirm that none of the baselines achieves entropy of b bits. However, at high
SNR, the entropy achieved by optimizing marginal distributions is close to that of EM-
EM algorithm owing to high probability of consensus. Interestingly, the uniform quantizer
achieves higher symbol-rate than the EM-EM algorithm because of significant mass points
near the origin. However, the corresponding entropy is low, thereby resulting in lower key-
rate.
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Figure 2.4: Scatter plots of pairs (H(Qb(yA) | Qb(yA) ∈ C,Qb(yB) ∈ C), pc(Qb)) for various
multi-level quantizers with b = 2 and 3, and SNR = 20 and 30 dB, to achieve
SER(Qb) ≤ 10−3. The plots confirm that the EM-EM algorithm guarantees
maximum entropy.

2.5 Discussion

The quantizers which are designed based on the marginal distribution are not optimised to
maximise the conditional entropy post consensus and hence the key harvested is defective.
We have revisited the design of multi-level quantization schemes for key generation, and
have shown that the knowledge of joint PDF can be exploited to generate secret-keys with
maximum entropy and high symbol-rate. An iterative algorithm referred to as EM-EM
was presented in order to maximise the entropy conditioned on the samples which are in
consensus. EM-EM primarily comprises of two important sub-routines, entropy and error
block, where the former takes care of conditional entropy whereas error block ensures that
the error is upper-bounded by some negligible number. Presented algorithm can be applied
on a wide range of joint distributions, and thus can serve as a software package to design
multi-level quantizers for key generation.
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Chapter 3

EM-EM for A-SQGSK

3.1 Introduction

Physical-layer key generation between two radio devices is well studied starting from theory
that focuses on fundamental limits [YMR+10], to testbed developments that showcase proof-
of-concepts [PCB13]. A wide range of contributions exist in this topic, wherein the specific
choice of CSR [GK11, LDS12, RSW11, CSD09, LLB13], used to generate the keys depend
on wireless platforms such as OFDM [YDS11], multiple-input multiple-output (MIMO) sys-
tems [ZWCM10], and fibre optical networks [KWTP13], to name a few.

As discussed in Section 1.5, we are interested in the class of GSK generation protocols
[WZN12, LYW+14, TLQ15], wherein multiple nodes in the network first exchange a CSR,
and then generate a GSK after executing a group consensus algorithm. To serve the purpose,
a facilitator is required whose role is to assist the nodes in the network which can not observe
the CSR inherently. The facilitator has to ensure that the CSR is shared with the respective
node with no leakage to an eavesdropper in the vicinity. In context to GSK generation,
A-SQGSK [RH19] is the only protocol for CSR sharing, which achieves practicality and
confidentiality, and this feature is attributed to the use of algebraic rings. After all the three
nodes have the CSR with them, they need to design a quantizer such that entropy is max-
imised and error-rate is bounded by some negligible number. With respect to the consensus
phase, none of the existing work [MTM+08, YMR+10, JPC+09, YRS06, LDS12, HHL17]
have addressed the objective of maximising the entropy in the GSK generation and no sys-
tematic consensus algorithms that are customized to the distribution of the CSR have been
presented hitherto. Hence, we present consensus algorithms among the three nodes to syn-
thesize a GSK when using the shared CSR.

In this chapter, we extend the idea of EM-EM algorithm for a network of three users. We
highlight that the EM-EM is only applicable on two-dimensional joint PDF and hence can
not be applied directly to the three-dimensional PDF of the CSR seen at the three nodes.
First, we will see the motivation for using A-SQGSK for GSK generation and then we will
discuss the extension of EM-EM to it. In a nutshell, we propose relaxed design criterion for
EM-EM algorithm which is applicable to this network.
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3.2 System Model for GSK Generation

As shown in Fig. 3.1, we consider a three-user wireless network comprising node-1, node-2
and node-3 along with an eavesdropper, denoted by Eve. The wireless channel between
any two nodes in this network model is assumed to be frequency-flat and remain quasi-
static for a block of four channel-uses. Specifically, we use a complex Gaussian random
variable, denoted by hjk ∼ CN(0, 1), to represent the channel between node-j and node-k,
for j 6= k. We assume that all the channels {hjk | j 6= k} exhibit pair-wise reciprocity
within the coherence-block, i.e., hjk = hkj, and moreover, every pair of channels in {hjk}
are statistically independent. We also assume that the AWGN witnessed at all the nodes
are distributed as CN(0, σ2).

node-1

node-2 node-3

eve

h12 h13

h23

h1E

h3Eh2E

Facilitator

Figure 3.1: Network model with three wireless nodes, which intend to generate a GSK in
the presence of the passive eavesdropper, referred to as Eve. All the channels in
the network are assumed to be statistically independent. First, the three nodes
share a common source of randomness, and then synthesize a group secret-key
using a group consensus algorithm.

In this network model, the three nodes are interested in observing a subset of the chan-
nels {h12, h13, h23} so as to synthesize a GSK. Henceforth, throughout the paper, we refer
to this subset of channels as the CSR. Towards witnessing the chosen CSR, the three nodes
follow the conventional approach of broadcasting pilot symbols turn-by-turn within each
coherence-block. As a result, every node can learn the corresponding channels upon receiv-
ing the pilot symbols. Since pilot transmission does not help the three nodes to witness the
CSR, one of the nodes, referred to as the facilitator, broadcasts a linear combination of its
observed channels in order to assist all the nodes to acquire the CSR within the coherence-
block. Gathering the CSR observed over several coherence-blocks, the three nodes subse-
quently apply an appropriate key generation algorithm to generate a GSK. To highlight the
role of each coherence-block, we denote the channels using the coherence-block index l as
{h12(l), h13(l), h23(l)} for l = 1, 2, . . . , L, where L is the total number of coherence-blocks
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used to witness the CSR. In the following section, we present a GSK protocol wherein the
three nodes choose {h12(l)} for 1 ≤ l ≤ L as the CSR. Since the objective of this work is to
study the effects of quantization when generating a GSK, we choose {h12(l) | 1 ≤ l ≤ L} to
be CSR of interest throughout the paper.

3.2.1 GSK Generation with No Quantization at the Facilitator

We present a detailed description of a GSK protocol [HCH17] to exchange a CSR among the
three nodes in the network shown in Fig. 3.1. We describe the four phases of the protocol
for a given coherence-block l ∈ {1, 2, . . . , L}:
Phase 1: node-1 transmits a pilot symbol x = 1, which is used by node-2 and node-3 to
estimate the channels h12(l) and h13(l), respectively, as

θ
(1)
2 (l) = h12(l) + e

(1)
2 (l) and θ(1)

3 (l) = h13(l) + e
(1)
3 (l), (3.1)

where e(1)
2 (l) ∼ CN(0, γ) and e(1)

3 (l) ∼ CN(0, γ) denote the channel estimation errors at node-
2 and node-3, respectively. The superscripts denote the phase number in each coherence-
block.
Phase 2: node-2 transmits a pilot symbol x = 1, which is used by node-1 and node-3 to
estimate the channels h12(l) and h23(l), respectively, as

θ
(2)
1 (l) = h12(l) + e

(2)
1 (l) and θ(2)

3 (l) = h23(l) + e
(2)
3 (l), (3.2)

where e(2)
1 (l) ∼ CN(0, γ) and e(2)

3 (l) ∼ CN(0, γ) are the corresponding estimation errors.
Phase 3: node-3 transmits a pilot symbol x = 1, which is used by node-2 and node-1 to
estimate the channels h23(l) and h13(l), respectively, as

θ
(3)
2 (l) = h23(l) + e

(3)
2 (l) and θ(3)

1 (l) = h13(l) + e
(3)
1 (l), (3.3)

where e(3)
2 (l) ∼ CN(0, γ) and e(3)

1 (l) ∼ CN(0, γ) are the corresponding estimation errors. We
assume that all the nodes employ the same channel estimation algorithm, and as a result,
we use γ as the variance of the estimation error at all the nodes.
Phase 4: By the end of Phase 3, node-1 and node-2 have noisy versions of the CSR
{h12(l)}, but not node-3. Therefore, to fill the gap, in the last phase, node-1 (which
acts as the facilitator) transmits the sum θ

(2)
1 (l) + θ

(3)
1 (l), using which node-3 receives

θ
(4)
3 (l) = h13(l)

(
θ

(2)
1 (l) + θ

(3)
1 (l)

)
+n

(4)
3 (l), where n(4)

3 (l) denotes the additive noise at node-3

distributed as CN(0, σ2). Using θ(1)
3 (l) and θ(4)

3 (l), node-3 learns a noisy version of h12(l) as

θ̄
(4)
3 (l) =

((
θ

(1)
3 (l)

)−1

θ
(4)
3 (l)

)
− θ(1)

3 (l).
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Thus, by the end of Phase 4, the three nodes witness noisy versions of the CSR {h12(l)}.

Observe that all the nodes witness noisy version of the CSR, wherein the noise levels
depend on the node. Specifically, node-1 and node-2 observe {h12(l)}, which are perturbed
by estimation errors. However, node-3 observes a noisy version of h12(l), which is perturbed
by both estimation error and the recovery noise during Phase 4.

In terms of leakage, an external eavesdropper receives the following symbols in the four
phases: y(1)

E (l) = h1E(l)+n
(1)
E (l), y

(2)
E (l) = h2E(l)+n

(2)
E (l), y

(3)
E (l) = h3E(l)+n

(3)
E (l), y(4)

E (l) =

h1E(l)(θ
(2)
1 (l) + θ

(3)
1 (l)) + n

(4)
E (l), where hjE(l) is the complex channel between node-j for

1 ≤ j ≤ 3 and the eavesdropper, and n(k)
E (l) is the AWGN at the eavesdropper in Phase k

for k = 1, 2, 3, 4. Note that the eavesdropper cannot learn the channel realizations {h12(l)}
during the first three phases by the virtue of its physical location (with the assumption
that h1E(l), h2E(l), h3E(l) are statistically independent of h12(l)). However, in Phase 4, it
is straightforward to verify that the CSR is not confidential since the mutual information
between the sum θ

(2)
1 (l)+θ

(3)
1 (l) and θ(2)

1 (l) is not zero. Overall, in addition to the asymmetry
in the noise levels of the CSR at different nodes, this protocol also leaks the CSR to an
eavesdropper.

3.2.2 GSK Generation with Quantization at the Facilitator

In this section, we discuss some practical aspects of GSK generation protocols. In Sec-
tion 3.2.1, the first three phases involve broadcast of pilot symbols, wherein the receiver
nodes estimate the corresponding channels using an appropriate channel estimation algo-
rithm. However, in Phase 4, the sum of the two channel realizations, i.e., θ(2)

1 (l) + θ
(3)
1 (l),

is transmitted by node-1. Observe that the in-phase and the quadrature components of
θ

(2)
1 (l) + θ

(3)
1 (l) can be irrational, and as a result, there will be loss of precision when the

radio devices are implemented with limited hardware. Furthermore, most practical radios
are designed to transmit baseband signals from finite constellations such as PSK, QAM etc.
Due to constraints of short coherence-blocks, node-1 would need to transmit a quantized
version of the sum θ

(2)
1 (l) + θ

(3)
1 (l), given by ϕ(θ

(2)
1 (l) + θ

(3)
1 (l)) = θ

(2)
1 (l) + θ

(3)
1 (l) + zsum(l),

where ϕ(·) is an appropriate quantization algorithm that directly quantizes the channel es-
timates to points in a complex constellation, denoted by A, and zsum(l) is the corresponding
quantization noise. We refer to this form of the GSK protocol as Asymmetrically Quan-
tized GSK (AQGSK) [RH18, RH19]. After transmitting the quantized version, the received
symbols at node-3 is given by θ4

3(l) = h13(l)
(
θ

(2)
1 (l) + θ

(3)
1 (l) + zsum(l)

)
+ n

(4)
3 (l).

Using the above received symbols, the channel estimates recovered at node-3 are cor-
rupted by the quantization noise in addition to the recovery noise in Phase 4. Thus, with
quantization at node-1, the common randomness across the three nodes are affected by
different levels of noise. Although more practical than the GSK protocol in Section 3.2.1,
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this method suffers from disparity in the effective noise levels at the three nodes, and im-
portantly, the transmitted symbol from the facilitator θ(2)

1 (l) + θ
(3)
1 (l) + zsum(l) continues

to leak the CSR θ
(2)
1 (l) at an external eavesdropper. Identifying these disadvantages of

the AQGSK protocol, we explore a GSK protocol that enables the facilitator (node-1) to
transmit symbols from a finite constellation, and yet provide zero-leakage to an external
eavesdropper.

3.3 Algebraic SQGSK (A-SQGSK) Protocol

Unlike the ideas discussed in Section 3.2, the main idea to ensure zero-leakage to an external
eavesdropper is to avoid quantizing θ(2)

1 (l) + θ
(3)
1 (l), which is the sum of the noisy channel

realizations observed by node-1. In contrast, [RH19, JJR21] propose to quantize the noisy
channel realizations θ(2)

1 (l) and θ
(3)
1 (l) separately at node-1, then appropriately transform

them to points in an algebraic ring, and then compute their linear combination over the
algebraic ring. Henceforth, throughout the thesis, we refer to this scheme as the A-SQGSK
protocol [RH19, JJR21]. In the following section, we first present the ingredients required
to describe the A-SQGSK protocol.

3.3.1 Ingredients

The A-SQGSK protocol requires three complex constellations for the following purposes:
(i) to quantize the channel realizations at all the three nodes, (ii) to execute the algebraic
operations at node-1, and (iii) to broadcast a function of the channel realizations at node-1
(the facilitator). An example for the three constellations is provided in Fig. 3.2, along with
the description of their functionality in Table 3.1. In the proposed A-SQGSK protocol, the
facilitator quantizes the complex channel realizations to points in a complex constellation
A ⊂ C, of size 2m, given by A = AI

⊕
iAQ, where i =

√
−1, such that AI = AQ and

|AI | = 2
m
2 . Using ϕ : C → A to denote the quantization operator, we assume that ϕ(·)

works independently on the in-phase and the quadrature components of the input. For
instance, with β ∼ CN(0,Σ), we have

ϕ(β) = argmina∈A|β − a|2 ∈ A. (3.4)

We choose the constellation A such that ϕ(β) is uniformly distributed over the support A
when β ∼ CN(0,Σ). Given that AI = AQ, and the in-phase and the quadrature compo-
nents of β are independent and identically distributed, it suffices to choose AI ⊂ R such
that real(ϕ(β)) and imag(ϕ(β)) are uniformly distributed over the support AI and AQ,
respectively.
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Table 3.1: Functionality of A, Ā, and A′

Functionality Constellation
Quantization A is used.

at all the nodes Both Ā and A′

do not provide uniform distribution.
Algebraic operations A′ is used.

at the Both Ā and A

facilitator have no algebraic structure.
Broadcasting A′ would be energy inefficient,

at the A would lead to more errors
facilitator due to smaller minimum distance.

Therefore, Ā is used.

We also require a regular square quadrature amplitude modulation (QAM) constellation
Ā ⊂ C, of size 2m, given by Ā = ĀI

⊕
iĀQ, such that ĀI = ĀQ = {−2

m
2 + 1,−2

m
2 +

3, . . . , 2
m
2 − 3, 2

m
2 − 1}, where i =

√
−1, and m is even. Assuming that the numbers of AI

are arranged in the ascending order, for ν ∈ A, we define a one-to-one mapping, denoted by
ψ : A→ Ā as

ψ(ν) = ĀI(I(real(ν))) + iĀQ(I(imag(ν))), (3.5)

where I(·) ∈ [2
m
2 ] provides the position of the argument in the ordered set AI , and ĀI(t), for

t ∈ [2
m
2 ], provides the t-th element in the ordered set ĀI . We require a complex constellation

A′ = {0, 1, . . . , 2m
2 −1}

⊕
{0, i, . . . , i(2m

2 −1)}, which forms an algebraic ring Z
2
m
2

[i], defined
over regular addition and multiplication, however, with modulo 2

m
2 operation on both the

in-phase and the quadrature components. A regular 2m-QAM constellation Ā can be written
as a scaled and shifted version of A′. In particular, for α ∈ Ā, the one-one transformation
from Ā to A′, represented by φ : Ā→ A′, is

φ(α) =
α + 2

m
2 − 1 + i(2

m
2 − 1)

2
. (3.6)

Using the mappings φ(·) and ψ(·), it is straightforward to note that there is a one-to-one
correspondence between the constellations A, Ā, and A′. Henceforth, throughout the paper,
the composite mapping φ(ψ(·)) from A to A′ is denoted by Θ(·), and its inverse from A′ to
A is denoted by Θ−1(·).

3.3.2 A-SQGSK Protocol

The three nodes agree upon the discrete constellations A, Ā,A′ ⊂ C of size 2m, for some
integer m, where m is even. Similar to the GSK protocol in Section 3.2.1, the A-SQGSK
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Ā Z4[i] A
′A

Inverse mapping

-1-3 1 3

1

3

-1

-3
0

1

2

3

1 2 3

ψ : A → Ā φ : Ā → A′

φ−1(·)

Θ(·)

Quantizing Constellation Regular 16-QAM The Algebraic Ring

Figure 3.2: Example for the three constellations used in the A-SQGSK protocol with m =
4: Constellation A is used to quantize the channel realizations such that the
quantized values are uniformly distributed. Constellation A′ is the ring Z

2
m
2

[i]
used to compute linear combination of the quantized samples at the facilitator,
whereas Ā is used by the facilitator for broadcasting the linear combination of
the CSR samples to node-2 and node-3.

protocol also comprises four phases (as shown in Fig. 3.3), which are described below:
Phase 1: node-1 broadcasts a pilot symbol x = 1 using which node-2 and node-3 receive
y

(1)
2 (l) = h12(l)x+n

(1)
2 (l), and y(1)

3 (l) = h13(l)x+n
(1)
3 (l), respectively, where n(1)

2 (l) and n(1)
3 (l)

are the AWGN distributed as CN(0, σ2). Using the received symbols, node-2 and node-3
estimate the channels h12(l) and h13(l), respectively, as h12(l) + e

(1)
2 (l) and h13(l) + e

(1)
3 (l),

where e(1)
2 (l) ∼ CN(0, γ) and e

(1)
3 (l) ∼ CN(0, γ) denote the channel estimation errors at

node-2 and node-3, respectively. Further, these estimates are quantized to points in A as

θ
(1)
2 (l) = ϕ(h12(l) + e

(1)
2 (l)) ∈ A,

θ
(1)
3 (l) = ϕ(h13(l) + e

(1)
3 (l)) ∈ A,

where ϕ(·) is as given in (3.4).
Phase 2: Similar to Phase 1, node-2 transmits a pilot symbol x = 1, which is used by
node-1 and node-3 to estimate the channels h12(l) and h23(l), respectively, as h12(l) + e

(2)
1 (l)

and h23(l) + e
(2)
3 (l). Subsequently, the estimates are quantized as

θ
(2)
1 (l) = ϕ(h12(l) + e

(2)
1 (l)) ∈ A,

θ
(2)
3 (l) = ϕ(h23(l) + e

(2)
3 (l)) ∈ A,

where e(2)
1 (l) ∼ CN(0, γ) and e(2)

3 (l) ∼ CN(0, γ) are the corresponding estimation errors.
Phase 3: Similar to Phase 1 and Phase 2, node-3 transmits a pilot symbol x = 1, which
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node-2 node-3

x = 1

x = 1

x = 1

Phase-1 Phase-2

Phase-3Phase-4

θ
(1)
2 (l) θ

(1)
3 (l)

θ
(2)
1 (l)

θ
(2)
3 (l)

θ
(3)
1 (l)

θ
(3)
2 (l)

θ(l)

θ̄
(4)
3 (l)θ̄

(4)
2 (l)

node-1

node-3

node-1

node-2 node-3

node-1

node-2

node-1

node-2

node-3

Figure 3.3: Depiction of the four phases of the A-SQGSK protocol. In the first three phases,
each node transmits a pilot symbol, whereas in the last phase, node-1, which
acts as the facilitator, broadcasts a linear combination of its channels suitably
quantized over the algebraic ring Z

2
m
2

[i].
.

is used by node-1 and node-2 to obtain quantized version of estimates in A as

θ
(3)
1 (l) = ϕ(h13(l) + e

(3)
1 (l)) ∈ A,

θ
(3)
2 (l) = ϕ(h23(l) + e

(3)
2 (l)) ∈ A,

where e(3)
2 (l) ∼ CN(0, γ) and e(3)

1 (l) ∼ CN(0, γ) are the corresponding estimation errors. All
the three nodes employ the same channel estimation algorithm, and as a result, γ is identical
at the three nodes.
Phase 4: By the end of Phase 3, node-1 and node-2 have quantized versions of the estimates
of the channel h12(l), whereas node-3 does not have access to h12(l). Therefore, to fill the
gap, in the last phase, node-1 applies the composite transformation Θ(·) on θ

(2)
1 (l) and

θ
(3)
1 (l) to obtain Θ(θ

(2)
1 (l)) ∈ A′ and Θ(θ

(3)
1 (l)) ∈ A′, respectively. Subsequently, node-1

computes θsum(l) = Θ(θ
(2)
1 (l)) ⊕ Θ(θ

(3)
1 (l)) ∈ A′, where ⊕ denotes addition over the ring

Z
2
m
2

[i], and then it broadcasts θ(l) , φ−1(θsum(l)) ∈ Ā to node-2 and node-3. Here φ−1(·)
denotes the inverse of φ, defined in (3.6). With this, the received symbol at node-3 is
given by θ

(4)
3 (l) = 1√

Eavg
h13(l)θ(l) + n

(4)
3 (l), where

√
Eavg is the scalar used to normalize

the transmit power in Phase 4 such that E[|θ(l)|2] = 1. Since node-3 has the knowledge of
both h13(l) + e

(1)
3 (l) and its quantized version, it obtains a maximum a posteriori probability

(MAP) estimate θ̂3(l) ∈ Ā of θ(l). Using the above estimate, node-3 obtains an estimate of
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ϕ
(
h12(l) + e

(2)
1 (l)

)}
,
{
ϕ
(
h12(l) + e

(1)
2 (l)

)}
, and

{
θ̄

(4)
3 (l)

}
(3.8)

the quantized version of h12(l) as

θ̄
(4)
3 (l) = Θ−1

(
φ(θ̂3(l))	Θ(h13(l) + e

(1)
3 (l))

)
∈ A, (3.7)

where the subtraction operator 	 is over the ring Z
2
m
2

[i]. Thus, the CSR seen by node-1,
node-2, node-3 are respectively given in (3.8). Unlike the protocol in Section 3.2.1, the CSR
witnessed at the three nodes belong to A. In [JJR21, Theorem 1] it is proved that A-SQGSK
provides no leakage at an eavesdropper, i.e, I(Ch12

1 ;φ−1(csum)) = 0.

3.4 Group Consensus Algorithm for A-SQGSK Protocol

By the end of the A-SQGSK protocol, the CSR at the three nodes, as given in (3.8), belong to
the complex constellation A, for somem > 1. Out of the three observations in (3.8), the first
two are a result of direct quantization of channel realizations during the first three phases,
whereas as the third one is a consequence of MAP decoding and successive cancellation at
node-3 during Phase 4. We note that the in-phase and the quadrature components of a
complex CSR sample in (3.8) are statistically independent at each node owing to circularly
symmetric complex channel and also perfect knowledge of the channel during the phase of
MAP decoding and successive interference cancellation at node-3. Since the in-phase and
the quadrature components of the CSR belong to AI , the three nodes can agree upon a
consensus algorithm to identify the location of the real samples that lie at the same level. A
straightforward technique to harvest shared secret-keys is to apply two-level quantization on
the in-phase and the quadrature components of the samples given in (3.8), as proposed in
[YMR+10, JPC+09]. Although this idea is effective, its limitation is its inability to generate
more than one bit per sample when the CSR offers significant randomness. A natural way to
increase the number of bits per sample is to apply multi-level quantization on each sample,
where the number of levels must be chosen depending on the CSR at the end of the A-
SQGSK protocol. In order to generate b bits per real sample, for b ∈ N, we formally define
a 2b-level quantizer in Section 2.2. Although the quantizer is applicable on any real number,
in this paper, we use this quantizer to apply on real samples in AI . In the next section, we
discuss a group consensus algorithm among the three nodes using an appropriately designed
quantizer Qb.
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3.4.1 Consensus Phase for Group-Key Generation

To generate a GSK, node-1, node-2 and node-3 agree upon a quantizer Qb, as presented
in Definition 1. Furthermore, they collect a sufficiently large number of CSR observations,
denoted by

YcA =
{
ϕ
(
h12(l) + e

(2)
1 (l)

)
| l = 1, 2, . . . , L

}
,

YcB = {ϕ
(
h12(l) + e

(1)
2 (l)

)
| l = 1, 2, . . . , L},

and
YcC = {θ̄(4)

3 (l) | l = 1, 2, . . . , L},

over L coherence-blocks. After unfolding the in-phase and the quadrature components of
the CSR, node-1, node-2 and node-3, respectively gather the sets of real samples YA, YB and
YC , each of size 2L. To achieve consensus, the three nodes execute the following protocol
using the excursion length e ≥ 1:1

• node-2 obtains the set ȲB = {Qb(yB(r)) | yB(r) ∈ YB}, and then shares the index
values IB = {r ∈ [2L] | Qb(yB(r)) = Qb(yB(r + 1)) = . . . = Qb(yB(r + e − 1)) =
aj, for some aj ∈ C} to node-1.

• node-1 obtains the set ȲA = {Qb(yA(r)) | yA(r) ∈ YA}, and then computes the cor-
responding set of index values IA = {r ∈ [2L] | Qb(yA(r)) = Qb(yA(r + 1)) = . . . =
Qb(yA(r + e− 1)) = aj, for aj ∈ C}. Subsequently, node-1 shares IBA , IB ∩ IA with
node-3, where IBA denotes the set of index values in consensus between node-2 and
node-1.

• node-3 obtains the set ȲC = {Qc(yC(r)) | yC(r) ∈ YC}, and then computes the cor-
responding set of index values IC = {r ∈ [2L] | Qb(yC(r)) = Qb(yC(r + 1)) = . . . =
Qb(yC(r + e − 1)) = aj, for aj ∈ C}. Subsequently, node-3 shares ICBA , IC ∩ IBA
with node-1 and node-2, where ICBA denotes the set of index values in consensus be-
tween node-1, node-2 and node-3. We use Ngroup to denote the length of ICBA, i.e.,
Ngroup = |ICBA|.

Using ICBA, node-1, node-2 and node-3 generate the following sequencesKA = {Qb(yA(r)) | r ∈
ICBA}, KB = {Qb(yB(r)) | r ∈ ICBA}, and KC = {Qb(yC(r)) | r ∈ ICBA}. Note that KA,
KB, and KC are Ngroup-length sequences over the alphabet C.

1This protocol for group consensus is a generalization of the protocol proposed for pair-wise key generation
in [YMR+10]
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3.4.2 Relaxed Design Criteria on Qb

Based on the above consensus algorithm, the following properties are desired on KA, KB,
and KC :

1. The symbol-rate, given by Ngroup

2L
, which captures the fraction of samples in consensus

among the three nodes, is maximum.

2. The entropy of the three sequences must be maximum, i.e.,H(KA) = Ngroupb,H(KB) =
Ngroupb, and H(KC) = Ngroupb where H(KA), H(KB) and H(KC), respectively denote
the joint entropy of Ngroup random variables over C.

3. The fraction of pair-wise disagreements between any two sequences must be negligible,
i.e.,

1

Ngroup

dH(KE,KF ) ≤ β,

for E,F ∈ {A,B,C}, where dH(·, ·) denotes the Hamming distance operator, and β is
a negligible number of our choice.

In the rest of this work, we drop the reference to the sample index r, and refer to the real
numbers at node-1, node-2 and node-3 as three correlated random variables yA, yB and yC
with an underlying joint probability distribution function P (yA, yB, yC). The above listed
criteria can be met provided we use EM-EM based on P (yA, yB, yC). However, given that
this three-dimensional distribution is intractable to handle and does not comply with EM-
EM, we propose relaxed design criteria on Qb which takes into account the two-dimensional
joint distribution P (yB, yC) instead of P (yA, yB, yC). We choose the pair-wise distribution
P (yB, yC) over P (yA, yB) and P (yA, yC) since yC is more distorted with respect to yB than
yA because of the combination of quantization noise as well as the recovery noise. Note
that while the quantizer design is based on the CSR between the worst-pair of nodes in the
network, the same quantizer will be used by all the three nodes during the group consensus
phase of Section 3.4.1.

By focusing on the CSR available at node-2 and node-3, we design Qb using EM-EM
framework, assuming that only node-2 and node-3 are participating in the key-generation
process using their CSR YB and YC as presented in Section 2.3. However, when the CSR
samples are discrete, as in the case of A-SQGSK, the formulation presented in equations
(2.4) - (2.16) continues to hold after replacing the integrals by summation operations.

3.4.3 On Achieving the Desired SER using the EM-EM Algorithm

After the refining block presented in Algorithm 4, the EM-EM algorithm guarantees that
the entropy of the key is maximized for a given η > 0. However, at this point, the desired
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SER may not be achieved, i.e., SER(Qb) > β. Further decreasing η decreases both the
numerator and the denominator of (2.8), and as a result, lower values of SER(Qb) may not
be guaranteed by decreasing η. In such cases, the pair (b, β) is not feasible as defined below:

Definition 4. When using a quantizer Qb with excursion length e = 1, the pair (b, β), for a
given b ∈ N and β > 0, is said to be feasible if there exists an η ≤ β such that SER(Qb) ≤ β.

Based on Definition 4, when (b, β) is not feasible, we propose to design Qb using the
EM-EM algorithm by feeding an η > 0 such that SER(Qb) is minimized, i.e.,

η∗ = argminη SER(Qb). (3.9)

Subsequently, we use the corresponding quantizer Qb (which is designed with η∗) in the
consensus algorithm with excursion length e > 1. The minimum value of e for which the
mismatch rate of β is achieved will be used in the consensus phase. The following result
proves that if the consensus algorithm is employed with Qb (which is designed using the
EM-EM algorithm) and excursion length e > 1, then the entropy of the synthesized key
continues to be maximum.

Proposition 3. When using the quantizer Qb from the EM-EM algorithm along with excur-
sion length e > 1 in the consensus algorithm, the entropy of the synthesized key continues
to be b bits per sample.

Proof. The EM-EM algorithm generates a quantizer Qb that guarantees maximum entropy
on the generated key when e = 1, and this feature is contributed by the refining block
of the algorithm. When using the consensus algorithm with Qb and e > 1, let Ȳ e

B and
Ȳ e
C denote e-successive samples of ȲB and ȲC , respectively, and let P (Ȳ e

B, Ȳ
e
C) denote the

corresponding joint probability mass function of Ȳ e
B and Ȳ e

C . Note that the support of
Ȳ e
B and Ȳ e

C are e-fold cross products of the set C̄ given by C̄e = C̄× C̄× . . .× C̄︸ ︷︷ ︸
e times

with size

(2b + 1)e, where C̄ = C ∪ X. As per the consensus algorithm in Section ??, the consensus
probability is given by

∑
j

∑
k Prob(Ȳ e

B = āj, Ȳ
e
C = āk), where āj = [aj aj . . . aj] and

āk = [ak ak . . . ak] such that aj, ak ∈ C. Let us define the set C̄eX = {v ∈ C̄e | v(t) =

X for some 1 ≤ t ≤ e}. With that, the conditional entropy with excursion length e > 1 is
given by H

(
Ȳ e
B|Ȳ e

B 6∈ C̄eX , Ȳ
e
C 6∈ C̄eX

)
= −

∑2b

j=1 tjlog2(tj), where

tj =

∑
k Prob(Ȳ e

B = āj, Ȳ
e
C = āk)∑

j

∑
k Prob(Ȳ e

B = āj, ȲC = āk)

=

∑
k

(
Prob(ȲB = aj, ȲC = ak)

)e∑
j

∑
k

(
Prob(ȲB = aj, ȲC = ak)

)e ,
where the second equality is applicable because of statistical independence across the e
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samples. If the parameter γ of the EM-EM algorithm is appropriately chosen, then the cross-
terms Prob(ȲB = aj, ȲC = ak), for j 6= k, are negligible. As a result, we can approximate tj
as

tj ≈
(
Prob(ȲB = aj, ȲC = aj)

)e∑2b

k=1

(
Prob(ȲB = ak, ȲC = ak)

)e .
Since the refining block of the EM-EM algorithm ensures identical values of Prob(ȲB =

aj, ȲC = aj) for each 1 ≤ j ≤ 2b, we note that tj ≈ 1
2b
, and therefore the conditional entropy

of the symbols in consensus is maximum.

3.4.4 Complexity of the EM-EM Algorithm

Given a joint probability distribution function on two correlated random variables, the EM-
EM algorithm generates a two-dimensional discrete probability mass function (PMF) on an
alphabet of size 2b so as to satisfy the conditions in Problem 1. Towards quantifying its
complexity, the complexity of the error block, the entropy block, and the refining block,
must be quantified. With respect to the error and the entropy blocks, we can quantify their
complexity by counting the number of times the two-dimensional PMF is updated through
the iterative process. Note that each time a guard band is expanded or shifted, the PMF has
to be updated to check the condition given in line 3 of Algorithm 2 and Algorithm 3. If the
two correlated random variables are continuous, then the number of PMF updates depends
on the choice of the step-size θ within each block. In particular, with smaller step-size, the
EM-EM algorithm provides higher precision in achieving the entropy of b bits per symbol,
however, at the cost of a large number of PMF updates. On the other hand, with large
step-size, while the number of PMF updates decreases, the EM-EM algorithm may generate
secret-keys with lower key-rate as guard bands may not be prudently expanded in the error
block.

When applied to the A-SQGSK protocol, the input to the EM-EM algorithm is the joint
PMF on the CSR between node-2 and node-3. Note that the CSR is discrete, wherein the
size of the support set is given by 2

m
2 . Furthermore, upon mapping the CSR samples in

(3.8) to the ring Z
2
m
2

[i] using Θ(·), the minimum step-size that can be used in the EM-
EM algorithm is θ = 1. This implies that once the algorithm enters the error block, the
maximum number of PMF updates is d2

m
2 −2b

2
e. However, when the algorithm is inside the

entropy block the maximum number of PMF updates is 2
m
2 − 2b. This difference in the

PMF updates between the error block and the entropy block is attributed to the fact that
the error block increments the width of a guard band on both sides, whereas the entropy
block only shifts a guard band without increasing its width. Finally, after a number of
iterations between these two blocks, the refining block also updates the PMF one more time
so as to achieve the conditional entropy of b bits per sample (see line 4 of Algorithm 4). In
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Figure 3.4: Complexity of the EM-EM algorithm as a function of SNR, and the size of
the constellation used to generate the CSR samples. We use the number of
PMF updates during the iterations within the EM-EM block as a measure of
complexity.

order to present the total number of PMF updates through the iterative process, we count
them when the CSR samples of the A-SQGSK protocol are fed to the EM-EM algorithm at
various values of SNR and m. These plots are presented in Fig. 3.4 for both b = 1 and b = 2

in order to achieve the bound pc,m(Qb) ≤ η, for η = 0.1. As shown in each of the two cases,
it is clear that with larger values of m, the number of updates is high since there is more
room for the guard bands to shift and expand. Furthermore, as SNR increases, the number
of updates decreases since the error block only needs to expand a guard band few times
since the underlying noise is negligible to help achieve the bound pc,m(Qb) ≤ η. Overall, the
plots in Fig. 3.4 show that the EM-EM algorithm can be deployed in practice owing to few
PMF updates at moderate- and high-SNR values.

3.5 Simulation Results

In this section, we present simulation results on the performance of the A-SQGSK protocol in
conjunction with the proposed EM-EM algorithm. In the first three phases of the A-SQGSK
protocol, all the nodes use the received symbols as the noisy estimates of the channels, i.e.,
γ = σ2. For a given value of m ∈ {2, 4, 6, 8, 10, 12, 14}, and the underlying signal-to-noise-
ratio, defined by SNR = 1

σ2 , we choose the complex constellationA to ensure that the outputs
of ϕ(·) are uniformly distributed. Accordingly, we use 4-, 16-, 64-, 256−, 1024−, 4096− and
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Figure 3.5: Key rate against various SNR values and various sizes of the constellation A to
achieve entropy of b = 1 bit per sample and a mismatch rate (BER) of at most
10−2.

16384− QAM constellations as Ā. We use L = 10000 coherence-blocks to generate the
CSR samples, after which each node generates 20000 real samples, which correspond to the
in-phase and the quadrature components of their CSR samples. Subsequently, we feed the
joint probability distribution of the real samples at node-2 and node-3 as the input to the
EM-EM algorithm by specifying the value of b ≥ 1 (which is the number of bits generated
per real sample) and the mismatch rate. As discussed in Section 3.4.3, if the bound on
mismatch rate is not achieved with excursion length e = 1, then we design the quantizer Qb
with η∗ (as given in (3.9)) and then use it in the consensus algorithm with e > 1. Finally,
we employ the designed quantizer Qb to achieve consensus on a GSK as per the protocol in
Section 3.4.1. Throughout this section, mismatch rate is referred to as bit-error-rate (BER)
and symbol-error-rate (SER) when b = 1 and b > 1, respectively. Out of the 2L real samples
available for consensus, we define the key rate as the average number of secret bits generated
per real sample.

Using the EM-EM algorithm with b = 1, i.e., two-level quantization, the key rates of
the A-SQGSK protocol are presented in Fig. 3.5 against SNR ∈ {10, 15, 20, 25, 30} dB
so as to achieve an upper bound on the mismatch rate of 10−2. In this context, a bit is
said to be in error if any two nodes disagree with the value at that location after executing
the protocol in Section 3.4.1. At each SNR value, we capture the impact of the A-SQGSK
protocol by employing different sizes of the discrete constellation A. The plots in Fig. 3.5
show that the key rate increases with SNR, and this behaviour is attributed to more samples
in consensus among the three nodes since the BER is upper bounded by 10−2. In addition
to the key rate of the GSK, we also plot the key rate obtained by executing the pair-wise
consensus algorithm (given in Section 3.4.2) which uses the EM-EM algorithm using the

c© 2021, Indian Institute of Technology Delhi



3.5 Simulation Results 40

10 15 20 25 30

SNR in dB

10-4

10-2

100

M
is

m
a
tc

h
 R

a
te

m = 12

nodes 1 and 2

nodes 2 and 3

nodes 1 and 3

Required error

10 15 20 25 30

SNR in dB

10-4

10-2

100

M
is

m
a
tc

h
 R

a
te

m = 10

nodes 1 and 2

nodes 2 and 3

nodes 1 and 3

Required error

10 15 20 25 30

SNR in dB

10-4

10-2

100

M
is

m
a
tc

h
 R

a
te

m = 8

nodes 1 and 2

nodes 2 and 3

nodes 1 and 3

Required error

10 15 20 25 30

SNR in dB

10-4

10-2

100

M
is

m
a
tc

h
 R

a
te

m = 6

nodes 1 and 2

nodes 2 and 3

nodes 1 and 3

Required error

Figure 3.6: Comparing the mismatch rate offered by the group consensus algorithm when
Qb is designed based on the pair-wise CSR samples at (i) node-1 and node-2, (ii)
node-1 and node-3, and (iii) node-2 and node-3.

CSR samples at node-2 and node-3. Since the CSR samples between node-2 and node-3
capture the worst-case scenario (due to the combined effect of quantization noise as well as
the recovery noise in Phase 4 of the A-SQGSK protocol), the plots show that the key rate of
the GSK is marginally lower than that of the pair-wise key. The plots also show that while
the key rate increases with m, it saturates after a certain value of m, which is dependent on
the underlying SNR. The intuition for this behaviour is that as the size of A increases, the
recovery noise in phase 4 increases, and a result, the CSR witnessed between node-2 and
node-3 are further degraded when compared to those at lower values of m. While this is
the case with respect to recovery noise, larger value of m also provides finer granularity to
expand and shift the guard bands in the EM-EM algorithm, thus providing more degrees
of freedom to upper bound the BER within 10−2. Overall, due to the conflicting behaviour
between the fraction of decoding errors and the smoothness offered to the EM-EM algorithm,
the benefits in terms of key rate are marginal after a certain value of m.

In Fig. 3.6, we capture the performance of group key generation when different pair-
wise samples are considered to design Qb. We plot the mismatch rate of the group key
offered by feeding the joint distribution of several pairs, along with the threshold of 10−2,
which is the intended mismatch rate fed to the EM-EM algorithm. The plots show that for
all values of m, the joint distribution of CSR at node-1 and node-2 must not be used to
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Figure 3.7: Similar to Fig. 3.5, key rate against various SNR values and various sizes of
the constellation A to achieve entropy of b = 2 bits per sample and a mismatch
rate (SER) of at most 10−2.

design the quantizer; this is because those CSR samples are only perturbed by the effect of
additive noise in the quantization process. As a result, at high SNR values, the impact of
recovery noise in Phase 4 of the A-SQGSK protocol is neglected. Thus, while the quantizer
design is made on good pair of CSR samples, the subsequently designed quantizer is used to
achieve consensus on CSR samples that are poorer compared to that of node-1 and node-2.
As a result, the overall mismatch rate achieved at the GSK level is more than the desired
reliability level. The plots also show that instead of CSR samples at node-2 and node-3,
we could also make use of the CSR samples at node-1 and node-3. This is because between
the two sources of noise, the recovery noise in Phase 4 is more dominant, and therefore the
resultant mismatch rate continues to lie below the desired reliability number. At lower SNR
values, the quantization noise between node-1 and node-2 are also considered, and therefore
the CSR samples at node-2 and node-3 offer better mismatch rate.

As a generalization of results presented in Fig. 3.5, in Fig. 3.7, we also present the key
rate to synthesize a GSK with entropy of b = 2 bits per real sample. In this context, b = 2

implies that the quantizer Qb divides the CSR samples (which take 2
m
2 levels) at each user

into 2b zones in order to arrive at consensus. Similar to the case of b = 1, the quantizer
design continues to maintain an upper bound on the mismatch rate of 10−2. However,
the mismatch rate corresponds to SER since the synthesized key is over the alphabet C

containing 4 values. The plots show that inferences drawn by observing Fig. 3.5 continue to
hold when b = 2. We have also verified that the entropy of the generated keys is 2 bits per
real sample. At lower SNR values, the proposed EM-EM algorithm was unable to generate
non-zero key rate satisfying entropy of 2 bits per sample and a mismatch rate of 10−2.
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Figure 3.8: Comparison of key rates to achieve entropy of b = 1 bit per sample and a
mismatch rate (BER) of at most 10−2 using the EM-EM algorithm in conjunction
with the A-SQGSK protocol: (i) A is chosen to induce uniform distribution on
the quantized values during the A-SQGSK protocol, and (ii) A is uniformly
spaced regular QAM constellation with unit average energy.

Finally, we present a comparison between the key rate offered by the proposed combi-
nation of the A-SQGSK protocol and the EM-EM algorithm when the following two types
of discrete constellations are considered for A: (i) A is chosen such that the resulting CSR
samples after the A-SQGSK protocol exhibit uniform distribution, and (ii) A is a regular
square QAM constellation. To generate the simulation results under (ii), we use a regular
square QAM normalized to unit average energy. The corresponding plots on key rate are
presented in Fig. 3.8 for b = 1. The plots show that forcing uniform distribution on the
CSR samples after A-SQGSK protocol outperforms regular-QAM since the latter method
accumulates large number of samples around the mean value, and as a result, increasing the
guard band drops significant number of samples when compared to the former case.

In summary, stitching together the advantages of the A-SQGSK protocol and the EM-
EM algorithm, we recommend to choose m and b based on the underlying SNR values. From
the viewpoint of designing Qb, we recommend the use of joint distribution of CSR samples
at node-2 and node-3, which constitute the worst-pair of common randomness when using
h12 to harvest GSKs.
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3.6 Discussion

In GSK generation, as a consequence of the underlying three-dimensional PMF, EM-EM
can not be applied in its original form in order to maximise the entropy. Hence, we have
presented a relaxed criterion where the joint PMF of the CSR seen at worst pair of the nodes
is fed to the EM-EM. It is shown that this approach continues to maximise the conditional
entropy on the final key. Further, as the CSR associated with A-SQGSK is discrete in
nature, we lay out some design rules for achieving the desired SER using the EM-EM.
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Chapter 4

Key-Rate Enhancement and Reconciliation

4.1 Introduction

For a network of three-users, not every node has access to the CSR in the probing phase
itself, so, one of the nodes is declared as the facilitator whose role is to secretly share the
CSR with such blind nodes. We continue to use A-SQGSK [RH19, JJR21] protocol for
the purpose of sharing the CSR in the network. A-SQGSK proposed in its original form
utilises only one of the two available channels, i.e., h12 and h13, in order to achieve the
confidentiality. Hence, we explore a method to harvest the two available CSR in an oppor-
tunistic fashion for the same set-up. It is theoretically shown that in the case when both the
channels are in consensus, only one of the two channels can be used as the CSR otherwise
confidentiality will be compromised. Therefore, a selection criterion is presented which en-
sures that the error is minimised when selecting one of the two available channels as the CSR.

In order to facilitate reconciliation, LDPC codes are considered and Message Passing
(MP) decoder is utilised for low-complexity decoding of the codes. In context of GSK
generation, input to MP algorithm is the LLR associated with the CSR, hence, we present
an LLR generation technique which is tightly tied to A-SQGSK protocol.

4.2 System Model and Background

A network comprising three nodes: node-1, node-2, and node-3 is considered, as shown in
Fig. 4.1. The channel between node-j and node-k is denoted by hjk, where j 6= k and
hjk ∼ CN(0, 1) . Channel hjk is assumed: (i) to be flat-fading and remains quasi-static for
a block of at least 4 channel uses, (ii) it exhibits pairwise reciprocity within the coherence-
block i.e., hjk = hkj and (iii) {hjk} are statistically independent and identically distributed.
Another assumption made is that all the nodes witness AWGN distributed as CN(0, σ2) , so
that the average SNR is 1

σ2 . To synthesize a GSK, a subset of {h12, h13, h23}, referred to as
the CSR, must be learned by all the nodes. While a noisy version of h12 can be estimated at
node-2 and node-1 by probing pilot symbols within a coherence-block, it is clear that node-3
needs to learn h12 explicitly. To help this cause, [RH19, JJR21] proposed a protocol to share
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quantized version of h12 over an algebraic ring .First, we recall the A-SQGSK protocol, and
then point out its limitations.

node-1

node-2 node-3

eve

h12 h13

h23

h1E

h3Eh2E

Facilitator

Figure 4.1: A network of three nodes along with an eavesdropper

4.2.1 A-SQGSK Protocol

To execute the A-SQGSK protocol, the three nodes must be equipped with three complex
constellations A, A′ and Ā, as already exemplified in Fig. 3.2. One-to-one transformations
ψ : A → Ā is defined in (3.5) and φ : Ā → A′ is defined in (3.6). The composite mapping
φ(ψ(·)) from A to A′ is denoted by Θ(·), and its inverse from A′ to A is denoted by Θ−1(·).
The A-SQGSK protocol consists of four phases as discussed in Section 3.3.2. The protocol
is revisited here again with some new notations for the sake of clarity.

Phase-1: node-1 broadcasts a pilot symbol x = 1 using which node-2 and node-3 receive
y

(1)
2 = h12x + n

(1)
2 and y

(1)
3 = h13x + n

(1)
3 , where the noise n(1)

2 and n
(1)
3 are distributed as

CN(0, σ2) respectively. In this notation, the superscript denotes the phase number in each
coherence- block and the subscript denotes the node index. These two nodes then estimate
the channel as h12 + e

(1)
2 and h13 + e

(1)
3 , where the estimation errors are distributed as

e
(1)
2 , e

(1)
3 ∼ CN(0, γ) . Furthermore, these estimates are then quantized as

Ch12
2 = ϕ(h12 + e

(1)
2 ) ∈ A and

Ch13
3 = ϕ(h13 + e

(1)
3 ) ∈ A,

wherein in the superscript denotes the inherently observed channel and the subscript denotes
the node index. Also, the quantization operator ϕ(β) for β ∈ C is already defined by (3.4).
Phase-2: Similarly, node-2 broadcasts a pilot symbol x = 1, which is used by node-1 and
node-3 to estimate the channel as h12 + e

(2)
1 and h23 + e

(2)
3 , respectively, with similar noise
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statistics as in Phase-1. Subsequently, the estimates are quantized as

Ch12
1 = ϕ(h12 + e

(2)
1 ) ∈ A and

Ch23
3 = ϕ(h23 + e

(2)
3 ) ∈ A.

Phase-3: Similarly, node-3 transmits a pilot symbol x = 1, whereby node-1 and node-2
estimate the channel as h13 + e

(3)
1 and h23 + e

(3)
2 , respectively. Subsequently, both the nodes

obtain the quantized version of estimates as

Ch13
1 = ϕ(h13 + e

(3)
1 ) ∈ A and

Ch23
2 = ϕ(h23 + e

(3)
2 ) ∈ A.

Phase-4: Assuming that the CSR is derived using h12, node-3 does not have the access to
it. To bridge the gap, node-1 applies the composite transformation Θ(·) on Ch12

1 and Ch13
1

to obtain Θ(Ch12
1 ) ∈ A′ and Θ(Ch13

1 ) ∈ A′, respectively. Subsequently, node-1 computes
csum = Θ(Ch12

1 )⊕Θ(Ch13
1 ) ∈ A′, where ⊕ denotes addition over the ring Z

2
m
2

[i], and then it
broadcasts 1√

Eavg
φ−1(csum) ∈ Ā to node-2 and node-3, where Eavg is the average energy of

the QAM constellation and φ−1(·) denotes the inverse of φ, defined in (3.6).

With the knowledge of h13 + e
(1)
3 , node-3 obtains the maximum aposteriori probability

(MAP) estimate of φ−1(csum), denoted by θ̂3 ∈ Ā. Using the above estimate, node-3 obtains
the CSR as

Ch12
3 = Θ−1

(
φ(θ̂3)	Θ(ϕ(h13 + e

(1)
3 ))

)
∈ A,

where 	 is the subtraction over the ring Z2m
2

[i]. Similarly, node-2 will recover Ch13
2 , which

is the decoded version of the quantized channel h13. By the end of the A-SQGSK protocol,
node-j has {Ch12

j , Ch13
j } for j = 1, 2, 3. node-j unfolds the real and the imaginary components

of Ch12
j , Ch13

j , and then uses the samples for key extraction. Henceforth, throughout this
paper, we refer to a CSR from the unfolded set of h12 as Rh12

j , and similarly, we refer to a
CSR sample from the unfolded set of h13 as Rh13

j .

4.2.2 Consensus Phase

In order to extract the secret-key, [RH19, JJR21] proposed to run the A-SQGSK protocol for
a number of coherence-blocks, and then used {Rh12

j } as the CSR at node-j. Subsequently,
a two-level consensus algorithm [MTM+08], with guard bands q+ ≥ 0, and q− ≤ 0, was
employed to synthesize secret bits by satisfying the rule Q(α) = 1 if α > q+, and Q(α) = 0

if α < q−, for any real sample α. A sample α is said to be out of consensus if q− ≤ α ≤ q+.
The guards bands were appropriately chosen to upper bound the mismatch rate (referred
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to as initial error rate), which is the fraction of bits that do not agree between any two
nodes. To achieve consensus among the three nodes, [RH19, JJR21] proposed all the three
nodes to parse through their quantized samples of {Rh12

1 , Rh12
2 , Rh12

3 }, and then create a list
of all the CSR samples that are lying outside the guard bands. Subsequently, all the nodes
mutually agree on common indices and then generate the secret-key using the samples on
the common indices.

4.3 Opportunistic CSR Selection

One of the limitations of [RH19, JJR21] is that only the CSR {Rh12
1 , Rh12

2 , Rh12
3 } was used to

extract secret-keys. However, as depicted on the right-side of Fig. 4.2, it is clear that the
three nodes can opportunistically make use of both {Rh12

1 , Rh12
2 , Rh12

3 } and {Rh13
1 , Rh13

2 , Rh13
3 }

based on the coherence-block under consideration. In particular, the following possibilities
arise on a given coherence-block: (i) Only one of the two sets of CSR samples is out of the
guard band at all the three nodes, thereby contributing to the key. (ii) Both the CSR sets
lie in the guard band of at least one of the nodes, thereby not contributing to the key for this
coherence block. (iii) Both the CSR sets lie outside the guard band at all the nodes, and
therefore, either of them is a good choice of CSR. In the first case, the nodes can use the CSR
which is in consensus on a given coherence-block. As a result, there will be improvement
in the key-rate in comparison with the A-SQGSK protocol [RH19, JJR21]. We prove that
using either of the subset as the CSR preserves confidentiality.

Set of all the indices

ϕ(h12) ϕ(h13)

Orthogonal indices in consensus
when CSR is ϕ(h12)

Orthogonal indices in consensus
when CSR is ϕ(h13)

CSR is ϕ(h12)and ϕ(h13)
Common Indices in consensus when

Figure 4.2: Venn diagram depicting two possibilities of channels in consensus - (i) indices
belongs to only one type of CSR, either ϕ(h12) or ϕ(h13), and (ii) indices belong
to both the CSR (shown in the intersection).

Proposition 4. For a 2m-QAM constellation, when the two CSR, Ch12
1 and Ch13

1 , are
identically distributed, we have I(Ch12

1 ;φ−1(csum)) = 0 and I(Ch13
1 ;φ−1(csum)) = 0, where

φ−1(csum) is the symbol transmitted by node-1.
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I(Ch12
1 , Ch13

1 ;φ−1(csum)) = H(Ch12
1 , Ch13

1 )−H(Ch12
1 , Ch13

1 |φ−1(csum)) (4.1)

H(Ch12
1 , Ch13

1 ) = H(Ch12
1 ) +H(Ch13

1 |Ch12
1 ) = H(Ch12

1 ) +H(Ch13
1 ) (4.2)

H(Ch12
1 , Ch13

1 |φ−1(csum)) =
2m∑
j=1

H(Ch12
1 , Ch13

1 |φ−1(csum) = cj)P (φ−1(csum) = cj) (4.3)

−
2m∑
k=1

2m∑
l=1

P (Ch12
1 = bk, C

h13
1 = al|φ−1(csum) = cj)log2(P (Ch12

1 , Ch13
1 = al|φ−1(csum) = cj))

(4.4)

P (Ch12
1 = bk, C

h12
1 = φ−1(Θ(al)	Θ(cj))) =

{
P (Ch12

1 = bk), if bk = φ−1(Θ(al)	Θ(cj))

0, otherwise
(4.5)

H(Ch12
1 , Ch13

1 |φ−1(csum) = cj) = −
2m∑
k=1

P (Ch12
1 = bk)log2(P (Ch12

1 = bk)) = H(Ch12
1 ) (4.6)

Proof. Following the similar lines of the proof in [JJR21, Theorem 1], it can be proved that
I(Ch12

1 ;φ−1(csum)) = 0 and likewise, I(Ch13
1 ;φ−1(csum)) = 0.

Using Proposition 4, it follows that choosing either of the two CSR sets for a coherence
block will not compromise the confidentiality feature of the CSR. As seen in the third case,
on a given coherence-block, when both the CSR samples are in consensus, we cannot use
both to extract the keys as it does not ensure confidentiality of the CSR samples as we prove
next.

Proposition 5. For a 2m-QAM constellation, when the two complex CSR, Ch12
1 and Ch13

1 ,
are identically distributed, we have non-zero value of I(Ch12

1 , Ch13
1 ;φ−1(csum)), where φ−1(csum)

is the symbol transmitted by node-1.

Proof. The expression for I(Ch12
1 , Ch13

1 ;φ−1(csum)) is expanded in (4.1), where H(Ch12
1 , Ch13

1 )

is given in (4.2) such that the second equality holds as Ch12
1 and Ch13

1 are statistically
independent. Furthermore, H(Ch12

1 , Ch13
1 |φ−1(csum)) is given in (4.3). (4.4) to (4.6) show

that the conditional entropy, H(Ch12
1 , Ch13

1 |φ−1(csum)), is equal to H(Ch12
1 ) as follows. The

first terms after summation in (4.3), H(Ch12
1 , Ch13

1 |φ−1(csum) = cj), is given in (4.4). The
probability, P (Ch12

1 = bk, C
h13
1 = al|φ−1(csum) = cj) in (4.4) is given as P (Ch12

1 = bk, C
h12
1 =

φ−1(Θ(al)	Θ(cj))) in (4.5). Substituting (4.5) in (4.4) gives H(Ch12
1 , Ch13

1 |φ−1(csum) = cj)

in (4.6) which is equal to H(Ch12
1 ) and then substituting (4.6) in (4.3) and (4.3) in (4.1)

gives I(Ch12
1 , Ch13

1 ;φ−1(Csum)) = H(Ch13
1 ).

Assuming Eve can perfectly retrieve φ−1(csum), the leakage at Eve is non-zero using
Proposition 5. Therefore, when {Rh12

1 , Rh12
2 , Rh12

3 } and {Rh13
1 , Rh13

2 , Rh13
3 } are in consensus

on a given coherence-block, we present a method for selecting one of them such that the
mismatch rate among the keys is minimized.
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f(N(µ, γ), ĀI) =

{∫ ĀI(1)+
dmin

2

−∞
PΘ(θ)dθ,

∫ ĀI(2)+
dmin

2

ĀI(2)− dmin
2

PΘ(θ)dθ, . . . ,

∫ ∞
ĀI(2

m
2 )− dmin

2

PΘ(θ)dθ

}
(4.7)

Prob
(
Rh132 ∈ S|Rh131 ∈ S̄

)
=
∑
xu∈S

%xu

(
∅φ(R

h12
1 )

(
f

(
N

(
φ−1

(
Θ(Rh121 )⊕Θ(Rh131 )

)
,

Eavgσ
2

|h12 + e
(2)
1 |2

)
, ĀI

)))
(4.8)

Prob
(
Rh123 ∈ S|Rh121 ∈ S̄

)
=
∑
xu∈S

%xu

(
∅φ(R

h13
1 )

(
f

(
N

(
φ−1

(
Θ(Rh121 )⊕Θ(Rh131 )

)
,

Eavgσ
2

|h13 + e
(3)
1 |2

)
, ĀI

)))
(4.9)

4.3.1 Likelihood Based CSR Selection Strategy

We present an optimal CSR selection strategy, wherein the facilitator first builds the likeli-
hood functions on the CSR observed at node-2 and node-3, and then chooses the one that
provides smaller probability of error. First, we define notations needed to explain the tech-
nique. For a Gaussian PDF PΘ(θ), denoted by N(µ, γ) with mean µ and variance γ, the
notation f(N(µ, γ), ĀI) represents the PMF induced on the discrete constellation ĀI when
quantizing PΘ(θ) onto the points in ĀI . In other words, f(N(µ, γ), ĀI) is given in (4.7),
where dmin represents the minimum Euclidean distance of the constellation ĀI , and ĀI(t)

denotes the t-th component for 1 ≤ t ≤ 2
m
2 . We use ∅s(g) to denote circular shift of the

elements of the vector g to the left by s units. For a given PMF H on ĀI , the notation
%p(H) denotes the probability of the sample point p ∈ ĀI . Let Ā−I and Ā+

I denote the set
of PAM points that lies on the negative and positive sides in ĀI , respectively.

Theorem 1. On a coherence-block when both {Rh12
1 , Rh12

2 , Rh12
3 } and {Rh13

1 , Rh13
2 , Rh13

3 } are
in consensus, the CSR of interest must be {Rh12

1 , Rh12
2 , Rh12

3 } if Prob
(
Rh13

2 ∈ S|Rh13
1 ∈ S̄

)
≥

Prob
(
Rh12

3 ∈ S|Rh12
1 ∈ S̄

)
, or {Rh13

1 , Rh13
2 , Rh13

3 } otherwise, where Prob
(
Rh13

2 ∈ S|Rh13
1 ∈ S̄

)
and Prob

(
Rh12

3 ∈ S|Rh12
1 ∈ S̄

)
are given in (4.8) and (4.9), respectively. In this context, we

have S = Ā−I , when S̄ = Ā+
I . Similarly, we have S = Ā+

I , when S̄ = Ā−I .

Proof. Let us consider a coherence-block for which both Rh12
j and Rh13

j are in consensus for
each j ∈ {1, 2, 3}. The corresponding quantized versions of the complex channels are Ch12

j

and Ch13
j . At sufficiently large SNR values, and an appropriate value of m, we have Ch12

1 =

Ch12
2 and Ch13

1 = Ch13
3 with high probability. Using Rh12

1 and Rh13
1 , node-1 generates the point

that was broadcast to node-2 and node-3 as µ = φ−1

(
Θ(Rh12

1 )⊕Θ(Rh13
1 )

)
. Using h12+e

(2)
1 as

an estimate of the channel seen between node-1 and node-2, node-1 builds an aposteriori PDF

at node-2, and in this case it is Gaussian distributed given byN
(
µ, Eavgσ2

|h12+e
(2)
1 |2

)
. Furthermore,
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since node-2 decodes on the PAM constellation using MAP decoder, the corresponding

aposteriori PMF on the PAM points is given by H
R

h13
2

= f
(
N

(
µ, Eavgσ2

|h12+e
(2)
1 |2

)
, Ā

)
, wherein

the PMF H
R

h13
2

is listed on PAM points when enumerated in the increasing order. Finally,

since node-2 obtains the CSR Rh13
2 by performing a modulo subtraction on the algebraic ring,

node-1 incorporates the corresponding changes in the PMF as H̄
R

h13
2

= ∅φ(R
h12
1 )(H

R
h13
2

).

Thus, node-1 generates an aposteriori PMF on the CSR Rh13
2 seen at node-2. Once the

PMFs are generated, then the probability of error at node-2 is computed by summing over
the mass points in the complementary region of the PAM constellation with respect to the
CSR Rh13

1 . By mimicking similar operations at node-3, node-1 also generates H̄
R

h12
3

, which

is an aposteriori PMF on the CSR Rh12
3 seen at node-3, and then computes the probability

of error at node-3. Finally, the CSR that provides lower probability of error is chosen for
key generation.

R
h12

1 = −3

R
h13

1 = +1

φ−1(csum) = φ−1(φ(Rh12

1 )⊕ φ(Rh13

1 )) = +5

Circular subtraction by φ(Rh13

1 ) = φ(+1) = 4 units φ(Rh12

1 ) = φ(−3) = 2 unitsCircular subtraction by

Quantized PMF

Shifted PMF

Error estimation while decoding Error estimation while decodingR
h12

3 R
h13

2

Algebraic points

✵

−7 −5 −3 −1 +1 +5 +7+3

Probability of error

−7 −5 −3 −1 +1 +3 +5 +7

−7 −5 −3 −1 +1 +5 +7+3

Probability of error

0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7

−7 −5 −3 −1 +1 +3 +5 +7

Figure 4.3: Figure depicts an example for likelihood based CSR selection at node-1. On
the left: an illustration of the computation of probability of error when the CSR
is Rh12

1 . On the right: an illustration of the computation of probability of error
when the CSR is Rh13

1 . For simplification, it is assumed that the CSR lies in the
constellation Ā.

Fig. 4.3 depicts an example for the likelihood selection strategy at node-1 when both
the CSR are in consensus. We highlight that node-1 is able to generate the aposteriori
PMFs seen at node-2 and node-3 by using the channel realizations available in the first four
phases of the A-SQGSK protocol. As a result, no additional communication-overheads are
involved. Furthermore, this method is optimal at moderate values of m and mid-to-high
SNR values since the quantized values of the channels used at node-1 would be the same
used at node-2 and node-3 with high probability.

c© 2021, Indian Institute of Technology Delhi



4.4 LLR Based Reconciliation with LDPC codes 52

4.3.2 Consensus Algorithm for Opportunistic Selection

After executing the A-SQGSK protocol over L coherence-blocks, the three nodes have a
sequence of samples. For r ∈ {2, 3}, a CSR sample is said to come from ϕ(h1r) if it is
obtained from either the real or the imaginary part of the quantized version of h1r on
any coherence-block. To achieve consensus, the three nodes use a generalized version of
the consensus algorithm in [MTM+08] as follows: node-2 obtains two sets of indices, which
comprises index values of the CSR samples of ϕ(h12) and ϕ(h13) lying outside the guard band,
and then shares it to node-1. Upon receiving the indices, node-1 computes the corresponding
sets of indices in a similar fashion for the two sets of CSR samples, and then broadcasts
the set of indices that are in consensus with node-2. node-3 computes the corresponding
sets of indices lying outside the guard band, and then broadcasts the two sets of indices
that are in consensus with both node-1 and node-2. Let (Rϕ(h12),Rϕ(h13)) denote the two
sets of indices in consensus among the three nodes. Then, all the three nodes generate the
set V = Rϕ(h12) ∩ Rϕ(h13), where V denotes the indices where both {Rh12

1 , Rh12
2 , Rh12

3 } and
{Rh13

1 , Rh13
2 , Rh13

3 } are in consensus. With the likelihood based CSR selection strategy, for
the indices in V, node-1 calculates the probability of errors at node-2 and node-3 by locally
generating the distributions at their side. Then it broadcasts the index of the chosen CSR
to both node-2 and node-3. Finally, all the nodes use the CSR samples of ϕ(h12) and ϕ(h13)

to extract a secret-key.

4.4 LLR Based Reconciliation with LDPC codes

We present an optimal LLR generation scheme for the CSR generated by the A-SQGSK
protocol. Since node-1 observes the CSR samples from ϕ(h12) and ϕ(h13) through probing
signals, we use the key generated at node-1 as the reference key, and then apply the LDPC
reconciliation algorithm at node-2 and node-3. As the statistics of the underlying noise are
different, the LLR generation scheme depends on whether the reconciliation is implemented
at the (i) reciprocal node, which is the node that inherently observes the CSR through
channel reciprocity, e.g., node-2 when the CSR is {Rh12

1 , Rh12
2 , Rh12

3 }, or the (ii) decoding
node, which is the node that learns the unseen CSR through the process of decoding and
subtraction over the ring, e.g., node-2 when the CSR is {Rh13

1 , Rh13
2 , Rh13

3 }. We discuss the
LLR generation scheme at both these types of nodes.
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Probb(Rh132 ) =
∑
xu∈S

Prob(ψ−1(xu))

(
%R

h13
2

(
∅φ(R

h12
2 )

(
f

(
N
(
φ−1(φ(xu)⊕Θ(Rh122 )

)
,

Eavgσ
2

|h12 + e
(1)
2 |2

), ĀI

))))
(4.10)

4.4.1 LLR Generation at the Reciprocal Node

Let P (X, Y ) denote the joint PMF between the CSR at node-1, denoted by X, and the
CSR at the reciprocal node, denoted by Y . For all the 2

m
2 points in ĀI , the probability

that the CSR sample at node-1 is quantized to bit 1 and bit 0 is given by Prob1(p) =∑
X∈Ā+

I
P (X, Y = p) and Prob0(p) =

∑
X∈Ā−

I
P (X, Y = p), respectively, where Ā+

I and Ā−I

are the positive and negative points of ĀI , respectively, and p is the CSR sample observed
at the reciprocal node. Finally, the LLR is computed as log

(
Prob0(p)

Prob1(p)

)
.

4.4.2 LLR Generation at the Decoding Node

For exposition, we explain the LLR generation scheme at node-2 when the CSR is {R13
1 , R

13
2 , R

13
3 }.

As a result, using Rh13
2 , node-2 generates the LLR on the bit generated at node-1 using Rh13

1 .
The corresponding quantized version of the channel with node-1, as seen by node-2, is Ch12

2 .
Henceforth, we use ˆ̄A+

I and ˆ̄A−I to represent the positive and negative points in ĀI , respec-
tively, that are out of guard bands upon quantization using Q(·).

Theorem 2. Using the CSR Rh13
2 at node-2, the probability that node-1 quantizes its CSR

Rh13
1 to bit b, for b ∈ {0, 1}, is given in (4.10), where S = ˆ̄A−I and S = ˆ̄A+

I when b = 0 and
b = 1, respectively.

Proof. node-2 intends to build an aposteriori PMF on its samples conditioned on the hy-
pothesis that the CSR hh131 ∈ ˆ̄A+

I . This way, node-2 generates the likelihood of CSR Rh13
1

being bit 1 conditioned on its CSR Rh13
2 . Similarly, using all possible cases of hh131 ∈ ˆ̄A−I ,

it generates the likelihood of CSR Rh13
1 being bit 0 conditioned on its CSR Rh13

2 . Hence-
forth, throughout this proof, we explain the steps for generating the likelihood of CSR
Rh13

1 being bit 1. Similar steps can be followed to obtain the likelihood of CSR Rh13
1 be-

ing bit 0. Assuming CSR Rh13
1 = ψ−1(xu), xu ∈ ˆ̄A+

I , wherein Rh13
1 takes the ψ−1 of u-th

element of ˆ̄A+
I , for 1 ≤ u ≤ | ˆ̄A+

I |. node-2 hypothesizes the point broadcast by node-1 as

µxu = φ−1

(
φ(xu) ⊕ Θ(Rh12

2 )

)
. Note that it is possible to assume this since at mid-to-high

SNR ranges, we have Rh12
1 = Rh12

2 . Using the estimate of the channel between node-1 and

node-2, the instantaneous SNR at node-2 is |h12+e
(1)
2 |2

Eavgσ2 . Therefore, the PDF of the effective

noise as seen by node-2 is Gaussian distributed given by N

(
µxu ,

Eavgσ2

|h12+e
(1)
2 |2

)
. Furthermore,
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since node-2 decodes on the PAM constellation using MAP decoder, the corresponding

aposteriori PMF on the PAM points is given by H
R

h13
2

= f
(
N

(
µxu ,

Eavgσ2

|h12+e
(1)
2 |2

)
, ĀI

)
,

wherein the PMF H
R

h13
2

is listed on PAM points when enumerated in the increasing or-

der. Finally, since node-2 obtains the CSR Rh13
2 by performing a modulo subtraction on

the algebraic ring using Rh12
2 , node-1 incorporates the corresponding changes in the PMF

as H̄
R

h13
2

= ∅φ(R
h12
2 )(H

R
h13
2

). Thus, node-2 generates an aposteriori PMF on the CSR Rh13
2

under the hypothesis that ψ−1(xu) was the CSR at node-1. Using the recovered CSR point
Rh13

2 , node-2 evaluates the probability using the aposteriori PMF as %R
h13
2 (H̄

R
h13
2

). Overall,

by considering all possible CSR points of ˆ̄A+
I , the probability that the CSR point at node-1

is quantized to bit 1 is given by Prob1(Rh13
2 ) =

∑
xu∈ ˆ̄A+

I

%R
h13
2 (H̄

R
h13
2

)Prob(ψ−1(xu)), where

Prob(ψ−1(xu)) denotes the probability that the CSR Rh13
1 takes the value ψ−1(xu). Along

the similar lines, the probability that the CSR point at node-1 is quantized to bit 0 is given
by Prob0(Rh13

2 ) =
∑

xu∈ ˆ̄A−
I

%R
h13
2 (H̄

R
h13
2

)Prob(ψ−1(xu)). Finally, the LLR of the bit at node-1

is given by log
(Prob0(R

h13
2 )

Prob1(R
h13
2 )

)
. Fig. 4.4 depicts an example for LLR generation at node-2

when it observes Rh13
2 as the decoded CSR.

−7 −5 −3 −1 +1 +3 +5 +7

R
h12

2 = −3

CSR : Rh13

2 = +7

guard bands

−5 −3 −1 +1 +3 +5 +7−7

φ(−3) = 2Circular subtraction by units

(out of guard bands)

*

*

Hypothesis on +5 as CSR

Hypothesis on +7 as CSR

Hypothesis on -7 as CSR

Hypothesis on -5 as CSR

φ−1(φ(−3)⊕ φ(+5)) = −7

φ−1(φ(−3)⊕ φ(+7)) = −5

φ−1(φ(−3)⊕ φ(−7)) = −3

φ−1(φ(−3)⊕ φ(−5)) = −1

Quantized PMF: +5 as CSR

Quantized PMF: +7 as CSR

Quantized PMF: -7 as CSR

Quantized PMF: -5 as CSR

Shifted PMF: +7 as CSR

Shifted PMF: -7 as CSR

Shifted PMF: -5 as CSR

Shifted PMF: +5 as CSR

*

Avg. probability of bit being 1

Avg. probability of bit being 0

LLR generating probabilities

✵

✵

✵

✵

Figure 4.4: Figure depicts an example for LLR generation for Rh13
2 at node-2. The top fig-

ure illustrates the process of generating aposteriori PMFs on the QAM symbols,
whereas the bottom figure illustrates the circular shift operation incorporating
subtraction over algebraic ring, and also the computation of LLR. For simplifi-
cation, it is assumed that the CSR lies in the constellation Ā.

We highlight that no additional communication-overheads are involved in LLR genera-
tion. Furthermore, this method is also optimal at mid-to-high SNR and moderate values of
m.
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4.5 Simulation Results

4.5.1 Opportunistic Selection of CSR

To showcase the advantages of the opportunistic CSR selection, we present its key-rate along
with that of the A-SQGSK protocol, wherein the CSR is fixed to ϕ(h12). In this context,
key-rate is defined as the average number of secret bits generated among the three nodes per
CSR sample. The plots are presented in Fig. 4.5 for the cases when the two-level consensus
algorithm delivers secret-keys with an initial error rate of 10−1 and 10−2. In this context,
initial error rate is defined as the upper bound on the desired mismatch rate among the
nodes when choosing the guard bands for the quantizer Q(·). With an initial error rate
of 10−1, the plots show that the benefits of the opportunistic method is marginal, and this
observation is attributed to the fact that the number of samples from ϕ(h12) and ϕ(h13) that
are jointly in consensus is large. However, when the initial error rate is 10−2, the benefits
are significant since the number of additional CSR samples coming out of ϕ(h13) is large.
We note that the above observations continue to hold good for different values of m, which
captures the size of the constellation. In this work, we have also proposed a method to
choose the CSR sample on those coherence-blocks whenever both ϕ(h12) and ϕ(h13) are in
consensus.
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Figure 4.5: Key-rate improvement with opportunistic selection of CSR.
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To showcase the efficacy of the CSR selection method, in Fig. 4.6, we plot the error rate
offered by our scheme on the CSR samples when both ϕ(h12) and ϕ(h13) are in consensus.
The plots show that the likelihood based CSR selection outperforms the channel-strength
based CSR selection, wherein node-1 chooses the CSR that offers weaker channel-strength
since the weaker channel degrades the SNR when recovering the other CSR.
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Figure 4.6: Mismatch rate on CSR selected from coherence-blocks when both ϕ(h12) and
ϕ(h13) are in consensus. When the initial error rate is 10−2 and m = 10, an
error rate of 0 is achieved at 25 and 30 dB.

4.5.2 LDPC Based Reconciliation for Algebraic-SQGSK

In the context of opportunistic A-SQGSK protocol, the CSR samples in consensus come
from either ϕ(h12) or ϕ(h13). With respect to the CSR samples from ϕ(h12), node-2 and
node-3 generate the LLR values on the bits generated at node-1 by following the algorithm
at the reciprocal node and the decoding node, respectively. Similarly, for the CSR samples
from ϕ(h13), node-3 and node-2 generate the LLR values on the bits generated at node-
1 by following the algorithm at the reciprocal node and the decoding node, respectively.
To execute LDPC based reconciliation, an (N,K) binary LDPC code characterized by the
parity check matrix H of dimension (N − K) × N is used. With x ∈ FN2 denoting an N -
length binary key generated at node-1, let s denote its syndrome vector s = Hx ∈ F(N−K)×1

2 ,
wherein the multiplication operation is over the field F2. Subsequently, the syndrome vector
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s is broadcast to node-2 and node-3, which in turn use it to reduce the mismatch rate by
using a message-passing algorithm [LQDD20].

20 22 24 26 28 30

SNR in dB

10
-2

E
rr

o
r 

R
a
te

Initial error rate = 10
-1

, m = 8

No LDPC

LLR-LDPC

20 22 24 26 28 30

SNR in dB

10
-2

10
-1

E
rr

o
r 

R
a
te

Initial error rate = 10
-1

, m = 10

No LDPC

LLR-LDPC

20 22 24 26 28 30

SNR in dB

10
-3

10
-2

E
rr

o
r 

R
a
te

Initial error rate = 10
-2

, m = 8

No LDPC

LLR-LDPC

20 22 24 26 28 30

SNR in dB

10
-5

10
-4

10
-3

10
-2

E
rr

o
r 

R
a
te

Initial error rate = 10
-2

, m = 10

No LDPC

LLR-LDPC

Figure 4.7: Improvement in the mismatch rate among the keys at the three nodes when
LDPC based reconciliation is employed at node-2 and node-3.

In Fig. 4.7, we plot the performance of LDPC reconciliation when an (N = 12, K = 9)

LDPC code [Wol] is employed. To generate the simulation results, we use the CSR samples
out of a two-level consensus algorithm with an initial error rate of 10−1 and 10−2. Upon
using LDPC reconciliation, we observe that the mismatch rate among the nodes reduces
significantly. It is important to note that the benefits of the reconciliation algorithm is
attributed to the LLR generation method at the reciprocal node and the decoding node.
While we see significant improvements in the mismatch rate in the GSK, we believe that
with the use of large block-length LDPC codes, our LLR generation method can ensure zero
mismatch rate among the nodes. From the plots, we also remark that the error rate values
at 25 dB and 30 dB are more than that at 20 dB when the initial error rate is 10−1, and
this is because the initial error rate is only used as an upper bound.
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4.6 Discussion

State-of-the-art A-SQGSK protocol does not provide higher key-rate as it utilises only one
of the channel as the CSR, therefore, we have explored a method to harvest the two available
channels as the CSR in an opportunistic fashion. It is shown that in the case when both the
channels are in consensus, only one of the two channels can be used as the CSR otherwise
confidentiality will be compromised. Therefore, a selection criterion is presented which
ensures that the error is minimised when selecting one of the two available channels as
the CSR. In order to facilitate reconciliation, input to message passing algorithm is the
LLR associated with the CSR provided by A-SQGSK protocol, hence, we present an LLR
generation technique for two different set of nodes, i.e., reciprocal and decoding node.

c© 2021, Indian Institute of Technology Delhi



Chapter 5

Conclusion

We have revisited the design of multi-level quantization schemes for key generation, and
have shown that the knowledge of joint PDF can be exploited to generate secret-keys with
maximum entropy and high symbol-rate. For the case of group key generation, we have
laid out design rules to jointly choose the parameters of the A-SQGSK protocol and the
EM-EM algorithm, particularly, a relaxed criterion is presented to make EM-EM amenable
to A-SQGSK. An opportunistic CSR selection scheme was presented to achieve a higher
key-rate than the state-of-the-art A-SQGSK scheme when synthesizing a GSK in a three-
node network. Towards guaranteeing non-zero leakage of the CSR to an eavesdropper, we
have shown that the proposed CSR selection strategy picks the CSR that minimizes the
mismatch rate between the nodes. Finally, to facilitate information reconciliation on the
proposed opportunistic CSR selection scheme, we have proposed a novel LLR generation
scheme that exploits the underlying noise statistics at the nodes as well as the algebraic ring
structure.

5.1 Direction for Further Research

The ideas and the techniques proposed in this thesis can be extended by generalizing the
protocols to a wireless networks with more than three nodes. The extension of EM-EM
framework, opportunistic selection and LLR generation to such a network would require the
knowledge of inter-connection of nodes and a carefully designed CSR sharing protocol.
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