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ABSTRACT

This thesis addresses two crucial challenges in an LT-coded blockchain architecture, specif-
ically focusing on its scalability issues under heterogeneous node constraints and vulnera-
bilities associated with the coded structure. The first part of the thesis is on the design of
optimal decoders for L'T-coded blockchains that facilitate low cost mirroring of a blockchain
full node. The second part is on the optimized DoS attacks that stalls the scalability feature
of LT-coded blockchains.

Coded blockchains have acquired prominence in the recent past as a promising approach
to slash the storage costs as well as to facilitate scalability. Within this class, Luby Transform
(LT) coded blockchains, are an appealing choice for scalability in heterogeneous networks
owing to the availability of a wide range of low-complexity LT decoders. However, traditional
LT decoders such as Belief Propagation (BP) or On the Fly Gaussian Elimination (OFG)
are not necessarily optimal for heterogeneous node constraints, wherein the nodes joining
the blockchain network have varying download and computational capabilities. Therefore,
to suit heterogeneous network constraints of the nodes, in this work, we present a family
of Bootstrap-Rigid Hybrid (BRH) decoders and Complexity-Rigid Hybrid (CRH) decoders
both of which exploit the low-complexity operations of the BP decoder before switching to
the OFG counterpart in an oppurtunistic sense. Our analysis provides pointers on how to
choose the optimal parameters of BRH and CRH decoders in practice that allow new nodes

to recover blockchain with the lowest possible decoding cost.

While the LT-coded blockchain architectures has been studied from the aspects of storage
savings and scalability, not much is known in terms of their security vulnerabilities. Pointing
at this research gap, in this work, we present novel denial-of-service (DoS) threats on LT-
coded blockchains that target nodes with specific decoding capabilities, thereby preventing
them from joining the network. Our proposed threats are non-oblivious in nature, wherein
adversaries gain access to the archived blocks, and choose to execute their threat on a subset
of them based on underlying coding scheme. We show that our optimized threats can achieve
the same level of damage as that of blind attacks, however, with limited amount of resources.
We further analyse a cost-constrained adversary, for which the entire cost of the adversary’s
joint ability to read the contents of a certain number of storage nodes and execute DoS
attacks on a subset of them, is fixed. Under such a constraint, our analysis assists the
adversary to obtain the optimal fraction of storage nodes that has to be read/attacked to
incur maximum decoding failure rate in the targeted nodes. Overall, this is the first work
of its kind that opens up new questions on designing coded blockchains to jointly provide

storage savings, scalability and also resilience to optimized threats.
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Chapter 1

INTRODUCTION

1.1 Blockchain

Blockchain is a decentralized ledger technology, that works on the principle of distributed
trust among the peers of the network. Since blockchain is not governed by a single trusted
third party, it avoids single point of failure. Furthermore, it offers the following advantages:
(i) open and accessible to all (ii) tighter security by chaining the blocks using cryptographic
hashes (iii) data is tamper-proof (iv) information is permanently conserved by storing du-
plicate copies at a large number of trustworthy nodes (v) ensures transparency by making
any change occuring in the blockchain visible to all the nodes (vi) immutability [Und16].
Hence, blockchain emerged as the underlying technology for cryptocurrencies such as bit-
coin [Nak08] and ethereum [V.JRIS|. It has also gained popularity in a number of other
applications such as Internet of Things (IoT) [TR17], healthcare (to track, verify and secure
health data)[Met16], supply chain management (to trace items, ingredients and products)
[ZK19], digital rights management (to protect digital contents) [MJGWIS| and in a lot of
other domains [CXST1§].

In a blockchain, data is organised into blocks wherein each block is chained to its previous
block using the latter’s hash value. Therefore, any change to a block affects the hash value
of the subsequent blocks. Furthermore, it adheres to a consensus protocol, such as proof-
of-work (PoW) [Nak(8], which ensures it is computationally impractical for an attacker to
modify the transactions in a validated block of the blockchain, as it requires recalculation
of a large number of hashes.

1.1.1 Storage Problem in Blockchain

Blockchain’s distinguished security properties including decentralization, distributed trust,
immutability, and transparency are safeguarded by a special class of fully functional nodes,
known as full nodes. These nodes serve as the backbone of a blockchain network by repli-
cating and storing all blocks. The key responsibilities of a full node include preserving the
blockchain history, independently validating new blocks and bootstrapping new nodes join-
ing the network. As a result, full nodes require a large storage space. For instance, the
size of bitcoin blockchain has grown over 527 GB as of January 2024 [dB24]. The Ethereum
chain full sync data size is over 1022GB as of February 2024 [Eth24]. The XRP ledger
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size is approximately 26 T'B as of July 2023, in which the storage requirement per full node
increases by approximately 12GB per day [XRP23|.

Consequently, blockchain’s scalability is limited by its high storage requirements. This
causes a significant drop in the number of full nodes, which violates blockchain’s decentral-
ization feature. For instance, the number of operational nodes of Bitcoin blockchain fell
from 200,000 in 2018 to 47000 in 2020 [Voe21]. The above numbers clearly indicate that
storage is a bottleneck for full nodes in blockchain. Hence, much research effort has been

dedicated towards cutting down the storage cost associated with blockchains.

1.1.2 Proposed Solutions in the past

In current practice, the popular solutions for saving storage costs in blockchain include the

following;:

e Light node/Simplified Payment Verification (SPV) client [SPV]: The idea is to store
only the block headers of the longest proof-of-work chain. However, light nodes cannot
independently validate transactions.

e Block pruning [NMRI8|: A pruned node stores only a fixed number of most recent
blocks, and deletes the old blocks after they are validated. They have strong secu-
rity properties, however, cannot contribute to scaling the network in a decentralized
manner, as they cannot assist in bootstrapping new nodes into the network [KCR19].

e Sharding [ZMR18|: The main idea is to divide the blockchains into multiple sub-chains
called shards. Each shard constitutes an independent blockchain operated by a specific
subset of nodes. This way, the storage requirement on nodes is reduced with increase
in the number of shards.

However, the aforementioned approaches are prone to security issues, as reported in
[YCWT22|. As aresult, coded-blockchain [PLBDI8| has emerged as an alternative approach

to securely scale the blockchain with reduced storage requirement on the devices of the nodes.

1.2 Coded Blockchains

The idea of coded blockchain originates from distributed storage settings wherein all the
archived blocks of a node, say a full node, are erasure coded using an underlying coding
strategy to generate coded blocks. Subsequently, these coded blocks are distributed across
a number of storage devices, referred to as droplet nodes, thereby reducing storage require-
ment per device and also enhancing reliability against device failures [AJX05]. With such
an architecture, a new node that wishes to mirror the blockchain, would need to contact suf-

ficient number of droplet nodes, download their data and then apply a decoding strategy to

© 2024, Indian Institute of Technology Delhi
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Figure 1.1: Number of works that implement RS, Fountain, LDPC and LCC codes to address
scalability issues in blockchains (source: [YCWT22|).

recover the archived-blocks. While coded blockchains enjoy the benefits in reduced storage

size, it requires new nodes to download more data compared to the uncoded counterparts.

Overall, coded blockchain addresses both scalability and security issues of blockchain. In
this respect, there are two major lines of research associated with coded blockchains. Most
of the works focuses on the scalability of blockchains by reducing the storage requirement of
full nodes by using error correction codes. Another line of research studies the vulnerabilities
of coded blockchains to Data Availability Attacks (DAA). The works associated with the

above research lines are discussed in the subsequent sections.

1.2.1 Related work

In the context of enhancing blockchain scalability using error correction codes, researchers
have predominantly explored the communication overhead, bootstrap costs, storage op-
timizations, and computational aspects of coded blockchain framework. The most com-
mon error correction codes used for the above-mentioned purposes are, Reed-Solomon (RS)
code [WB99|, Low Density Parity Check (LDPC) code [Gal62], Luby Transform (LT) code
[Lub02], Raptor code [Sho06] and Lagrange Polynomial code |[LYY™20|. Fig. shows the
number of works in which the aforementioned codes are employed to address various scala-
bility issues in blockchain [YCWT22|. Tt is clear from the statistics shown in Fig. that
RS codes are widely employed to optimize the communication overhead, owing to its Max-
imum Distance Separable (MDS) property. However, it does not support low-complexity
reconstruction operations due to higher-order finite field arithmetic. On the other hand,
the class of fountain codes are predominantly used to optimally trade storage savings with
bootstrap cost [KCR19, [TL21]. It is also evident that LDPC codes are used to overcome

© 2024, Indian Institute of Technology Delhi
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DAA in blockchain systems [MTD22|, whereas Lagrange Coded Computing (LCC) codes
are widely used in applications where the devices operating the blockchain have limited

computational capabilities [AN21].

Furthermore, as another interesting direction of research, several coded architectures
have been proposed to address the scalability issue of blockchains. In this context, authors
of [KCR19] have proposed a secure fountain (SeF) architecture for blockchains by using
LT codes to provide storage benefits. Ultimately, [KCR19] aims to achieve a near-optimal
trade-off between bootstrap overhead and storage savings. Authors of [TL21] have also
worked on similar lines as [KCR19|, and suggested raptor codes to be used in place of LT
codes to achieve an almost constant decoding complexity, however, with a higher boot-
strap overhead. Subsequently, authors of [SBS22] point out the problem of high bandwidth
requirement for decoding a particular requested block, faced by [KCR19, [TL21]. To this
end, [SBS22| presents two different architectures namely (i) Secure and Private Fountain
codes, (ii) Secure and Private Randomly Sampled codes to obtain storage savings, low re-
pair bandwidth per epoch, low communication cost for decoding a requested block, and
simultaneously provide privacy of the archival data. However, unlike [KCR19, [TL21], the
architectures in [SBS22] incur higher costs for decoding the complete chain. Another work
[GLLA20], presents a secure-repair-block protocol based on regenerating codes for sharded
blockchains to reduce both storage and bootstrap costs, which makes it easier for a new
miner to enter the system. A different study [PGL20] introduces homomorphic hashes in
coded blockchains, which allows instantaneous detection of erroneous fragments, thereby

avoiding decoding with wrong data.

1.2.2 Security Threats

Typically, blockchains face security threats in the form of DAA. This is because, when the
ratio of light nodes to full nodes increases due to rising storage requirements on full nodes,
only a smaller number of nodes will have access to the entire set of data or transactions.
As a result, some of the full nodes may engage in malicious behaviours, as the light nodes
are unable to detect any malicious activity such as invalid or missing transactions [ABSBIS|
BSR™22|. In recent times, several approaches have been proposed to address the DAA
issue in blockchains. In one such study, coded merkle tree is proposed as a constant-cost
protection against blockchain based data availability attacks [YSL720]. Another line of work
uses 2-D RS code with merkle trees to mitigate DAA [ABSBK21| ISRB™22|. However, 2-D
RS code experiences large decoding complexity and coding fraud proof size when applied
to blockchains with large blocks [MTD23]. To this end, [MTD23] constructs a merkle tree
using polar codes that can be used to mitigate DA attacks, with a lower coding fraud proof

size compared to that of 2D-RS codes.

Furthermore, DAA in the form of Denial-of-Service (DoS) threats faced by blockchains

© 2024, Indian Institute of Technology Delhi
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has also been widely studied. In this line, [RG21] and [CBR*22| thoroughly investigate the
DoS attacks in blockchains and solutions to mitigate them. A subsequent work [MJPT20]
presents Blockchain DoS (BDoS), an incentive-based DoS attack that targets proof-of-work
cryptocurrencies. It is claimed that BDoS targets the system’s mechanism design, wherein

it exploits the reward mechanism to discourage miner participation.

1.3 Motivation and Contributions

Among the various error correction codes (discussed in section [1.2.1)) used to enhance

blockchain scalability, we work on LT codes as they offer the following advantages.

e New nodes would need to download marginally larger-sized data than the un-coded
counterpart.

e New nodes have the flexibility to use a wide range of low-complexity LT decoders
depending on their computational complexity and communication overhead.

e LT coded blockchain systems are resilient against node failures.

We primarily investigate two major aspects of LT coded blockchains owing to which
the thesis is divided into two parts. Initially, we work on the problem of designing optimal
decoders that are customized to heterogeneous nodes with varying download and computing
capabilities, so as to facilitate low cost decoding for any network constraint. In the second
part, we study the vulnerabilities of the LT coded structure that may be exploited by an
adversary to deny a certain group of new nodes from decoding the original blockchain and

joining the network, thereby stalling scalability.

1.3.1 Part 1: Optimal Decoders for LT-Coded Blockchains under

Heterogeneous Network Constraints
Motivation

The prior works along the lines of LT coded blockchains have aimed to either reduce the
computational complexity by compromising on the bootstrap overhead using the Belief
Propagation (BP) decoder [KCR19, [TL21], or vice-versa using the On the Fly Gaussian
Elimination (OFG) decoder [BGGS09]. However, in a blockchain network consisting of nodes
of heterogeneous download and computing capabilities, standalone BP and OFG decoders
are not suitable as they do not optimally trade the bootstrap overhead with computational
complexity, depending on the needs of a heterogeneous node. Furthermore, under such

heterogeneous network constraints, it is important to take into account both complexity as

© 2024, Indian Institute of Technology Delhi
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well as overhead metrics simultaneously, while designing a decoder. Our major contributions

to address the above-mentioned problem are summarized in the section that follows.

Contributions

e We propose two novel variants of hybrid LT decoders namely Bootstrap Rigid Hybrid
(BRH) and Complexity Rigid Hybrid (CRH) decoders, both of which exploit the low-
complexity operations of the BP decoder before switching to their OFG counterpart
in an opportunistic sense. As a result, both of them offer flexibility to a new node by
allowing it to operate on its feasible range of computational complexity and bootstrap
overhead.

e To compare the LT decoders equitably, we unify the costs associated with computation
and download, and then propose a new metric known as the mirroring cost, which takes
into account the heterogeneity of the nodes in the blockchain network.

e We then formulate optimization problems for both BRH and CRH decoders to min-
imize their respective mirroring costs, subject to the node’s download and computa-
tional capabilities.

e By conducting comprehensive experiments, we establish that for an LT coded blockchain
node with given network constraints, BRH/CRH decoders operating at their optimal
overhead /complexity combination allow decoding of blockchain at a lower mirroring
cost than standalone BP and OFG decoders.

e Overall, our analysis provides pointers on how to choose the parameters of BRH and
CRH decoders in practice as they provide joint benefits in both bootstrap overhead
and computational complexity.

1.3.2 Part 2: Optimized Denial-of-Service Threats on the Scalabil-
ity of LT coded Blockchains

Motivation

Since full nodes assist in bootstrapping new nodes in the network, it is essential to study
their vulnerability on a wide range of active threats. One way in which an adversary or a
group of adversaries could jeopardize scalability is by flooding service requests on a subset
of storage constrained devices of a full node of the coded blockchain architecture, thereby
denying them from serving new legitimate nodes who want to join the network. Such
Denial of Service (DoS) [PJ14, MXSJ17, MMS16| attacks could be launched on as many
number of storage constrained devices such that the information present in the residual
honest devices is not sufficient for a new node to decode the original blockchain. Another
option for the adversaries is to contact full nodes, compromise their access structure and
then manipulate their coded blocks in the form of integrity threats or ransomware threats
[TA21, LZDA16, [AVA17, MP17, Res21, ICGGO15, [AKSO19, IAGT18|. Consequently, such

© 2024, Indian Institute of Technology Delhi
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attacks forbid new nodes from downloading the contents of those full nodes, thereby stalling
scalability. With such potential threats on the full nodes in blockchain, we demonstrate how
the structure of LT-coded architecture in [KCR19] provides advantage to the adversaries in

terms of the attack strategies. Our key contributions in this regard are outlined as follows.

Contributions

e We present an adversarial model for LT coded blockchains wherein an adversary can
read a specific fraction of the available servers of a full node, and then use this infor-
mation to launch DoS attack on a subset of them.

e We propose reasonable attack strategies corresponding to each of BP, OFG, BRH and
CRH decoders. The attack strategy uses the information read by the adversary and
selects a subset of servers on which DoS attacks has to be launched, so as to produce a
high decoding failure rate for a new node joining the network. This allows an adversary
to deny new nodes with specific download and computational capabilities from joining
the blockchain network, thereby forbidding its scalability.

e We also provide low-complexity algorithms that an adversary might use to implement
the proposed attack strategies.

e By conducting comprehensive experiments, we establish that using the same amount of
resources, an adversary implementing the proposed attack strategies achieve a higher
level of damage than that of blind attacks.

e We also consider a cost constrained adversary, for which the total cost that the adver-
sary could spend jointly in terms of reading the contents of the storage nodes as well
as launching the DoS attack on a subset of them, is fixed. Under such a constraint,
our analysis assists the adversary to decide on what fraction of the storage nodes has
to be read/attacked to incur maximum decoding failure rate in the decoder he targets.

1.4 Thesis Outline

This thesis is divided into two main parts. The first part of the thesis is covered in Chapter
2, which deals with the design of optimum decoders for LT coded blockchains under het-
erogeneous network constraints, and the second part is covered in Chapter 3, which covers
the security analysis of the LT coded blockchain architecture. Chapter 2 presents the stor-
age model, LT encoding-decoding methodologies and performance analysis of various LT
decoders. Chapter 3 presents reasonable attack strategies specific to various LT decoders
along with feasible algorithms to execute them and some experimental results supporting
the effectiveness of the proposed strategies. We also optimize the attacks from an adver-
sary’s perspective in order to maximize the decoding failure rate of the targeted decoder,
subject to the adversary’s limited amount of resources. Finally, a concluding summary and

directions for further research are provided in Chapter 4.
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Chapter 2

Part I: Optimal Hybrid Decoders for Scaling LT-Coded

Blockchains under Heterogeneous Network Constraints

2.1 Introduction

LT coded blockchains combine two powerful concepts: blockchain technology and LT codes.
This integration aims to enhance the reliability, scalability, and efficiency of blockchain
networks. At its core, LT coding breaks down the original blockchain data into smaller,
redundant fragments, which are subsequently distributed across a number of storage con-
strained devices, thereby reducing storage requirement per device. This redundancy enables
efficient data recovery even if some fragments are lost or corrupted. By applying LT cod-
ing to blockchain transactions, it can mitigate the impact of network disruptions, thereby

improving the robustness of decentralized systems.

One important feature of LT codes is that they do not rely on a certain generator matrix
to generate coded blocks. Because the encoding process incorporates some randomness, LT
codes are non-systematic codes, with all created coded blocks being equally valuable to a
decoder. As a result, the decoder can select any subset of the requisite number of coded
symbols at random from among a large number of coded blocks available. This ensures that,
even if numerous new nodes desire to join the blockchain network as full nodes by decoding
the blockchain at the same time, all the traffic is not routed to a particular device or a
particular group of devices. As a result, LT-coded blockchains can accommodate several
nodes entering the blockchain network at the same time by evenly spreading traffic around
the network. This helps to improve the durability of storage devices while also addressing

the data availability issue to a great extent.

Furthermore, the application of LT coding in blockchains offers several advantages.
Firstly, it reduces the need for retransmissions, hence improving network efficiency, espe-
cially in environments with unreliable connectivity. This is because, even if a set of coded
symbols is lost, it may be replaced by a whole different set of coded symbols, as all the
coded symbols are equally valuable to a decoder. Secondly, it enhances the scalability of
blockchain networks by reducing the burden on storage nodes. Finally, LT coded blockchains
can facilitate faster transaction confirmations, as the decoding process can begin as soon as

a sufficient number of encoded fragments are received.

While LT coded blockchains present promising solutions to many challenges faced by tra-

ditional blockchain networks, they also introduce new complexities in terms of encoding and
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Figure 2.1: Depiction of coded blockchain architecture wherein k£ blocks of an epoch are
coded to generate S coded blocks and then stored across S droplet nodes. The
vectors v store the indices of the message blocks used to generate the corre-
sponding coded block, thus capturing the degree information.

decoding mechanisms. Furthermore, optimizing parameters such as overhead and computa-
tional complexity associated with the decoder is critical to achieving optimal performance,
and so is addressed in this thesis. Overall, the potential benefits of LT coded blockchains
make them a promising topic for research and development in the broader blockchain ecosys-

tem.

2.2 LT coded Blockchain Architecture

To accommodate the rapid growth in the size of a full node, coded blockchain framework
distributes the contents of a full node as coded fragments across multiple smaller-sized
storage devices. In such an architecture, the entire set of transactions stored on a full node
is divided into several epochs, wherein an epoch is defined as a collection of k blocks of
the blockchain, for some k € Z,. For every epoch, a set of coded blocks referred to as
droplets are generated, and these are stored on storage constrained nodes referred to as
droplet nodes. Henceforth, we assume that a droplet node will store one droplet per epoch,
thus storing as many droplets as the number of epochs. This way, the storage size of full
node is slashed by distributing it across smaller-sized storage devices with roughly % storage
capacity. An illustration of this model is given in Fig. In the next section, we explain
how a blockchain is encoded to obtain the droplet nodes using an LT coded architecture
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Figure 2.2: Depiction of generating a coded droplet from an epoch using LT encoding.

[KCR19].

2.2.1 Slashing Storage Costs through LT Encoding

When generating the droplets of a full node, LT encoding is done as follows. First, a number
d € [k] is chosen randomly from a suitable probability distribution. Subsequently, d distinct
input blocks are uniformly chosen from the k& blocks of an epoch, and a bit-wise XOR of
the chosen blocks, denoted by C, is obtained. Along with C, a binary vector v of length &
is also generated, wherein the b-th entry is 1 if the b-th input block is among the d chosen
blocks, else the b-th entry is 0. This combination of C' and v constitute a droplet for an

epoch. An illustration of this procedure is given in Fig. [2.2]

Furthermore, we assume that all the droplets of a droplet node that correspond to
different epochs, will have the same degree and also the same selection of indexes of the
input blocks. In the LT code terminology, the number d, which is referred to as the degree,

is chosen independently from a degree distribution function.

Some of the popular degree distributions investigated in the past include All-At-Once
Distribution, Ideal Soliton Distribution (ISD) and Robust Soliton Distribution (RSD). Among
these, using All-At-Once Distribution necessitates an excessively high number of droplets
at the decoder in order to retrieve all £ input blocks of the epoch. On the other hand,

ISD shows ideal behaviour in terms of the number of droplets needed to recover the epoch.
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However, ISD is not employed in practice as even the smallest deviation from the expected
behaviour causes the entire decoding process to fail. To this end, [Lub02| presents RSD,
which not only requires fewer number of droplets at the decoder to retireve all the input
blocks, but also ensures decoding with a high probability. For more details about the selec-
tion of degree distribution for LT codes, please refer to [Lub02]. Consequently, in this work,
we employ the RSD [Lub02, Definition 11|, denoted by Qrs(:) which is defined for a given
set of parameters 0 < § < 1 and ¢ > 0.

p(d) +7(d)
35 pd) + ()
where p(-) is the ISD [Lub02, Definition 9| defined as

Qrs(d) =

Vd=1,...,k. (2.1)

1/k ford=1
o) =4 22)
m fOI'dIZ,...,/{Z.
and 7(.) is given by
d—i fordzl,...,%—l
T(d)=q % In(%) ford=% (2.3)
0 ford:%—l—l,...,k.

in which R = cvkIn (%)

Using the above distribution, d is chosen in a statistically independent manner and a

total of S droplet nodes, for S > k, are created at the full node along the similar lines.

2.2.2 Blockchain Retrieval through Traditional LT Decoders

A new storage-constrained node that wants to retrieve the blockchain from a full node is
termed as a bucket node. For the blockchain retrieval, the bucket node contacts a little more
than & droplet nodes (from the set of S nodes), and downloads their droplets corresponding
to all the epochs. To perform LT decoding, the bucket node can employ any one of the
following traditional L'T decoders.

Belief Propagation (BP) Decoder

The bucket node randomly contacts K > k droplet nodes, for some K € N, and downloads
their droplets. Since all the droplets corresponding to a particular droplet node share the
same set of neighbours, decoding procedure of one epoch explains the decoding procedure of

the entire blockchain. The decoding procedure to recover an epoch is explained as follows:
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Figure 2.3: Ilustration of bipartite graph 7 formed using the coded droplets collected by a
bucket node.

1. Form a bipartite graph 7 with the k input blocks as top vertices and the K droplets
as bottom vertices. The input blocks are denoted by {B,, | m € [k]}, and the droplets
are denoted by {C; | i € [K]}. An edge connects a droplet C; to an input block B,, if
B, is used in computing C;. Note that this information is available from the vector
v; associated with each C;. This step is illustrated in Fig. 2.3]

2. Find a droplet Cj, for i € [K], that is connected to exactly one input block B,, in 7.
Such a droplet is called a singleton. If there are no singletons, we declare a decoding
failure and terminate the process.

3. If C; is a singleton, set Bm = C;, where Bm denotes the m-th decoded block. For all
the droplets C; connected to the decoded block B,, in T, set C; < C; @ B,,, (& denotes
bit-wise XOR) and modify 7 by removing all the edges connected to block B,.

4. If all the k blocks are not recovered, go to Step 2.

For more details on the BP decoding process, we refer the reader to [KCRI9, Section
3.2.3|. The BP decoder is said to experience decoding failure if all the k blocks of an epoch

cannot be recovered using the K droplet nodes.

On-the-Fly Gaussian Elimination (OFG) Decoder

The OFG decoder prepares a generator matrix G, whose rows are the binary vectors {v; | i €
[K]} stored along with the droplets {C; | i € [K]}. Subsequently, the decoder works on the
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principle of Gaussian Elimination (GE) decoding, which requires G to have rank k for
decoding the k& blocks of an epoch. The main idea here is to use G to obtain a sparse
upper triangular matrix by deleting redundant equations on the fly. Once the sparse upper
triangular matrix is ready, back-substitution can be performed to recover the epoch. For
more details on the OFG process, we refer the reader to [BGGS09, Algorithm 1]. Note that
the OFG decoder is said to experience decoding failure if the rank of G is less than k.

Other than the BP and OFG decoders, LT coded blockchains can also be retrieved
through a class of hybrid decoders.

Hybrid Decoder

The bucket node contacts K > k droplet nodes and downloads the droplets stored in them.
The idea of hybrid decoder, as described in [KCI15, Section III|, is to start with the BP
decoding process using the K downloaded droplets and retrieve the input blocks of an
epoch one by one. Once the BP part of the hybrid decoder exhausts its singletons before
retrieving all the input blocks, the non-singletons remaining in the BP part are used by
its OFG counterpart to retrieve the remaining blocks. This idea exploits the advantage of
low-complexity decoding of BP decoder by retrieving as many blocks as possible using BP,
and also exploits the advantage of the OFG decoder, which guarantees successful decoding

by contacting fewer droplet nodes than the BP decoder.

We emphasize that a bucket node can employ one of the above variants of the decoders
depending on its constraints on the computational complexity and the number of droplet
nodes it can contact. In the next section, we present new variants of the hybrid decoder,
and discuss their benefits over the traditional BP and the OFG decoders.

2.3 Advanced Hybrid Decoders and their Performance

Measures

Towards proposing specific variants of the hybrid decoders, we define the two main metrics,

namely: bootstrap overhead and computational complexity.

Definition 1 (Bootstrap overhead). Bootstrap overhead is defined as the number of droplet

nodes that a bucket node must contact in order to successfully decode an epoch.
Definition 2 (Computational complexity). Computational complexity is defined as the num-

ber of XOR operations performed between droplets to decode an epoch.

To optimally trade the bootstrap overhead with the computational complexity for bucket

nodes, we propose the following two new variants of hybrid decoders.
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2.3.1 Bootstrap-Rigid Hybrid (BRH) Decoder

With this decoder, the bucket node initially decides on the number of droplet nodes that
it contacts. Let that number be K, for some K > k. Then, it executes the generic hybrid
decoding method as explained earlier. However, the BRH decoder is particular about the
number of droplet nodes it contacts and not concerned about what fraction of the epoch is
getting recovered by its BP and OFG counterparts. As a result, the BRH decoder is rigid in
terms of bootstrap overhead and flexible in terms of computational complexity. It is worth
mentioning that the OFG decoder is a special case of BRH decoder because the decoder
can decide to recover the epoch using only the OFG counterpart since it is flexible in terms
of computational complexity. Given its flexibility in computational complexity, the BRH

decoder experiences decoding failure if the rank of G is less than k.

2.3.2 Complexity-Rigid Hybrid (CRH) Decoder

The CRH decoder initially decides on the number of blocks of an epoch that must be
retrieved by its BP part. Let that number be denoted by 7., such that 0 < 7. < k. Then the
bucket node contacts as many number of droplet nodes K as required so that the BP part
of the CRH decoder retrieves at least 7. blocks of an epoch. Once the target 7. is met, the
rest of the blocks are decoded either using the BP decoder or the OFG decoder. Unlike the
BRH decoder, the number of droplet nodes contacted by the bucket node is not fixed in the
CRH decoder. As a result, CRH decoder is rigid in terms of computational complexity and
flexible in terms of bootstrap overhead. Note that the CRH decoder experiences decoding
failure in either of the following cases: (i) when 7. blocks cannot be decoded by the BP part
even after downloading from all the droplet nodes of a full node, (ii) when the residual k — 7,
blocks cannot be decoded by the OFG counterpart after successfully decoding the first 7,
blocks using the BP decoder.

2.3.3 Performance Analysis

Now that we have defined the operations of various LT decoders, in this section we derive
the bootstrap overhead and computational complexity of all decoders discussed hitherto.

We then use these metrics to compare their performances.

Bootstrap overhead of BP decoder

Proposition 1. The bootstrap overhead of a bucket node employing the BP decoder, to
successfully decode an epoch with a probability greater than 1 — 0 is given by Kgp = k +
cVk In? (%), where ¢ is a parameter of RSD.
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Proof. As one droplet node stores one droplet per epoch, and all the droplets of a droplet
node that correspond to different epochs have the same degree and also the same selection
of indexes of the input blocks, bootstrap overhead of a bucket node is equivalent to number
of droplets required by the bucket node to decode an epoch. Therefore the results follow
from [Lub02, Theorem 12|. Let H(n) be the Harmonic number, which is defined as H(n) =
> 41 7- Then, from [Lub02, Theorem 12|, we have:

k
R 4]
Now, approximating H (}%) to In (%) and substituting R = vk In (%) in (2.4), we get the

bootstrap overhead as:

Kpp =k + cVkn? (g) (2.5)

[]

Computational complexity of BP decoder

Proposition 2. The average computational complexity incurred by the BP decoder for de-

3
coding an epoch is given by Cgp = k - (ln (%n(k/ﬁ)) + 1.577).

Proof. The computational complexity for decoding an epoch can be determined by the
number of edges in the bipartite graph 7, generated at the start of BP decoding [KCRI19,
Appendix B|. This is because, each XOR operation between the droplets corresponds to
removal of an edge in the bipartite graph. Subsequently, all the edges of the bipartite graph
will be removed at the end of BP decoding process, thereby resulting in as many number
of XOR operations. As the number of edges of the bipartite graph is random in nature, we
determine its mean value. In this regard, the average number of edges can be approximated
as the product of bootstrap overhead and average degree of a droplet. Let D be the average
degree of a droplet. From [Lub02, Theorem 13|, it is straightforward to show that

D= % . <1n (C L ';n(k/‘s)) + 1.577) , (2.6)

where ¢ and ¢ are parameters of RSD. Also, we have Kgp = kf |[Lub02, Theorem 12| and
then OBP:KBPD- ]

The above two results present closed-form expressions on the bootstrap overhead and

computational complexity of the BP decoder.
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Bootstrap overhead of OFG decoder

In-order to derive the bootstrap overhead of OFG decoder, we must investigate the relation-
ship between its probability of decoding failure and the number of downloaded droplets per
epoch. To this end, authors of [SGV13| have established an upper bound on the decoding
failure probability, denoted by Pp, for an LT code over finite field F,, whose degree follow
any arbitrary degree distribution. As a result, for binary LT codes whose degree follow RSD
Qgrs(d), the upper bound in [SGV13, Theorem 1] can be modified as follows:

k k(1+e€)

Pp = Z (Z) ) [% ;QRS(GZ) leo (7}) (d_—ll?fl)[l - (=1 _} ’ (2.7)

where € is the fractional overhead, defined as the ratio of excess droplets (in addition to k)
and k. With that, the bootstrap overhead of OFG decoder is given in Theorem [I]

w=1

Theorem 1. Let €, = 7+ where m € N such that Pr|

of OFG decoder is Kopc = k(1 + €min)-

< 4, then the bootstrap overhead

€=€min

Proof. From , Pr is clearly a decreasing function of . The minimum value of € (denoted
by €min) that satisfies the condition Pr < §, gives the minimum fractional overhead for an
allowable probability of decoding failure §. Therefore, k(1 + €,,,,) is the bootstrap overhead
of the OFG decoder. m

Computational complexity of OFG decoder

Theorem 2. Computational complexity of OFG decoder, Copc s upper bounded by k2.

Proof. Computational complexity of the OFG decoder is evaluated as the sum of number
of XOR operations performed by the OFG algorithm and back substitution, which together
completes the decoding process. In the OFG algorithm, the maximum number of XOR op-
erations associated with the i*" symbol entering the partially filled k x k matrix, is 7. Hence,
to fill the k rows of the matrix, the number of XOR operations performed is upper bounded
by Zlez' = @ In the back substitution method, the number of XOR operations per-
formed at " iteration is k — i, wherein i € [k]. Therefore, the number of XOR operations
performed at this stage is Zle(k: —1) = k(k; L Hence, the computational complexity of

OFG decoder is upper bounded by @ + @ = k2 O

The above two results present the closed form expressions on the bootstrap overhead

and computational complexity of the OFG decoder.
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Bootstrap overhead and computational complexity of BRH decoder

For the BRH decoder, it is clear from the definition that its bootstrap overhead, denoted by
Kpg, is in the range Kppg < Kpr < Kpp. Furthermore, it is also clear that its decoding
failure rate is upper bounded by that of the OFG decoder, as Kgp is atleast Kprg. When
implementing the BRH decoder, choosing values of Kggr closer to Korg leads to achieve
a low bootstrap overhead, however, it compromises on computational complexity. The
behaviour is vice-versa for choosing Kgg closer to Kgp. Let ng be the number of input
blocks of an epoch recovered by the BP part of the BRH decoder using Kggr droplets. We
can consider 7p as a discrete random variable that takes values from 0 to k, and numerically
evaluate the average value of np, denoted by E[npg| for each value of Kpgr. The remaining
k — np blocks will be recovered using the OFG part. Hence, the average computational
complexity of the OFG counter-part of the BRH decoder is also evaluated for each values
of Kpggr, and is denoted by E[(k — np)?]. With that, average computational complexity of
BRH decoder is given below.

Theorem 3. Average computational complexity of BRH decoder is given by Cgr = Kpgg -
D - 2l L B[(k - n5)?).

Proof. The average computational complexity of BP part of the BRH decoder can be re-
garded as the average number of edges of the bipartite graph utilised by the decoder for
recovering [E[np] blocks. From the complexity results on the BP decoder, we know that the
average number of edges of the bipartite graph in the beginning of decoding is Kgg - D.
Furthermore, with the assumption that the number of edges originating from each input
symbol is identical owing to uniform selection of input symbols in the encoding process, the

Mksﬁ‘ Now, as

average number of edges utilised by BP part of BRH decoder is Kgg - D -
the number of input symbols remaining to be decoded is k — g, the average computation-
complexity of the OFG part of BRH decoder is E[(k — np)?]. The sum of these two terms

gives the average computational complexity of the BRH decoder. O

Bootstrap overhead and computational complexity of CRH decoder

For the CRH decoder, by definition, the number of input blocks of an epoch to be recovered
by the BP part of CRH decoder, represented by 7., is in the range 0 < 1. < k. When
implementing CRH decoder, choosing values of 7. closer to k leads to low computational
complexity, however it compromises on the bootstrap overhead. The behaviour is vice-versa
for choosing 7. closer to 0. Even after choosing 7., it is not straight-forward to obtain the
exact bootstrap overhead of CRH decoder. However, for each value of 7. € [k], we can

numerically evaluate the average bootstrap overhead denoted by K%, through simulations.
As 7, is fixed, the computational complexity of the OFG counter-part of the CRH decoder
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Figure 2.4: BRH and CRH decoders acting as bridges between BP and OFG in terms of
bootstrap overhead vs computational complexity trade-off.

will be (k — n.)?, which is a constant. With that, we present the average computational

complexity of CRH decoder as follows.

Theorem 4. Average computational complexity of CRH decoder is given by Cor = K&y -
D%+ (k—n.)>.

Proof. Explanation follows from proof of Theorem [3] O]

2.3.4 Complexity vs Overhead

In Fig. we pictorially depict the trade-off between the computational complexity and
bootstrap overhead of various decoders when k£ = 500 and when their decoding failure rate
is upper bounded by ¢ = 0.1. In this depiction, the blue circle in the extreme right corner
represents the BP decoder which clearly has the lowest computational complexity, however,
a very high bootstrap overhead. It is vice-versa for OFG decoder, that is represented using
the red square. Labels in black and magenta denote the overhead-complexity pairs of BRH
decoder with Kpg ranging from Kpprg to Kgp and CRH decoder with 7, ranging from 0 to
k, respectively. It can be observed that the BRH and CRH decoders act as bridges between
the OFG and BP decoders, in terms of the overhead and complexity trade-off. Therefore,
depending on whether the bucket node wants to operate at a fixed bootstrap overhead or

fixed computational complexity, it can choose between the BRH and CRH decoders. If the
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bucket node chooses BRH decoder, it needs to select the parameter Kgr that allows it to
achieve its desired combination of computational complexity and bootstrap overhead. On
the other hand, if CRH decoder is chosen, the bucket node needs to select the parameter 7,

that satisfies its complexity and overhead requirements.

In the next section, we define a new metric to equitably compare the performances of
the various LT decoders discussed hitherto, based on which we optimize the performances
of BRH and CRH decoders.

2.4 The Mirroring Cost

A bucket node is always associated with a feasible range of computational complexity and
communication overhead over which it could operate. Out of the multiple complexity-
overhead pairs which falls within this feasible range, a bucket node has to select one pair
which gives the optimal performance. This could be done only after taking into consideration
the costs associated with the bucket node in performing computations as well as downloading
data. In this line, we define a new metric known as the mirroring cost, which encompasses
the costs associated with computation and download for the bucket node, along with the
computational complexity and communication overhead of the decoder. Henceforth, we use
the mirroring cost as the standard metric to compare the performances of the LT decoders.
To quantify this metric, we represent c¢; as the cost associated with the bucket node per-
forming one XOR operation between two droplets. Similarly, ¢, represents the cost for the
bucket node to contact a droplet node and download one droplet from it. With that, the

mirroring cost is defined as follows:

Definition 3 (Mirroring cost). Mirroring cost of a bucket node for decoding an epoch is

c1 X {computational complexity} + cox {bootstrap overhead}.

In practice, ¢; and ¢, can be quantified as the time taken by the bucket node to perform
one XOR operation between two droplets and the time taken by the bucket node to download
one droplet, respectively. As a result, mirroring cost can also be quantified as the time taken

by the bucket node to decode one epoch.

In the rest of this section, we analyse the mirroring cost using cost ratio «, where o = z—f
We normalise ¢; to 1 and evaluate the mirroring costs of decoders as functions of a. From
Definition , mirroring costs of BP and OFG decoders denoted by Mpp(a) and Mora(a)
respectively, are:

Mpp(a) = Kpp - D+ - Kpp. (2.8)

MOF(;(a) = k‘z + o Korg. (29)
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Figure 2.5: Plots depicting the objective function in the optimization problem given in Prob-
lem (1| as a function of a for BRH decoder.

2.4.1 Optimization of BRH decoder as a function of cost ratio «

In case of the BRH decoder, which could possibly operate at different values of Kgg, we get
distinct values of mirroring costs for a particular a. Therefore, we propose an optimization
problem (Problem (1) to obtain the optimum number of droplets that must be downloaded
by the BRH decoder, denoted by K,,;,(«), in order to achieve the minimum mirroring cost
of the decoder, denoted by Mpg(«).

Problem 1. For a given a > 0, solve

E[nz]

Kppin(a) = arg min
Kpr

Korec < Kpr < Kpp.

{024 0 ey 40K

s.t.

The optimization problem in Problem (1 is illustrated in Fig. for K = 50 and « €
{5,20,35,50}. The circular points in Fig. represent the evaluations of the objective
function in Problem [I} at different values of Kpg. The minimum mirroring cost and its
corresponding K, (), which is the solution of the optimization problem, is also shown in
Fig. We can also infer from Fig. that for a given k, as the value of « increases, the
minimum point shifts towards the left. This is because high o means ¢, is relatively greater

than ¢;. Therefore, in order to obtain the minimum mirroring cost in this case, Kgg has to
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Figure 2.6: Plots depicting the objective function in the optimization problem given in Prob-
lem [2| as a function of a for CRH decoder.

reduce, which is the reason for the shift.

2.4.2 Optimization of CRH decoder as a function of cost ratio «

For the family of CRH decoders, which operate at different values of 7., we get distinct
values of mirroring costs for a given a. Therefore, we again propose an optimization problem
(Problem [2)) to obtain the optimal 7, denoted by 7, (), in order to achieve the minimum
mirroring cost of the CRH decoder, denoted by Mcg(«).

Problem 2. For a given o > 0, solve

Thmin(Qt) = arg min {K(‘?}e D % +(k—n)*+a- Kg;;%}
Ne

st. 0<n.<k.

The optimization problem in Problem [2] is illustrated in Fig. for K = 50 and a €
{25,45,65,85}. The red circular points in Fig. represent the evaluations of the objective
function in Problem [2 at different values of 7.. The minimum mirroring cost and its
corresponding 7, (), which is the solution of the optimization problem, is also labelled in
Fig. 2.6 Here also, we can infer that for a given k, as the value of « increases, the minimum

point shifts towards the left. This is because high « means ¢, is relatively greater than c;.
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Therefore, in order to obtain the minimum mirroring cost in this case, K&}, has to reduce
because this contributes to the overhead term of the mirroring cost. To achieve this, 9,
has to reduce.

Table 2.1: Numerical solutions to minimization problems of BRH and CRH decoders and
their mirroring costs (in 1000s)

k=10 k =50
« Knin Thmin Mpr Mecr o Kmin Nimin Mpgr Mcr
1 15 5 0.081 0.07 1 91 45 0.637 0.51
2 15 D 0.096 0.085 15 91 45 1.910 1.57
3 15 5 0.111 0.101 30 74 43 3.096 2.7
4 15 5) 0.126 0.116 45 59 43 4.134 3.84
) 15 5 0.141 0.131 60 59 43 5.019 4.97

k =100 k = 500

a Kpin Nmin Mpr Mcr Q Kiin Nmin Mpr Mcr
1 163 95 1.313 1.134 1 681 492 7.387 7.01
35 163 95 6.854 6.03 600 681 478 415.3 395.7
70 163 95 12.56 11.07 1200 207 455 800.6 784.5
105 136 90 17.78 16.1 1800 207 o7 1104 1109
140 109 90 21.91 21.14 2400 507 o7 1409 1414

2.4.3 Simulation Results

Table gives the solution to the optimization problems in Problem (I} and Problem [2| for
different values of @ and also shows the mirroring costs (in 1000s) of BRH and CRH decoders.
Fig. shows the comparison of the mirroring costs of the four decoders, as a function
of a, for values of k € {10,50,100,500}. The parameters of LT codes used for simulation
are ¢ = 0.1 and § = 0.1. It is observed from Fig. that, for any k, for a given a the
mirroring cost of the optimised BRH and CRH decoders is always less than or equal to that
of the BP and OFG decoders. This is possible because the BRH decoder can operate with
number of droplet nodes ranging from Korg to Kpp, and picks a value K,,;,(«) that gives
the minimum mirroring cost, Mpr(a). This implies, Mpgr(a) < min{Mpp(a), Mora(a)}.
The CRH decoder on the other hand operates with computational complexities ranging from
Cpp (for n. = k) to Copg (for n. = 0), and picks a value 7,,;,(«) that gives the minimum
mirroring cost, Mcg(«). This also implies that Mog(a) < min{Mpp(a), Mora(a)}.
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Figure 2.7: Mirroring cost comparison of BP, OFG, BRH and CRH decoders.

2.5 Discussion

In this chapter, we explored the LT-coded blockchain architecture, including the operation
of the LT encoder and traditional LT decoders such as BP and OFG decoders. We then
proposed two variants of hybrid decoders for LT codes, namely BRH and CRH decoders,
both of which offer flexibility to a bucket node by allowing it to operate on its feasible range
of computational complexity and bootstrap overhead. In addition, we optimized BRH and

CRH decoders, taking into account the bucket node’s computational and download expenses.

Overall, we emphasize that a bucket node can choose to employ either BRH or CRH
decoder, depending on whether it requires a constant bootstrap overhead or a constant com-
putational complexity. Then it can appropriately select its K, (a) (for BRH) or n,,(a)
(for CRH) depending on its cost ratio «, to decode the blockchain at the lowest mirroring

cost.
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Chapter 3

Optimized Denial-of-Service Threats on the Scalability of
LT coded Blockchains

3.1 Introduction

Despite the fact that LT coded blockchains facilitates seamless scalability, as seen in Chapter
2, it is also vulnerable to a wide range of security threats. In this context, DoS threats pose
a critical risk to the scalability of LT coded blockchains, thereby disrupting their ability to
operate effectively in decentralized environments. In particular, such DoS attacks exploit

the vulnerabilities in the coded structure, encoding, or decoding processes.

One significant DoS threat on LT coded blockchains involves targeting the decoding
process. In this respect, an adversary may attempt to manipulate or corrupt the droplet
nodes that store the encoded data fragments, to impede the decoding process. Typically,
an adversary does this by flooding the targeted set of droplet nodes with repeated service
requests, such that a legitimate bucket node is not able to access the compromised droplet
nodes. As a result, blockchain scalability is hindered, as new bucket nodes who want to join
the network may not receive sufficient uncorrupted data to execute decoding and retrieve

the original blockchain.

Furthermore, towards highlighting the vulnerabilities of LT coded blockchains to DoS
threats, we classify the threat model that an adversary undertakes into two broad categories
based on how he chooses his target set of droplet nodes to attack: (i) Oblivious model and
(ii) Non-oblivious model. In this context, an adversary employing the oblivious model does
not observe the storage contents of droplet nodes before choosing which nodes to attack.
Authors of [KCR19| have demonstrated that LT coded blockchains are resilient against such
an oblivious adversarial model. However, to the best of our knowledge, the impact of a

non-oblivious adversarial model on LT coded blockchains is yet to be investigated.

Pointing at this research gap, in this work, we adopt a non-oblivious model, wherein
the adversary gains access to a set of droplet nodes, read their contents, and then decide
to launch attacks on a subset of the accessed nodes by flooding them with repeated service
requests. Henceforth, such attacked droplet nodes are referred to as erased nodes. In
contrast, the residual droplet nodes that are not erased are referred to as honest nodes. In
the subsequent section, we show that the choice of the erased nodes can be made depending
on the decoding capability of the targeted victim nodes, that the adversary forbids from

joining the network.
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Figure 3.1: The proposed non-oblivious adversary model wherein a subset of droplet nodes
are erased after gathering information on their degrees.

ADVERSARY

3.2 DoS Threats from Non-Oblivious Adversaries

Let us consider a full node that has S number of droplet nodes under the LT coded archi-
tecture. Recall from Section that the degree information of droplet nodes is available
in the form of vector v along with the coded blocks. On this full node, we consider an
adversary who reads the degree information of a randomly chosen og-fraction of S droplet
nodes, where oy € (0,1). To read the degrees, the adversary acts as a legitimate bucket
node, contacts a subset of droplet nodes and then downloads their droplets. He then uses
this information to tactically choose ¢S nodes to erase among them, where 0 < o < 0. Fig.
depicts our adversarial model wherein regions I, IT and III respectively represent the set
of droplet nodes that the adversary has (i) neither read nor erased, (ii) read, however not
erased, and (iii) both read and erased. As a special case, note that our adversarial model
will collapse to oblivious model if 6y = ¢. This is equivalent to the case when the adversary
attacks a randomly chosen o-fraction of S nodes without reading information on its coded

structure.

In the rest of this section, we explore questions on what could be a reasonable attack
strategy from the adversary’s perspective, given that he knows the decoder used by the
legitimate bucket nodes for blockchain retrieval. In this context, given the set of 0yS droplet
nodes read by the adversary, a reasonable attack strategy refers to an appropriate selection
of a subset of 0.5 droplet nodes to erase, such that the probability of decoding failure at the
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legitimate bucket node is more than that of blind attack. To this end, we provide reasonable
attack strategies specific to BP, OFG, CRH and BRH decoders.

3.2.1 Attack Strategy against BP decoder
Degree based attack strategy

Before presenting the attack strategy against the BP decoder, we recall that the BP de-
coder thrives on the availability of the singleton droplets and then iteratively generates new
singletons to recover the blockchain. Note that the adversary neither has control on the
specific droplet nodes that would be accessed by the victim, nor knows the order in which
the singletons would be used in the BP decoder. Therefore, under such conditions, a reason-
able attack strategy for the adversary is to minimize the probability with which the victim
bucket node can access singletons. With that we present a reasonable attack strategy for

BP decoder as follows.

Proposition 3. (Degree based attack strategy): A reasonable attack strateqy against the BP
decoder is to arrange the oS droplet nodes in the increasing order of their degrees and then
erase the first oS droplet nodes of the sorted set. Note that the order of the droplet nodes

having the same degree can be chosen in an arbitrary manner.

In the above strategy, the objective of the adversary is to exhaust the singletons before
the BP decoder retrieves all blocks of the epoch. Therefore, among the droplets read by
the adversary, the singletons and the droplets that attain the singleton state early in the
BP decoding process must be targeted. Furthermore, it is intuitive that the probability
that a degree-d droplet node attains the singleton state sooner in the BP decoding process,
decreases with increase in d. As a result, a reasonable attack strategy is to erase the droplet

nodes in the increasing order of their degrees.

Score based attack strategy

The degree based attack strategy effectively exploits the weakness of BP decoder by erasing
the droplet nodes in the increasing order of their degrees. However, a drawback of this
strategy is that it considers droplet nodes with the same degree to be equally valuable to
the BP decoder. It does not consider the information about the neighbours[] of a particular
droplet, before deciding to erase that droplet. For instance, if an adversary needs to erase
a subset of droplet nodes of degree d for some d € [k], the attack strategy in Proposition

instructs him to erase a random subset of degree d droplet nodes. As a consequence, the

!The collection of input blocks from an epoch that were XORed to obtain the droplets of a droplet node
is referred to as its neighbours in this context.
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residual degree-d droplet nodes that are not erased by the adversary may contain droplet
nodes that are more valuable to the BP decoder than those that are erased, thereby favouring

the legitimate bucket nodes.

To address this issue, we devise a score-based attack strategy in which we assign individ-
ual scores to each droplet node read by an adversary based on two parameters: (i) Degree
of the droplet node and (ii) Neighbours of the droplet node. The scores are assigned in such
a way that the droplet node that is most valuable to the BP decoder obtains the highest

score, and the score lowers as the droplet node’s priority falls.

Proposition 4. (Score based attack strategy): The score-based attack strategy against the
BP decoder involves the following steps.

o The adversary begins by assigning initial scores of (%)(d_l) to all the 0¢S droplet nodes
read by him, where d is the degree of the droplet node.

o Then, he sets the iteration number ¢« = 1 and updates the scores of each droplet nodes
as follows.

1. Pick the i'" droplet node, denoted by x;. Let the degree of the droplet node be d,
and its initial score be S(x;). Then, identify the droplet nodes whose degrees are
greater than d, denoted by the set Dy.

2. For each elementy € D, with degree d, if the neighbours of x; are a subset of the
neighbours of y, update the score of x; as S(x;) < S(x;) + (%)(d_l). Repeat this
step for all'y € Dy.

3. Increment i by 1.

4. If the scores of all the droplet nodes are not yet updated (if i < 0¢S), go to Step
(1). Otherwise, terminate the process.

o [Finally, the adversary sorts the droplet nodes in the decreasing order of their respective
scores and then erases the first oS droplet nodes of this sorted set.

To further comprehend the score-based attack strategy described above, we present a
toy example that demonstrates how this strategy works.
Toy example: Let us consider an LT coded blockchain full node with total number of
droplet nodes, S = 20 and an epoch size of k = 6. We also consider an adversary for which
o9 = 0.5 and ¢ = 0.25. In this configuration, the adversary randomly reads 10 droplet
nodes. Further, in this setup, we represent a droplet node using its length-k binary vector
v, because we only require the detail about its degree and its neighbours in-order to execute
the attack strategy. The binary vectors of the droplet nodes read by the adversary, denoted
as x; for every i € [1,10] are provided as columns of Table . In addition, the last row

of Table gives the initial scores of each droplet node, which are calculated as (%)(d_l)

)

where d is the degree of a droplet node.
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Table 3.1: Binary vectors v of droplet nodes read by the adversary

Droplet nodes X1 X2 X3 X4 X5 Xg X Xg Xg X10
Block 1 0 0 1 0 0 0 0 1 1 1
Block 2 0 0 0 0 0 1 1 0 1 1
Block 3 1 0 1 0 0 0 1 1 1 1
Block 4 0 0 0 1 0 0 0 1 0 1
Block 5 0 1 0 0 1 1 0 0 1 1
Block 6 0 0 0 1 1 0 1 1 0 1

Initial scores 1 1 % % % % %1 % % 3%

In the subsequent step, the adversary initially chooses x; to perform score updation.
Since the degree of the selected droplet node is 1, the set D, contains x3, X4, ..., X;9. We
observe that the neighbours of x; are a subset of the neighbours of x3, x7, xg, X9 and Xiq
of the set D,, whose degrees are 2, 3, 4, 4 and 6 respectively. As a result, the updated score
of X, is 1+ (3 + 1 + & + £ + 55), which sums up to 2.03125. Subsequently, the updated
scores of the rest of the droplet nodes (x2 to xj0) are also calculated in a similar fashion.
After calculations, we obtain the final scores of x; to x;39 as {2.03125, 2.15625, 0.78125,
0.65625, 0.53125, 0.65625, 0.28125, 0.15625, 0.15625, 0.03125}, respectively. Subsequently,
the adversary arranges the droplet nodes in the decreasing order of their respective scores
to obtain the new order as {xs, X1, X3, X4, Xg, X5, X7, X3, X9, X10}. He then erases the first

5 droplet nodes of this ordered set.

With this attack strategy, an adversary erases the 0.5 droplet nodes that are most valu-
able to a BP decoder, thereby reducing the probability of successful decoding for a legitimate
bucket node. We further demonstrate that this attack strategy performs better than that
of the degree based attack strategy in terms of enhancing the failure rate at a legitimate
bucket node, with the help of simulations in Section [3.3]

3.2.2 Attack Strategy against OFG decoder

Along the line of the BP decoder, even with the OFG decoder, the adversary neither has
control on the specific droplet nodes accessed by the bucket node, nor knows the order in
which Gaussian elimination would be used. Therefore, under such conditions, a reasonable
attack strategy for the adversary is to minimize the probability with which the bucket node

can access droplet nodes with rank £ on the G matrix.

Proposition 5. A reasonable attack strategy against the OFG decoder involves the following
steps:
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1. Using the 0oS droplet nodes, the adversary juzrtaposes the binary vectors v correspond-
ing to each droplet and forms a binary matriz of dimensions 0¢S X k.

2. Then, he identifies (oo — 0)S rows of the above matriz that will result in the minimum
rank.

3. Finally, he erases the residual oS droplet nodes which correspond to the complementary
rows of the above step.

The idea behind the strategy is that for an OFG decoder to fail, the matrix derived from
the binary vectors of the honest droplet nodes must become rank deficient. To accomplish
this, a reasonable approach is to leave those droplet nodes read by the adversary unerased,

whose coefficients produce a matrix of the least possible rank.

One possible method to carry out the aforementioned attack strategy is to undertake
an exhaustive search to find the combination of droplet nodes that produces a matrix of

minimum rank. However, this is a computationally expensive approach as it involves the

o0S
oS

present a computationally feasible algorithm (Algorithm |1} as an alternative approach to

evaluation of ranks of ( ) matrices, each with dimensions (o9 — 0)S x k. To this end, we

doing an exhaustive search. We emphasize that the algorithm may not identify the exact

(00 — 0)S droplet nodes of minimum rank, however it does provide a near-optimal solution.

Algorithm 1 Computationally efficient algorithm for carrying out the attack strategy
against OFG decoder

Input: Matrix R € {0,1}7°5*% whose rows correspond to binary vectors of the droplet
nodes read by the adversary
Output: Matrix M € {0, 1}(70=9)5*F whose rows correspond to the set of droplet nodes
with a reasonably low rank
Initialize M <« 0;
MI1][] « R[][;
for i < 2 to (09 — 0)S do
r < Rank(M);
for j + 2too0pS —i+2do
MIi][] < RIj][J:
if Rank(M) == r then
Swap(R[j][-|R[o0S — i + 2][]);
break;
end if
11: end for
12: end for

H
@

The input of the above algorithm is the binary matrix R € {0,1}°°°** whose rows
correspond to binary vectors of the droplet nodes read by the adversary. The algorithm
outputs a matrix M € {0, 1}(”0_”)5 %k whose rows correspond to the collection of droplet
nodes with a reasonably low rank. With that, the sequence of steps involved in the algorithm

are enumerated as follows.
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1. First, we set the matrix M of dimensions (09 — 0)S x k to all-zero. We also set the
iteration number, ¢ = 2.

2. In the next step, we assign the first row of R to the first row of M.

3. While filling the i*" row of M, we look for a row in R that does not enhance the rank
of M, when that row is included in M. It is important to remember that we refer to
the matrix’s rank as the rank calculated over the binary field.

(a) If such a row exists in R, we include that row as the 1" row of M, and then swap
that row of R with its last unused row.

(b) Otherwise, we include the last unused row of R as the i row of M.

Note: At the end of this step, the row of R that is used to construct M is pushed
towards the end of R and is henceforth not considered for subsequent iterations.

4. Increment 7 by 1.

5. If all the rows of M are not yet filled (i < (09 — 0)S), go to Step (3).

Finally, the adversary obtains the matrix M with a reasonably low rank by carrying
out the aforementioned steps. He then erases the residual droplet nodes in R that are not
present in M, leaving behind a set of droplet nodes with a reasonably low rank for the

legitimate bucket nodes.

Complexity Analysis

In Algorithm [1] the maximum number of rank evaluations in the i** iteration is S —i + 1.
Likewise, there are (o9 — ¢)S number of iterations in total. As a result, the algorithm’s
total number of rank evaluations is limited to ZES{U)S(UOS — i+ 1), which can be further
approximated to oS - (09 — 0)S. Ultimately, an adversary who performs an exhaustive
search, executes the attack strategy in factorial time, whereas an adversary who implements

Algorithm [I| does the same in polynomial time.

3.2.3 Attack Strategy against BRH decoder

When using the BRH decoder, recall that the bucket node is flexible with its computational-
complexity. As a result, owing to the possibility of implementing the OFG decoder, mini-
mizing the rank of the G matrix corresponding to the honest droplet nodes is a reasonable

attack strategy.

Proposition 6. A reasonable attack strategy against the BRH decoder is same as that
against the OFG decoder.
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3.2.4 Attack Strategy against CRH decoder

With the CRH decoder, it is clear that its requirements for successfully decoding of the
blockchain are in terms of both singleton droplet nodes as well as rank offered by the residual
honest droplet nodes. As a result, putting forward a reasonable attack strategy for this case is
non-trivial. However, given that the BP part of the CRH decoder is executed before the OFG
part, we believe that depleting singletons in the network would help stalling the decoding
process. Thus, with the following proposition, we show that attacks in Proposition [3] and
Proposition || are applicable depending on the value of 7.. Recall that 7. is the number of
blocks of an epoch that must be retrieved by the BP part of the CRH decoder.

Proposition 7. For the CRH decoder with n. > 0 , we propose to follow the same attack
strateqy as that against the BP decoder. However, for the CRH decoder with n. = 0 , we
propose to follow the same attack strategqy as that against the OFG decoder.

3.3 Experimental Results for Attack Strategies

In this section, we present the simulation results that demonstrate the effectiveness of the
attack strategies corresponding to each of the decoders. To present the simulation results,
let us define the read-write ratio for an adversary as & = 22 As we have 0y > o, this implies
£>1.

First, we conduct simulations to characterize the decoding failure rate of the BP decoder
for a given o, as a function of £&. Our experiments are performed for £ = 20, S = 3k
such that o € {0.1,0.2,0.3,0.4}. For each value of o, decoding failure rates are presented
with £ € {1.3,1.6,1.9,2.2,2.5} for two cases: one wherein the droplet nodes that are erased
are randomly chosen, and the other wherein droplet nodes are chosen after executing the
attack strategy presented in Proposition . For each (0,f) pair, the obtained failure rates
are presented in Fig. 3.2 Based on the blue bars in Fig. [3.2] it is clear that for a given
o, decoding failure rate increases with increase in £ when the droplet nodes are erased by
executing the degree based attack strategy. This behaviour is intuitive since the adversary
should get advantage as he reads more droplet nodes. Furthermore, when the erased droplet
nodes are randomly chosen, we observe from the green bars that the failure rate remains

constant at different values of £ for a given o.

Next, we present simulation results demonstrating that the score-based attack strategy
for BP decoder, proposed in Proposition [4]is more effective than the one described in Propo-
sition [3} in Fig. [3.3] The parameters used for simulation are specified in the caption of Fig.
[3.3l By comparing the blue and cyan bars in Fig. it is clear that there is an incremental
improvement in the failure rate of score-based attack strategy compared to the degree based

strategy. We can also observe that this increment is more significant for lower values of o.
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Figure 3.2: Effectiveness of the proposed degree based attack strategy against a bucket

node with BP decoder.
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Figure 3.4: Effectiveness of the proposed attack strategy against a bucket node with
OFG decoder. The parameters for the simulations are k=20, S=60, o €
{0.4,0.45,0.5,0.55} and € € {1.2,1.4,1.6,1.8}.

This is intuitive because, as o approaches oy, the set of droplet nodes erased by an adversary
starts becoming similar for both the strategies. As a result, their respective failure rates
also turn out to be almost identical. However, at small o, the score-based attack strategy
erases the droplet nodes of highest priority to the BP decoder, whereas the degree based
strategy may not erase the exact same droplet nodes. This creates a significant difference

in the failure rates between the two strategies.

Similar experiments are conducted for the OFG decoder and the BRH decoder, and their
results are presented in Fig. and Fig. (3.5 respectively. The inferences in this case are
similar to that of the BP decoder. Finally, Fig. demonstrates the comparison on the
effectiveness of the attack strategies given in Proposition [ and Proposition [5 on the CRH
decoder. The experiments are performed for £k = 20, S = 3k and ¢ = 0.3. The failure
rates of the CRH decoder corresponding to random erasing (green bars), minimizing rank
strategy (red bars) and executing score-based attack strategy (cyan bars) are obtained for
values of & € {1.5,2,2.5,3}. The experiments were conducted for values of 7. € {1, 16},
in order to study the behaviour of the employed attack strategies, for near-extreme values
of n.. From the plots, we infer that for any non-zero values of 7., the attack strategy
in Proposition 4] produces higher decoding failure rates. However, for n. = 0, the attack
strategy in Proposition [5| maximises the failure rate because the CRH decoder does not

necessarily require any singleton for decoding and hence minimizing the rank of honest
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droplet nodes is sufficient.

3.4 Cost Constrained Optimal Attacks

In the previous section, we have characterized the decoding failure rates of various LT
decoders for arbitrary values of oy and ¢ such that oy > 0. However, in practice, there
are costs associated with reading and erasing droplet nodes. In this regard, we denote c,
and ¢, as the cost to read and erase one droplet node, respectively. Therefore, we introduce

attack-cost as a new metric of interest, which is defined as follows.

Definition 4 (Attack-cost). Attack-cost incurred by an adversary is defined as ¢, X {no: of
droplet nodes read} + c.x {no: of droplet nodes erased}.

In practice, ¢, is quantified as the time taken by an adversary to contact one droplet
node and read its contents and ¢, is quantified as the time taken to erase one droplet node.
Therefore, the attack-cost is quantified as the total time taken by an adversary to launch
the attack. Typically, the attack-cost is upper-bounded in practice, to which we propose a
method to choose the optimal pair (og,0) using which the cost constrained adversary can

incur maximum failure rates on the LT decoders.

By defining the read-write cost ratio as ( £ o we can rewrite the attack-cost as:

Attack-Cost = ¢, X 0¢0S + ¢, X 05 = 0S¢, x (£ + (). (3.1)

To further simplify the analysis, we normalise ¢, to 1, and use the normalised attack-cost
as 05 X (£ 4 (). Now, let the normalised attack-cost be upper-bounded by v units for some

v > 0. The corresponding inequality is
oS- (E+¢) <. (3.2)

In practice, given S, v and (, the adversary would need to choose the pair (¢g,0) such that
the failure rates of the targeted decoder is maximized under the constraint in along
with the constraints 0 < oy < 1 and 0 < ¢ < gg. Towards reducing the search space for the
above problem without compromising on the failure rates, the following theorem presents

tighter bounds on ¢ and oy.

Theorem 5. The feasible range for the search space on o and oq is to use o € (0, ﬁ],

and then to fix g = %‘SC for a given value of o.

Proof. Rearranging (3.2), we get o - (£ 4 ¢) < %. The maximum value of o as a function

of ¢ under this constraint is 0,,4,(() = ﬁ As a result, we get a constraint on o as
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Figure 3.7: Optimal (0, 0) pair to attack BP decoder for (k = 20 and S = 60) when
v=1x5.

0 < 0 < 0max(€). Now, for each value of ¢ in this range, the corresponding values of ¢ lies
in the range 1 < ¢ < u—a_ch(’ where the upper limit on £ is obtained by rearranging .
From our previous experiments on proving the effectiveness of the optimal attack strategies
specific to various decoders, we have shown that for any decoder, the failure rate increases
with & when o is constant. Therefore, in this case for a given o, the maximum value of ¢
that satisfies the constraint in (3.2)) results in the maximum decoding failure rate for that

o. O

Using Theorem |5, we are able to reduce the search space to one-dimension, thereby
reducing the attack complexity. Fig. to Fig. demonstrates the evaluation of
decoding failure rates of BP, OFG, BRH and CRH decoders respectively, for values of ¢ in
the range 0 < 0 < 0,4, (C) with a step size of 0.01, and their corresponding maximum values
of £&. All four decoders use k and S values of 20 and 60, respectively. Fig. finds the
best (09,0) using the score based attack strategy for BP decoder, wherein the normalised
attack-cost of the adversary is constrained to v = 1 x S. Fig. [3.§is for the optimal OFG
attack, where v = 1.5 x S. Fig. [3.9] corresponds to failure rates resulting from attacking the
BRH decoder with K = 44 and v = 1.4 x S. Fig. shows failure rates resulting from
CRH decoder with . =6 and v =1 x S. Also, we have used ¢ € {1.25,1.5,1.75,2}.
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3.5 Discussion

In this chapter, we examined the vulnerabilities of the LT-coded blockchain architecture.
Along these lines, we proposed reasonable attack strategies specific to the various LT decoder
types. This enabled adversaries to prevent new nodes with specific download and computing
capabilities from joining the blockchain network, limiting its scalability. Furthermore, we
also studied a cost-constrained adversary, in which the entire cost of accessing the storage
nodes’ contents and launching a DoS attack on a subset of them is fixed. Under such
constraints, our analysis assists the adversary in determining what fraction of the storage
nodes must be read/attacked in order to incur the highest decoding failure rate in the

decoder he targets.

Overall, we emphasize that when implementing L'T coded blockchains, one must be aware

of these threats, and hence take preventive measures against them.
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Chapter 4

Conclusion

4.1 Summary

This thesis investigates two major aspects of LT coded blockchains: (i) Scaling LT coded
blockchains in heterogeneous networks and (ii) Vulnerabilities of LT coded blockchain ar-
chitecture to DoS attacks.

In the first part of the thesis, we have presented BRH and CRH decoders for facilitating
scalability of LT coded blockchains in heterogeneous networks. It was demonstrated that

the optimal mirroring costs of the BRH and CRH decoders are lower than those of the
traditional BP and OFG decoders.

In the second part of the thesis, we have investigated the vulnerabilities of LT-coded
blockchains against a wide range of non-oblivious DoS attacks. We have identified that the
degree of the droplet nodes, which are easily accessible to the adversary, open doors to the
proposed class of attacks. Therefore, while adopting coded blockchains, it is critical to be

aware of these threats and take precautions to mitigate them.

4.2 Future Work

While we highlight that Robust Soliton Degree distribution has been used at the encoding
stage to support BRH and CRH decoders, we believe that there is scope to design new
degree distributions that are suited for BRH and CRH decoders. Hence, we leave the design
and analysis of optimal degree distribution suitable for BRH and CRH decoders as a future

work.

Furthermore, as the LT coded architecture is prone to non-oblivious DoS atttacks, as
an interesting direction for future research, new coded architectures can be proposed for
blockchains that enhance its resilience against optimized threats while also providing the

storage savings and scalability features.
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